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Preface 

For centuries, cryptography, as the science of ciphering or covering infor- 
mation from unauthorised use, had been employed mainly for protecting 
messages communicated between the military or governmental officials. 
Therefore, the circle of people employing cryptography was quite restricted 
and the very methods of this science secret. However, in the last decades, 
when the mankind has entered the information society stage, cryptographic 
methods of information protection become widely used, serving, in the first 
place, business needs. At that, not only inter-bank payments carried out 
over computer networks are meant or, say, electronic exchanges operating 
via the Internet, but also numerous transactions in which millions of 
dinary” people are involved every day, such as payments by credit cards, 
transferring wages onto bank accounts, ordering tickets and buying goods 
over the Internet, etc. It is a natural demand that all these transactions, as 
well as mobile phone conversations and electronic mail, be secured against 
dishonest or just overly inquisitive persons and organisations. Therefore 
nowadays many specialists working in the field of information technologies 
(IT) are engaged in designing and- exploiting the systems of information 
protection. Since many of the methods used thereon are based on the 
results of contemporary cryptography, this subject is now studied in the 
universities preparing IT specialists. 

The present book is to a great extent based on the courses taught by 
the authors at several universities in Russia, Germany, and Finland. The 
book describes the main techniques and facilities of contemporary cryp- 
tography. The topics covered include block ciphers, stream ciphers, public 
key encryption, digital signatures, cryptographic protocols, elliptic curve 
cryptography, theoretical security, and random numbers. The preference is 
given to the methods that become (part of) cryptographic standards. 

V 
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As the book title suggests, the content of the book is intended to IT 
students and graduates. The aim of the authors was to provide a com- 
prehensive introductory course of cryptography without resorting to com- 
plex mathematical constructions. All themes, even the elliptic curves and 
theoretical security, are conveyed so that only require the knowledge of 
secondary school mathematics. Some special facts of number and probabil- 
ity theories are considered when necessary, usually through examples rather 
than by giving strict and complex proofs. On the other hand, all cryptogra- 
phy results are proved. Thus the intended audience is very wide stretching 
from the IT specialists who wish to become qualified users of cryptographic 
algorithms to those who are looking for an elementary course to start a 
career of the developer of cryptosystems. 

In conveying the matter, we tried to follow A. Einstein’s principle: 
“everything should be made as simple as possible, but not simpler”. All 
methods are described in sufficient details to enable their computer imple- 
mentation. Justification for every method is always given, sometimes with 
reference to known results in number theory and other fields. When it is 
appropriate, algorithms written in pseudo-code are provided. All methods 
are supplied by numerical examples. In fact, for the sake of simplicity, all 
public-key algorithms are studied in the “integers modulo n” system. The 
higher algebraic terminology (rings, fields, etc.)  is not used since it may 
be foreign to the majority of the intended readers. Nevertheless, all math- 
ematical results (even in case of elliptic curves) are strict and consistent. 

The contents of the first 5 chapters can be used as a basis for one- 
semester course. The other chapters can be read as specialisation courses. 
Our experience shows that successful learning is facilitated by practising ex- 
ercises and problems and working in computer laboratories for implement- 
ing basic algorithms and systems. Therefore the book contains training 
problems supplied by the answers and themes for labs. 

We hope that the present book will help the reader not only understand 
the main problems and methods of contemporary cryptography but also 
estimate the beauty and elegance of its ideas and results. 

B. Ryabko 
A .  Fionov 
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Chapter 1 

Introduction 

Let us begin the study of cryptography with the classical problem of trans- 
mitting secret messages from a sender A to a receiver B. Both the sender 
and the receiver may be persons, organisations, various technical systems. 
Sometimes one speaks of A and B as of subscribers of some network, users 
of some computer system, or, more formally, abstract “parties” or “entities” 
participating in information exchange. But it often occurs more convenient 
to identify the participants of exchange with some humans and use the 
names Alice and Bob instead of A and B. 

It is assumed that messages are transmitted via an open communications 
channel which can potentially be accessed by a third party different from 
the sender and receiver. Such a situation arises in radio transmission (say, 
from a mobile phone) and is possible even in such “trusted” systems as wire 
telephone, telegraph, as well as in ordinary mail. The Internet, as a means 
of communication gaining the leading positions all over the world, offers 
a special interest of being extremely vulnerable for unauthorised access 
of third parties. In this environment, not only copying of data is easily 
implemented but also deletion and substitution. 

It is generally assumed in cryptography that the person who sends 
and/or receives messages has an adversary or enemy E,  which can be a 
competitor in business, a member of a criminal group, a foreign intelli- 
gence agent, or even an excessively jealous spouse, and that the adversary 
can read and analyse the messages transmitted. The adversary is often 
thought of as a person called Eve who has powerful computing facilities 
and is able to use cryptanalytic methods. Of course, Alice and Bob want 
their messages to be completely unclear to Eve, and, to achieve this, they 
use appropriate ciphers. 

Before transmitting a message from A to B over an open communica- 

1 
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tions channel, A encrypts (or enciphers) the message. In his turn, B, after 
having received the encrypted message (ciphertext), decrypts (or deciphers) 
it to recover the initial text (plaintext). It is important for the problem 
considered in this chapter that Alice and Bob can agree in advance about 
the cipher to be used (or rather about certain parameters thereof) not via 
a n  open channel but via a special “secure” channel which is inaccessible for 
Eva. Such a “secure channel” can be maintained with the aid of trusted 
messengers or couriers, or Alice and Bob can agree on the cipher during 
their private meeting, etc. It is necessary to  take into account that, usually, 
maintaining the secure channel and transmitting messages over this chan- 
nel is much more expensive compared with an open unsecured channel, and 
(or) the secure channel cannot be used at any time. For instance, courier 
post is far more expensive than the regular one, it transmits messages much 
slower than, say, electronic mail, and may be used not at any hour and not 
in any situation. 

To be more concrete, consider an example of cipher. Since the problem 
of encryption has occurred long ago in centuries some ciphers are named 
after renowned historical persons. These ciphers are often used to introduce 
simple initial concepts and we shall follow that tradition. Let us start with 
a well-known cipher by Gajus Julius Caesar. In this cipher, each letter of a 
message is substituted by the other letter whose ordinal in the alphabet is 
increased by 3. For instance, the letter A is replaced by D, the letter B by E, 
and so on. The last 3 letters X, Y ,  Z are replaced by A, B, C, respectively. 
Thus the word SEQUENCE transforms to VHTXHQFH under the Caesar 
cipher. 

Other Roman Caesars have modified the cipher by using the shifts 
through 4, 5 and more letters in the alphabet. We can describe such ci- 
phers in a general way if we enumerate (encode) the letters by their ordinal 
numbers (from 0 to 25). Then the rule of encryption will be 

c =  ( m + k ) m o d 2 6 ,  (1.1) 

where m and c are the ordinals of letters of plaintext and ciphertext, re- 
spectively, and k is an integer called the cipher key (in the Caesar cipher 
considered above, k = 3). (Here and after a mod b denotes the remainder 
from division of integer a by integer b, the remainder being taken from the 
set { 0 , 1 , .  . . , b - 1). For instance, 13 mod 5 = 3.) 

To decrypt the ciphertext one should apply an “inverse” algorithm 

m = (c - k) mod 26. (1.2) 
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Let’s imagine that the sender and receiver have agreed to use the cipher 
(1.1) but, to make the adversary’s job more difficult, decided to occasion- 
ally change the cipher key. For that purpose, Alice somehow generates the 
number k ,  sends it to Bob over a secure channel, after which they com- 
municate messages encrypted with that k .  The key may be changed prior 
to each communication session or after transmitting a specified number of 
letters (say, encipher every ten letters using a different key) and so forth. In 
this situation, the key is said to be generated by a key source. A schematic 
view of the cryptosystem considered is shown in Fig. 1.1. 

encr ypter decrypter 
open channel 

secure channel 

Fig. 1.1 Classical secret communications system. 

Proceed now to the discussion about the actions of adversary who tries 
to recover the message and find the secret key, or, in other words, to break 
the cipher. Every attempt to break a cipher is called an attack to the cipher 
(or cryptosystem). It is generally assumed in cryptography that the adver- 
sary always has the ciphertext in her disposal and can learn everything 
about the encrypting algorithm used and the nature of data transmitted, 
but only does not know the secret key. These are the Kerckhoffs assump- 
tions named after the scientist who was the first to formulate the main 
requirements to ciphers [Kerckhoffs (1883)]. Sometimes these assumptions 
may seem “overcautious” but such “overcautiousness” is by no means su- 
perfluous if, say, you send an order to transfer one million dollars from one 
account to another. 

In our example, Eve knows that the plaintext was encrypted according 
to (l.l), the message was in English, and the ciphertext is VHTXHQFH. 
But the key is unknown to her. 

The most obvious method to recover plaintext from ciphertext is to 
search through all possible keys (this is a so-called brute-force attack 
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or exhaustive key search). Thus Eva tries successively all possible keys 
k = 1 , 2 , .  . . , applying them to decrypting algorithm and estimating the ob- 
tained results. Let us also try to use this method. The results of decrypting 
according to (1.2) under various keys and the ciphertext VHTXHQFH are 
shown in Table 1.1. In the majority of trials it was sufficient to decrypt 
only a few letters to reject the corresponding key due to the absence of the 
word in English that begins with these letters. 

Table 1.1 Decrypting the word VHTXHQFH by exhaustive key search. 

k m  k m  k m  k m  

1 UGS 8 NZ 15 GS 22 ZL 
2 TF 9 MYKOY 16 FRD 23 YK 
3 SEQUENCE 10 LX 17 EQC 24 XJ 
4 RD 11 KWI 18 DP 25 WIU 
5 QC 12 JV 19 COAE 26 VHTXHQFH 
6 PB 13 IU 20 BN 
7 OAM 14 HT 21 AMY 

We can see from Table 1.1 that the key k = 3 was used and hence the 
message SEQUENCE was enciphered. Moreover, when checking for the 
other values of key, it was not required to decrypt all 8 letters since the key 
might often be rejected after decrypting 2 or 3 initial letters. This example 
shows that the Caesar cipher is completely insecure: for breaking it, one 
needs to analyse several initial letters of the message after which the key 
is disclosed unambiguously and, consequently, the whole message may be 
deciphered. 

What are the reasons of weakness of the considered cipher and how 
might its security be increased? Consider another example. Suppose that 
Alice hid some important documents in a safe with 5-digit combination lock. 
Now she would like to tell Bob the combination for opening the safe. She 
decided to use an analogue of the Caesar cipher adapted to the alphabet of 
decimal digits: 

c = (m + k) mod 10. (1.3) 

Suppose she sent Bob the ciphertext 26047. Eve tries to decrypt it, as 
earlier, by searching through all possible keys. The results of her work are 
shown in Table 1.2. 

We can see that all the variants are equivalent and Eve cannot decide 
on what combination is true. Based on the ciphertext only, she is unable to 
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Table 1.2 Decrypting the word 
26047 by exhaustive key search. 

k m  k m  

1 15936 6 60481 
2 04825 7 59370 
3 93714 8 48269 
4 82603 9 37158 
5 71592 0 26047 

find the secret key. Of course, before intercepting the encrypted message 
she had lo5 possible lock combinations, and after that only 10. But it is 
important to note that in this particular example we have only 10 possible 
values of the key. Under such a key (one decimal digit) Alice and Bob could 
not count on better security. 

The message in our first example is the text in natural language (En- 
glish). So it obeys numerous rules, various letters and their combinations 
have different probabilities and, in particular, many combinations are for- 
bidden (this property is referred to as redundancy of the text). And that 
is why the key was easily found and the message recovered, i.e. the redun- 
dancy had made it possible to break the cipher. But, in contrast, in our 
second example all combinations of digits are admissible. The “language” 
of combination lock does not possess any redundancy. Therefore even a 
simple cipher applied to messages in that language becomes unbreakable. 
In the classical work by C. Shannon [Shannon (1949)], a deep and elegant 
theory of secret key ciphers is constructed and, specifically, a “correct” 
measure of redundancy is suggested. We shall briefly touch upon these 
topics in Chap. 7, and in Chap. 8 some modern secret key ciphers will be 
described. 

The attack to the cipher considered in the previous examples is said 
to be a ciphertext-only attack. But sometimes a so-called known-plaintext 
attack to the cipher may be maintained. This happens if Eve obtains 
in her disposal some plaintexts corresponding to previously transmitted 
ciphertexts. Eve tries to disclose the secret key by examining the pairs 
plaintext-ciphertext. If she succeeded, she would be able to decrypt all 
further messages from Alice to Bob. 

One can imagine even a more “serious” attack, a so-called chosen- 
plaintext attack. In this attack, an adversary not only can access some 
plaintext-ciphertext pairs but is also able to create plaintexts on her own 
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and encrypt them under the key she wants to disclose. For instance, dur- 
ing World War 11, Americans, having bribed the guards, stole the cipher- 
machine in Japan Embassy for two days at weekend and had an opportu- 
nity to input various plaintext and obtain corresponding ciphertexts. They 
could not open the machine to directly determine the installed key because 
the damage would be detected and all the keys immediately changed (this 
and many other stories can be found in [Kahn (1967)I). 

It may seem that the known- and chosen-plaintext attacks are rather 
artificial and hard to maintain. It is so to some extent. But the designers of 
modern cryptosystems strive to make them invulnerable even to those kinds 
of attacks and there are great achievements in this direction. It is customary 
to think that it is more reliable to use a cipher secure against chosen- 
plaintext attacks rather than organisationally ensure the impossibility of 
such attacks. Extremely cautious people do both things. 

So, we have acquainted with the main characters of cryptography - 
Alice, Bob, and Eve, and with important notions of that science - a cipher, 
a key, an attack, open and secure channels. Note that an intriguing fact is 
connected with the last item: secure cryptosystems are possible to construct 
without any secure channel! In such cryptosystems Alice and Bob compute 
the secret key so that Eve cannot do that. This discovery was made in 
the seminal works ([Diffie and Hellman (1976); Mercle (1979)l) and has 
constituted a new epoch in modern cryptography. The main part of this 
book will be devoted to this kind of cryptosystems, referred to as public-key 
or asymmetric-key schemes. 

Problems and Exercises 

1.1 Find the keys of the Caesar cipher if the following plaintext- 
ciphertext pairs are known: 

(a) ORANGE - FIREXV 
(b) APRICOT - XMOFZLQ 

1.2 Decrypt the following messages encrypted with the Caesar cipher 
and an unknown key k, 0 < k < 26: 

(a) UNS JFUUQ J 
(b) GUHAI 



Chapter 2 

Public Key Cryptosystems 

2.1 Prehistory and Main Ideas 

Let’s consider three problems whose solution will help us understand better 
the ideas and methods of public-key cryptography. All these problems are 
of great practical interest. 

The first problem is storing passwords in a computer. We know that 
every user in a network has a confidential password. In order to log in to 
the network the user have to type in his/her login name (usually, publicly 
known) and password. The issue is the following: if the password is stored 
on a computer disk, then Eva can read it through (perhaps, temporarily 
dismounting the disk). Therefore it is necessary to store passwords in such 
a way that they could not be read (but could still be verified). 

The second problem has occurred with the advent of radars and systems 
of air defence. When a plane is crossing the border, the radar system 
asks for a password. If the password is valid then the plane is admitted, 
otherwise the flight is denied. The problem here is that the password has 
to be transmitted over the public open channel (air) and can therefore be 
overheard by the enemy. After that, when the enemy plane is asked for a 
password, it simply replays the intercepted one and gets admittance. 

The third problem is similar to the previous one. It arises in computer 
networks with remote access, e.g. in interactions between a bank and a 
client. In the beginning of a session the bank asks the client for the userid 
and password, but Eve can overhear the transmission since the communi- 
cations line is public. 

Nowadays all these problems are solved by applying cryptographic meth- 
ods. The solution is based on an important notion of one-way function. 

7 
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Definition 2.1 Let there be a function 

Y = f (XI (2.1) 

z = f - l ( y ) .  (2.2) 

defined on a finite set X (z E X), for which the inverse function exists 

The function is said to be one-way if Eq. (2.1) is “easy” to compute for all 
x but for “essentially all” y the reverse computation (2.2) is “infeasible” 
(say, requires 106-1010 years on a supercomputer). 

This definition is certainly informal. A rigorous definition of one-way 
function may be found in the literature (e.g. [Goldwasser and Bellare (2001); 
Menezes et al. (1996)l) but for our purposes the one given above will suffice. 

As an example of one-way function, let us consider the following: 

y = a” modp (2.3) 

where p is a large prime number (i.e. an integer that is divisible only by 
1 and itself) and a ,  z positive integers (some restrictions will apply in the 
sequel). The inverse function is denoted as 

z = log, y mod p (2.4) 

and is called the discrete logarithm. 
To make computation of (2.4) really infeasible on all modern computers 

one have to use numbers of length more than 512 bits. In practice, other 
one-way functions are also used, e.g. so-called hash functions (considered 
in Chap. 8) that operate with shorter numbers of length 80-160 bits. 

First we show that computation of (2.3), i.e. modular exponentiation, 
can be carried out fast. Begin with the example of computation of a16modp. 
We can write 

2 

u16modp= ( ( ( u ~ ) ~ ) ’ )  m o d p ,  

i.e. the value of this function is obtained for 4 modular multiplications 
instead of 15 in the “naive” variant a.a +. . . .a. This is the general algorithm 
based upon. 

To describe the algorithm we introduce the quantity t = [logz xj , i.e. the 
integer part of log, x (in what follows all logarithms are binary, so we shall 
not indicate the base 2 henceforth). Compute the series of numbers 

a,  a2,  u4, a8, ..., a 2t (modp) 
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In Eq. (2.5) each number is obtained by squaring the preceding number 
modulo p .  Write the exponent x in binary system: 

x = (xtxt-1 . . . X I X 0 ) 2  * 

Then the value y = a“ modp can be computed as 
t 

y = n mod p (2.6) 
i=O 

(all operations are modulo p ) .  

Example 2.1 
Compute the series of numbers (2.5): 

Let us compute 374 mod 100. We have t = Llog741 = 6. 

3 32 34 38 316 332 364 
3 9 81 61 21 41 81. (2.7) 

Write the exponent in binary system: 

74 = (1001010)~ 

and compute by (2.6): 

364 38 32 
81 * 1 . 1 * 6 1 * 1 .  9 . 1 = 6 9 .  

As few as 8 multiplications were required (6 for computation of (2.7) and 
2 for (2.8)). 

In general case, we have the following 

Proposition 2.1 (complexity of exponentiation) The  number of multipli- 
cations t o  compute ( 2 3 )  using the described method does not  exceed 2 log x .  

Proof. To compute the series (2.5) t multiplications (squarings) are re- 
quired, to compute y by (2.6) we need at  most t multiplications (see Exam- 
ple 2.1). So the total number of multiplications does not exceed 2t. Since 

0 
Remark It will be shown later that in exponentiation modulo p ,  it makes sense 
to use only exponents x < p .  So we can say that the number of multiplications 
to compute (2.3) does not exceed 2logp. 

It  is important to note that as effective algorithms for computing the 
inverse function (2.4) are unknown, one of the methods called “baby-step 
giant-step’’ algorithm will be described in detail in Sec. 3.2. This method 
requires on the order of 2 f i  operations. Let us show that under large p the 

t = [log x) 5 log 5 the correctness of the proposition is obvious. 
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function (2.3) is actually one-way if the “baby-step giant-step” algorithm 
is used. The results are given in Table 2.1. 

Table 2.1 
functions. 

The number of multiplications for computing direct and inverse 

The number of Computation of (2.3) Computation of (2.4) 
decimal digits in p (2 logp multiplications) (2fi multiplications) 

12 2 ’ 40 = 80 2.106 
60 2.200 = 400 2.1030 
90 2.300 == 600 2.1045 

We can see that if the length of modulus is about 50-100 decimal digits 
then the direct function can be computed shortly but the inverse one is 
practically non-computable. Consider, for example, a supercomputer that 
multiplies two 90-digit numbers for sec (for contemporary computers 
it is not achievable). To compute (2.3) such a computer will require 

Tdir, = 600 * = 6 * sec 

but to compute (2.4) 

qnv. = = 1031 sec, 

i.e. more than years. We see that computation of inverse functions is 
practically impossible if the length of numbers is about 90 decimal digits 
and the use of parallel and distributed systems does not essentially affect 
the situation. In the example considered, we assumed that the inverse func- 
tion was computed for 2Jir operations. At present time “faster” methods 
for computing discrete logarithms are known but the pattern is the same: 
the number of required operations is far greater than 2logp. So, we can 
conclude that the function (2.3) is indeed one-way with the only one reser- 
vation: nobody has strictly proved that the inverse function (2.4) cannot 
in principle be computed as fast as the direct function. 

Now we shall use the one-way function (2.3) for solving all three prob- 
lems stated in the beginning of the section, though taking into account that 
any other one-way function may be used instead. 

Begin with storing passwords in a computer. The solution of the prob- 
lem is based on the idea that passwords are not stored at all! To log in 
to the computer the user types in his/her login name and password. Let, 
for instance, the login name be “fruit” and the password “apricot”. The 
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computer treats the word “apricot” as the binary record of the number x 
and computes (2.3), where a and p are two non-secret numbers, perhaps, 
publicly known. After that the computer creates and stores the pair (login 
name, y), where y is obtained from (2.3) under x = password. Upon the 
user’s login, after entering the pair (“fruit”, “apricot”), the computer finds 
by (2.3) a new value ynew under x =“apricot” and compares it with the y 
already stored in the memory. If ynew is the same as the y corresponding 
to the specified login name the user is admitted to the system. Otherwise, 
the access is denied. 

Eve might try to find x if she somehow learned y. However we have seen 
that even with 90-digit numbers it would require more than years. In 
that way, the presented scheme of storing passwords is reliable and used in 
many operating systems. 

Let us discuss a solution of the second problem (a plane and air defence). 
One can use the following method. Each “legitimate” plane is assigned a 
secret name (i.e. password) which is known only to the air defence system 
and to the pilot (or, more precisely, to the on-board computer). Let, for 
instance, one of the planes be assigned the secret name FALCON and the 
plane is approaching the border on February 1, 2005 at 12:45. Then the 
on-board computer constructs the word 

FALCON 05 02 01 12 45 
(name year month day hours minutes). 

In other words, the on-board computer, as well as the radar system, 
append the timestamp to the name. Now they treat the word obtained as 
the number x and compute y = a” modp, where a and p are non-secret. 
After that the plane communicate the number y to the radar system. The 
latter compares its own y to the received value. If both values are equal 
the plane is admitted as legitimate. 

The enemy cannot break this system. Indeed, on the one hand, she 
does not know the secret name FALCON and cannot recover it from y, 
since finding x given y requires, say, years. On the other hand, she 
cannot replay the same y in the future as the response to the radar system 
since the time of crossing border will never be the same and the subsequent 
values of y will differ from the one stored by the enemy. 

This way of solution of the “air defence” problem requires precise syn- 
chronisation of the clocks on the plane and in the radar system. The issue 
can be easily settled. For instance, the navigation control service period- 
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ically transmits timestamps and all radars and planes use these to syn- 
chronise their clocks. But there are more delicate issues. A timestamp is 
appended to the word x in order to make all computed values of y differ- 
ent and to preclude replaying by the enemy. However the enemy may try 
to replay y immediately within the current minute. How to prevent this 
opportunity? This is the first question. The other difficulty arises in a 
situation when the plane sends the number y in the end of 45-th minute, 
and the radar receives it in the beginning of 46-th. We give the reader an 
opportunity independently to offer a variant of the solution to  these issues. 

The other way of solution of the “air defence” problem is possible if we 
use an extra communications channel for transmitting data from the radar 
system to the plane. As before, each “legitimate” plane is assigned a secret 
name such as FALCON which is also known to the radar. Having located 
a target, the radar sends a randomly generated number u (“challenge”). 
The plane computes y = a” mod p ,  where x is the secret word (FALCON) 
and communicates y (“response”) to the radar. The radar performs the 
same computations and compares the received and computed values of y. 
In this scheme, synchronising clocks is not needed but, as earlier, the enemy 
cannot replay y since the radar sends a different challenge (u)  each time. 
It is interesting, that this problem, apparently, was historically the first to 
be solved with the aid of one-way functions. 

The third problem is solved absolutely similarly and both methods of 
transmitting passwords are applicable and used in practical network proto- 
cols. 

2.2 The First Public Key System - DiffieHellman Key 
Agreement 

This cryptosystem was discovered in the middle 70-s by Whitfield Diffie 
and Martin Hellman [Diffie and Hellman (1976)l and caused a revolution 
in cryptography and its applications. It was the first system that allowed 
to protect information without using secret keys transmitted over secure 
channels. To show one of application schemes of such a system, consider 
a communications network with N users, where N is large. Suppose we 
are to organise secret communications for each pair of users. If we use an 
ordinary key distribution scheme, then each pair of users must be supplied 
with its own secret key which results in the total number of keys ( y )  = 
N(;- - l )  

2 
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So if we have 100 users then 5000 keys are required, if we ever have lo4 
users then as many as 5 .  lo7 keys must be supplied. We can see that under 
the large number of users the system of supplying secret keys becomes very 
bulky and expensive. 

Diffie and Hellman have solved this problem by means of public dis- 
tribution and computation of keys. Proceed to description of the system 
suggested. 

Denote the users of a network by A,  B, C,. . . . For all the users the 
following common parameters are chosen: a large prime number p and an 
integer g, 1 < g < p- 1, such that all numbers from the set {1 ,2 , .  . . , p  - 1) 
might be represented as powers of g modulo p (i.e. gl, g2, . . . , g p - l  (modp) 
be different numbers; such a g is called a generator and various approaches 
are known for finding generators, one of which will be presented below). 
The numbers p and g are assumed to be non-secret and known to all the 
users. 

The users choose large numbers XA, XB, XC, . . . , which are kept in 
secret and called their private keys (it is usually recommended to  make the 
choice randomly with the aid of random number generators). Then every 
user computes a corresponding number Y and sends it to the other users 
in cleartext, 

YA = g X A  mod p ,  
YB = gxB mod p , 
Yc = g x c  mod p .  

The numbers YA, YB, Yc, , . .are called the public keys of the users. All 
users' information is collected in Table 2.2. 

Table 2.2 User keys in Diffie-Hellman system. 

User Private key Public key 

Suppose user A wants to securely communicate with user B and they 
both have the public information from Table 2.2. User A asks B over an 
open channel to start a communication session. Then A computes 

ZAB = ( Y B ) ~ "  modp (2.10) 
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(nobody else can do that since X A  is kept secret). Concurrently user B 
computes 

ZBA = ( Y A ) ~ ~  mod p .  (2.11) 

Proposition 2.2 ZAB = ZBA.  

Proof. Indeed, 

Z A g  = (YB)~” modp = (gxB)xA modp 
- - gXAXBmodp = ( Y A ) ~ ”  mod p = ZBA . 

(Here the first equality follows from (2.10), the second and fourth from 
0 (2.9), and the last from (2.11).) 

Review the main properties of the system: 

(1) users A and B have obtained the same number Z = ZAB = ZBA that 
was not transmitted over the open channel; 

(2) Eve cannot compute ZAg since she does not know the secret numbers 
X A  and Xg (strictly speaking, she might try to find secret X A  from 
Y A  (see (2.9)), however under large p ,  this is practically impossible 
(requires millions years)). 

Now users A and B can utilise ZAB as a secret key for encryption and 
decryption of their data. Similarly, each pair of users can compute a key 
which will be known only to that pair. 

Let’s now discuss briefly the above mentioned problem of selecting the 
generator g. The general method known so far relies on factorisation ofp-1. 
But, on the one hand, if p is randomly chosen then, with high probability, 
p - 1 will have a large prime divisor which is very difficult to determine. 
On the other hand, in the system considered, the number p - 1 have to 
have a large prime divisor since otherwise the Pohlig-Hellman algorithm 
([Pohlig and Hellman (1978)l; see also [Menezes et al. (1996)l) would be 
able to compute the discrete logarithm fast. So, under arbitrary chosen p ,  
finding g is hard. Therefore it is often recommended to  use the following 
approach. The prime number p is chosen so that 

p = 2 q + 1  

where q is also prime. Then g may be any number for which the following 
inequalities are satisfied: 

l < g < p - 1  and g q m o d p # l .  
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Example 2.2 Let p = 23 = 2 . 11 + 1 ( q  = 11). Now select 9. Let’s 
try g = 3. Check it: 311 mod 23 = 1, which means that this value is 
irrelevant. Take g = 5. Check it: 511 mod 23 = 22 # 1, that’s OK. So we 
have chosen the parameters for the Diffie-Hellman system: p = 23, g = 5. 
NOW each user chooses a secret number and computes a corresponding 
public number. Let X A  = 7, X B  = 13. Compute YA = 5’ mod 23 = 17, 
YB = 513 mod 23 = 21. Let A and B decided to establish a common 
secret key. For that purpose A computes ZAB = 217 mod 23 = 10 and B 
computes ZBA = 1713 mod 23 = 10. They have now the common key, 10, 
which has never been transmitted over communications channel. 

2.3 The Elements of Number Theory 

Many cryptographic algorithms are based on the results of classical theory 
of numbers. We shall consider the necessary minimum from the whole 
theory. The classical theorems due to Fermat, Euler and a number of other 
number-theoretic results will be given without proofs since they may be 
found in almost any textbook on number theory, e.g. [Rosen (1992)l. The 
readers familiar with number theory may wish to proceed immediately to 
Sec. 2.4. 

Definition 2.2 
and itself. 

A positive integer p is prime if it has no divisors but 1 

Example 2.3 
composite (27 can be divided by 3 and by 9, 33 has divisors 3 and 11). 

The numbers 11, 23 are prime; the numbers 27, 33 are 

Theorem 2.1 (fundamental theorem of arithmetic) A n y  positive integer 
can be represented as a product of prime numbers, this representation being 
unique. 

Example 2.4 27 = 3 . 3 . 3 ,  33 = 3 . 1 1 .  

Definition 2.3 
if they have no common divisors but 1. 

Two numbers are said to be coprime (or relatively prime) 

Example 2.5 The numbers 27 and 28 are coprime (the have no common 
divisors except l),  the numbers 27 and 33 are not (they have common 
divisor 3). 
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Definition 2.4 (Euler (totient) function) Let there be given an inte- 
ger N 2. 1. Euler function ' p ( N )  is the quantity of numbers among 
1,2,3,. . . , N  - 1 that are coprime to N .  

Example 2.6 

'p(10) =? 'p(12) =? 
1, $73, P, $ 7  677, b, 9, 1, $ 7  A P,5 ,  P,7, b, 8,  m11 
'p (10) = 4 'p (12) = 4 

(struck out are the numbers not coprime to  the argument). 

Proposition 2.3 

Proof. 

I f p  i s  prime then 'p ( p )  = p - 1. 

In the series 1,2,3,. . . , p  - 1 all numbers are coprime to p since 
0 

Let p and q be distinct primes (p # q). Then  'p ( pq )  = 

Proof. In the series 1,2,. . . ,pq - 1 the numbers not relatively prime 
to pq are p , 2 p ,  3p, .  . . , (q  - l)p and q,2q,3q,. . . , ( p  - 1)q. The total of 
such numbers is (q  - 1) -+ ( p  - 1). Hence, the number of coprimes to pq is 

p is prime and, by definition, is not divisible by any other number. 

(P  - 1) ( 4  - 1). 
Proposition 2.4 

pq - 1 - ( p -  1) - (q - 1) = pq - q - p +  1 = ( p -  1) (q - 1). 

Theorem 2.2 (Fermat) Let p be prime and 0 < a < p .  Then 

ap-' mod p = 1. 

Example 2.7 p = 13, a = 2; 
2 

212 mod 13 = (22)2 . ((2')') mod 13 = 3 . 9  mod 13 = 1, 

1O1O mod 11 = 10'. ((10')')' mod 11 = 1.1 = 1. 

Theorem 2.3 (Euler) Let a and b be coprime. Then 

aV@) mod b = 1. 

The Fermat theorem is a special case of the Euler theorem when b is 
prime. 

Example 2.8 

' P ( W  = 4,  
54 mod 12 = (5')' mod 12 = (1')' mod 12 = 1. 

212 mod 21 = 24.  (24)2 mod 21 = 16.4  mod 21 = 1. 
(21) = 2 . 6  == 12, 
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We shall need another theorem close to Euler’s. 

Theorem 2.4 
integer then 

I f p  and q are distinct primes, p # q, and k is an arbi tray  

mod (pq)  = a .  (2.12) 

Example 2.9 Let’s take p = 5, q = 7. Then pq = 35 and the Euler 
function 4 3 5 )  = 4 6 = 24. Consider the case of Ic = 2, i.e. we shall raise 
numbers to the power 2 . 24  + 1 = 49. We obtain 

g4’ mod 35 = 9 ,  Xi4’ mod 35 = 2 3 ,  

This is not surprise because each of the numbers 9 and 23 is coprime to the 
modulus 35 and by the Euler theorem 924 mod 35 = 1, 2324 mod 35 = 1. 
However, Theorem 2.4 remains right even for the following numbers: 

lo4’ mod 35 = 10, 2849 mod 35 = 28, 

whereas the Euler theorem cannot be applied to these numbers (the num- 
bers 10 and 28 are not coprime to the modulus 35 and loz4 mod 35 = 15, 
2824 mod 35 = 21). 

Definition 2.5 Let a and b be two positive integers. The greatest com- 
mon divisor of a and b, denoted gcd(a, b) ,  is the biggest number c which 
divides both a and b: 

c = gcd(a, b) . 

Example 2.10 gcd(l0,15) = 5; gcd(8,28) = 4. 

To find the greatest common divisor one may use the following algorithm 
which is known as the Euclidean algorithm. 

Algorithm 2.1 EUCLIDEAN ALGORITHM. 

INPUT: Positive integers a,  b, a _> b. 
OUTPUT: The greatest common divisor gcd(a, b). 
1. 
2. r t a mod b, a + b, b + r. 
3. RETURN a. 

WHILE b # 0 DO 
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Example 2.11 
pute gcd(28,8): 

Let’s show how the Euclidean algorithm is used to com- 

a : 2 8 8 4  
b :  8 4 0  
r :  4 0  

Here each column represents one iteration of the algorithm. The process 
continues until b turns to zero. Then the value of a holds the result (4). 

For many cryptographic systems to be considered in the book the so- 
called extended Euclidean algorithm is important to which the following 
theorem is associated. 

Theorem 2.5 
necessarily positive) numbers x and y exist such that 

Let  a and b be positive integers. Then  the integer (not  

ax + by = gcd(a, b) . (2.13) 

The extended Euclidean algorithm serves for finding gcd(a, b) and x, y 
satisfying (2.13). Introduce three vectors U = (u~,uz,u~), V = ( w ~ , w z , w ~ ) ,  
and T = ( t l ,  t 2 ,  t 3 ) .  The algorithm is written as follows. 

Algorithm 2.2 EXTENDED EUCLIDEAN ALGORITHM. 

INPUT: 
OUTPUT: gcd(a, b) ,  x and y satisfying (2.13). 
1. 
2. 
3. q +- u1 div vl; 

5. U +- V ,  V + T. 
6. RETURN U = (gcd(a,b),x,y). 

Positive integers a,  b, a 2 b. 

u +- ( a ,  1, O), v +- (b, 0 , l ) .  
WHILE Z J ~  # 0 DO 

4. T + ( ~ 1  mod v1, ~2 - qv2, ~3 - ~ 3 ) ;  

Vector U contains the result. 
Operation div in the algorithm is integer division 

a div b = \a/b] . 

The proof of correctness of Algorithm 2.2 may be found in [Aho et  al. 
(1976); Knuth (1981)l. 
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Example 2.12 Let a = 28, b = 19. Find 2 and y satisfying (2.13). 

U 28 1 0 
v u  19 0 1 
T V U  9 1 - l q = l  

T V U  1- 2  3 q = 2  
T V  0 1 9 - 2 8 q z 9  

Let us comment the presented schema. First, vector U is filled with numbers 
(28,1,0) and vector V with (19,0,1) (these are the first two rows in the 
schema). Vector T is computed (3rd row). After that the 2nd row becomes 
vector U, the 3rd row becomes vector V ,  and again vector T is computed 
(4th row). The process continues until the first element of V turns to 0. 
Then the next to last row holds the result. In our case gcd(28,19) = 1, 
IC = -2, y = 3. Check up the result: 28. (-2) + 1 9 . 3  = 1. 

Consider one important application of extended Euclidean algorithm. 
In many cryptographic schemes, it is required to find for specified numbers 
c, m a number d < m such that 

cd mod m = 1 .  (2.14) 

Notice that such d exists if and only if c and m are coprime. 

Definition 2.6 
modulo m and often denoted c-l mod m. 

A number d satisfying (2.14) is called the inverse of c 

The above notation for the inverse is quite natural since we can now 
rewrite (2.14) as 

cc-l mod m = 1. 

Multiplication by c-l corresponds to division by c when operating modulo 
m. By analogy, arbitrary negative powers modulo m can be introduced: 

- c = (c")-' = (c-I)" (mod m) . 
Example 2.13 3 . 4  mod 11 = 1, therefore 4 is the inverse of 3 modulo 
11. We can write 3-l mod 11 = 4. The number 5-2 mod 11 can be found 
in two ways: 

5-2 mod 11 = (5' mod ll)-' mod 11 = 3-1 mod 11 = 4 ,  

5+2 mod 11 = (5-1 mod 11)2 mod 11 = g2 mod 11 = 4 .  
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In the second variant, we used the equality 5-l mod 11 = 9. Indeed, 5 - 
9 mod 11 = 45 mod 11 = 1. 

Let us show how one computes the inverse by use of extended Euclidean 
algorithm. The equality (2.14) means that for some integer k 

cd - km = 1. (2.15) 

Taking into account that c and m are relatively prime rewrite (2.15) as 

m(-k) + cd = gcd(m, c)  , (2.16) 

which agrees with (2.13) up to the names of variables. Therefore to  compute 
c-l mod m, i.e. to find d, one can use the extended Euclidean algorithm 
for solving Eq. (2.16). Notice that the value of k is not interesting for us, 
so it makes sense not to compute the second element of vectors U ,  V, T. 
Besides, if the value of d occurs negative, we must add to it the modulus 
m because, by definition, a mod m belongs to the set {0,1,. . . , m - 1). 

Example 2.14 
tation as in Example 2.12. 

Compute 7-l mod 11. We use the same form of presen- 

11 0 
7 1  
4 - 1 q = l  
3 2 q = 1  
1 - 3 q = l  
0 1 l q = 3 .  

We obtain d = -3 and since it is negative we add the modulus: -3+11 = 8, 
i.e. 7-1 mod 11 = 8. Check the result: 7 . 8  mod 11 = 56 mod 11 = 1. 

One of the main operations in public-key cryptography is modular expo- 
nentiation. The idea of efficient algorithmic construction for exponentiation 
has already been shown in Eqs. (2.5) and (2.6). It is possible to implement 
this algorithm without storing in memory the series of numbers (2.5). Now 
we give the description of the algorithm in a form suitable for its imme- 
diate computer implementation. The name of the algorithm reflects the 
fact that the bits of exponent are examined from right to left, i.e. from the 
least-significant bit to the most-significant. 
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Algorithm 2.3 MODULAR EXPONENTIATION (FROM RIGHT T O  LEFT). 

INPUT: 
OUTPUT: The number y = a" mod p .  
1. y t 1 , s t a .  
2. FOR i = 0,1, .  . . , t DO 
3. IF zi = 1 THEN y t y.s  modp; 
4. s t s . s modp. 
5 .  RETURNy. 

Integer numbers a,  z = (ztzt--1. . . z o ) ~ ,  p. 

To show how the algorithm works, trace the powers after each iteration. 
Let z = 74 = (1001010)2 as in Example 2.1. 

i : O 1 2 3  4 5 6 
z 2 : o  1 0  1 0  0 1 
y: 1 .2 a2 .lo .lo .lo a74 

s: .2 .4 .16 a32 a64 .128 

There are situations where the following algorithm is more effective. It 
differs from the previous algorithm in that the bits of exponent are ex- 
amined from left to  right, i.e. from the most-significant bit to  the least- 
significant. 

Algorithm 2.4 MODULAR EXPONENTIATION (FROM LEFT T O  RIGHT). 

INPUT: 
OUTPUT: The number y = a" mod p. 
1. y +- 1. 
2. 
3. 
4. 
5 .  RETURN y. 

Integer numbers a, z = (ztzt-1. . . zo)2, p. 

FOR i = t ,  t - 1,. . . , 0 DO 
Y t Y * Y mod p;  
IF zi = 1 THEN y t y . a  modp. 

To assure oneself that Algorithm 2.4 computes exactly the same value 
as Algorithm 2.3, trace again the powers after each iteration for x = 73. 

i : 6 5 4 3 2  1 0  
z i : 1 0  0 1 0  1 0  
y: a a2 a4 a9 a18 a37  a 7 4  
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In fact, the number-theoretic results provided in this section will be 
enough for the description of basic cryptographic algorithms and methods 
in the rest of the book. 

2.4 Shamir Cipher 

This cipher attributed to Adi Shamir (see [Menezes et al. (1996)I) was one 
of the first public-key systems that allowed two parties to securely exchange 
messages over an open channel provided these parties had neither secure 
channels nor secret keys and, perhaps, had never seen each other. (Recall 
that Diffie-Hellman key-agreement scheme allows for creating only a secret 
key but for secure message transmission a cipher is needed where this key 
can be used.) 

Proceed to description of the system. Let there be two users A and B 
connected by an open communications line. User A wants to send a message 
m to user B so that nobody but B could be able to learn its contents. A 
randomly chooses a large prime number p and sends it to B. Then A selects 
two numbers CA and dA such that 

(2.17) 

A keeps these numbers secret, they will not be transmitted. B, similarly, 
selects two numbers CB and dB such that 

cBdB mod ( p  - 1) = 1, (2.18) 

and also keeps them secret. 
After that A transmits her message m using the three-step protocol 

described below. If m < p (m is viewed as a number) then m is transmitted 
at once. If m 2 p then the message is represented as a sequence of blocks 
ml, m2,. . . , mt, where all mi < p ,  and these blocks are transmitted by 
turn. For secure transmission of each mi, it is better to randomly select 
new pairs (CA, d A )  and (CB, dB), otherwise the security of the system decays. 
In present time such a cipher is commonly used as a transport for secret 
keys whose values are less than p .  So we shall focus on the case m < p .  
The protocol is as follows. 



Publ ic  K e y  Cvyp tosys t ems  

Step 1 A computes 

23 

x 1  = mCA mod p 

and sends x 1  to B. 
Step 2 B, upon the receipt of z1, computes 

22 = xyE mod p 

and sends x2 back to A. 
Step 3 A computes 

x 3  = xgA mod p 

and sends it to B. 
Step 4 B, upon the receipt of 2 3 ,  computes 

(2.19) 

(2.20) 

(2.21) 

2 4  = x p  mod p. (2.22) 

Proposition 2.5 (properties of Shamir protocol) 

(1) 2 4  = m, i.e. realisation of the protocol succeeds in transmitting the 

(2) adversary cannot figure out what a message was transmitted (if p is  
message m from A to B; 

large). 

Proof. 
k(p - 1) + r where r = e mod (p - 1). Therefore, by Fermat's theorem 

Notice first that any integer e 2 0 can be represented as e = 

xe mod p = X ~ ( P - ' ) + ~  mod p = ( x P - ' ) ~  . xr mod p 

1 ( I k  . xT) mod p = xe  mod (P-1 )  modp. (2.23) 

By the protocol construction 

2 4  = x? modp = ( x i A ) d B  modp = (xEB)dAdE modp 
= ( m c A ) C E d A d E  mod = mcAdAcBdB mod p .  

Taking into account Eq. (2.23) and then Eqs. (2.17) and (2.18)) we may 
continue 

x4 = m ( c ~ d ~ c s d ~ )  mod ( ~ - 1 )  mod 
- - m(cAdA mod ( P - l ) ) ( c E d E  mod (P-1 ) )  mod = ml'l mod = 

which proves the first statement of the proposition. 
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The proof of the second statement is based on the assumption that for 
an adversary trying to recover m, there is no strategy more effective than 
the following. She computes CB from (2.20), then finds dB and computes 
5 4  = m by (2.22). But to implement this strategy the adversary has to 

Let us discuss a method of selecting pairs C A ,  d A  and CB, d B  satisfying 
(2.17) and (2.18). It suffices only to consider the actions of user A because 
user B acts the same way. The number C A  is chosen randomly but must be 
coprime to p - 1 (by searching through odd numbers since p - 1 is even). 
Then d A  may be computed by use of extended Euclidean algorithm as was 
explained in Sec. 2.3. 

Example 2.15 If A wants to send B the message rn = 10, A chooses p = 
23 and sends it to B. Then A selects C A  = 7 (gcd(7,22) = 1) and computes 
d A  = 19. Similarly, B selects CB = 5 (coprime to 22) and computes dB = 9. 
The Shamir protocol begins. 

(Step 1) A - B : 2 1  = lo7 mod 23 = 14. 
(Step 2) A - B : 5 2  = 145 mod 23 = 15. 
(Step 3) A - B : z3 = 1519 mod 23 = 19. 
(Step 4) B computes 5 4  = 19’ mod 23 = 10. 

We can see that B has received the message m = 10. 

solve discrete logarithm problem which is impossible if p is large. 

2.5 ElGamal Encryption 

Let there be users A, B ,  C, . . . , who wish to communicate each other secret 
messages but have no secure communications channels. In this section, 
we consider a cipher suggested by Taher ElGamal [ElGamal (1985)l which 
solves the problem and uses only one message pass in contrast to three-pass 
protocol by Shamir. In fact, the ElGamal scheme is based on Diffie-Hellman 
key-agreement protocol which is used for a pair of users to obtain a common 
secret key. The message is then encrypted by multiplication with that key. 
For any subsequent messages the secret key is computed anew. Proceed to 
the details of the method. 

For the whole group of users a large prime p and integer g are chosen 
so that distinct powers of g be distinct numbers modulo p (cf. Sec. 2.2). 
Numbers p and g are transmitted to users in clear and may be used by all 
users of a network. 
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Then every user selects his/her own secret number ci (private key), 
1 < ci < p - 1, and computes the corresponding public number di (public 
key), 

di = gci mod p .  (2.24) 

This results in Table 2.3. 

Table 2.3 User keys in ElGamaI system. 

User Private key Public key 

Let's show now how A transmits a message m to B. We shall assume, 
as in the case of Shamir cipher, that the message is represented as a number 
m < p.  

Step 1 A generates a random number k, 1 5 k 5 p - 2, computes 

r = g  k modp, (2.25) 

e = m . d g  k modp (2.26) 

and transmits the pair of numbers (r, e) to user B. 
Step 2 B ,  upon the receipt of (r,  e ) ,  computes 

m' = e .  T P - I - ~ B  mod p . 

Proposition 2.6 (properties of ElGamal cipher) 

(1) User B has received the message, i.e. m' = m; 
(2) An adversary who knows p, g ,  d g ,  r ,  and el cannot compute m. 

Proof. Substitute the value of e from (2.26) into (2.27): 

m' = m . dBk  . TP-'-'B mod p . 
Now substitute (2.25) in place of r and (2.24) in place of d g :  

(2.27) 

m' = m . (gCB)" (gk)P-l-CB mod p 

mod p = m - gk(p-l)  mod p .  (2.28) = m . g  c ~ k + k ( p - l ) - k c ~  
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By Fermat’s theorem 

k g k ( p - ’ )  mod p = 1 mod p = 1 

and thus we obtain the first statement of the proposition. 
To prove the second statement notice that the adversary cannot com- 

pute k in (2.25) since it is the discrete logarithm problem. Hence, she 
cannot compute m in (2.26) since m was multiplied by an unknown factor. 
The adversary also cannot reproduce the actions of the legitimate receiver 
(user B )  because she does not know the secret number CB (computation of 

0 CB based on (2.24) is again the discrete logarithm problem). 

Example 2.16 Transmit the message m = 15 from A to B. Choose the 
parameters in the same way as in Example 2.2 on page 15. Let p = 23, 
g = 5. Let user B choose his secret number CB = 13 and compute by (2.24) 

dg = 513 mod 23 = 21.  

User A generates random number k ,  say k = 7, and computes by (2.25), 
(2.26): 

T = 5’ mod 23 = 17, e = 15 .21’ mod 23 = 1 5 . 1 0  mod 23 = 12 .  

Then A sends B the encrypted message as a pair of numbers (17,12). 
B computes by (2.27) 

m/ = 12.1723-1-13 mod 23 = 12.17’ mod 23 = 1 2 . 7 m o d  23 = 15 .  

We can see that B has been able to decrypt the message transmitted. 

It is clear that the same scheme may be used by all the users in a 
network. Note that any user who knows the public key of user B ( d g )  can 
send B messages encrypted using dg. But it is only user B ,  and nobody 
else, who is able to decrypt those messages since decryption is done by 
utilising the private key cg which is known only to B. Note also that the 
length of the ciphertext is twice the length of the plaintext but only one 
pass in needed (provided the table with public keys was delivered to all 
users in advance). 
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2.6 RSA Encryption and Trapdoor Functions 

Named after its developers Ron Rivest, Adi Shamir, and Leonard Adleman, 
this cipher proposed in [Rivest et  al. (1978)] is so far one of most widely 
used. 

We have seen that Shamir’s cipher completely solves the problem of se- 
cure message exchange in the case when only open channels are available. 
But as a disadvantage, the message is passed three times from one user to 
another. The ElGamal cipher allows to solve the same problem in only one 
pass, but also has a disadvantage of expanding the message: the cipher- 
text is twice as long as the plaintext. The RSA encryption is free of such 
disadvantages. It is interesting that this system is based on other one-way 
function different from discrete logarithm. Moreover, we meet here one 
more invention of contemporary cryptography - trapdoor function. 

The RSA system is based on the following two facts from number theory: 

Fact 1 testing numbers for primdity (and finding primes) is relatively easy 
(see, e.g. [Menezes et  al. (1996)l); 

Fact 2 the problem of factoring numbers of the form n = pq,  where p and 
q are primes of roughly the same size, i.e. finding p and q given n, is 
very hard (or computationally infeasible) when p and q are sufficiently 
large (see also [Menezes et  al. (1996)l). 

Let again there be users A,  B,  C ,  . . . . Each user chooses randomly two 
large primes P and Q and computes 

N = P Q .  (2.29) 

Then the user computes the number 4 = ( P  - l ) (Q  - 1) and selects a 
number d < 4 relatively prime to 4 after which finds using the extended 
Euclidean algorithm a number c such that 

cdmod 4 = 1. (2.30) 

The user keeps secret the number c (as well as P, Q, and 4, but these 
will not be needed any more) and publishes the numbers N and d .  The 
number c is the private key of the user and the pair of numbers N , d  is 
the corresponding public key. All information associated with the users is 
shown in Table 2.4. 

Proceed to the description of RSA protocol. If Alice wants to send a 
message m to Bob, she will treat the message m as a number satisfying the 
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Table 2.4 User keys in RSA system. 

User Private key Public key 

inequality m < NB (further on subscript B indicates that the corresponding 
parameters belong to Bob). 

Step 1 Alice encrypts the message as follows 

e = mdB mod NB (2.31) 

using Bob's public keys and transmits e over an open channel. 
Step 2 Bob, having received the encrypted message, computes 

m' = ecB mod NB . (2.32) 

Proposition 2.7 
the message sent by A .  

Proof. By the protocol construction 

For the described protocol, m' = m, i.e. user B receives 

m' = ecB mod NB = mdBcB mod NB . 

Equation (2.30) means that for some k 

CBdB = k$hB -k 1.  

By Proposition 2.4 

4~ = (PB - ~ ) ( Q B  - 1) = ~ N B )  

where cp(.) is the Euler function. Hence by Theorem 2.4 

m' = m k p ( N B ) + l  mod N B  = m ,  
0 

Proposition 2.8 (properties of RSA protocol) 

(1) The protocol encrypts and decrypts data correctly; 
(2) A n  adversary who overhears all transmitted messages and knows all 

public information cannot recover the plaintext message i f  P and Q are 
large. 



Public Key Cryptosystems 29 

Proof. The first property follows from Proposition 2.7. To prove the 
second property notice that the adversary knows only public parameters N 
and d. In order to find c she must know the value q5 = ( P  - l )(Q - 1) for 
which, in turn, P and Q must be known. Generally speaking, P and Q can 
be found by factoring N but it is a hard problem (Fact 2). Note, however, 
that the choice of large random primes P and Q can be done in acceptable 
time (Fact 1). 0 

The one-way function y = xd mod N employed in RSA has a so-.called 
“trapdoor” which allows for easy computation of the inverse function x = 
$j mod N if the factorisation of N is known. (Indeed, it is easy to compute 
q5 = ( P  - 1)(Q - 1) and then c = d-’ mod q5.) If P and Q are unknown 
then to compute the inverse function is practically impossible because to 
find P and Q given N is very hard (Fact 2), i.e. the knowledge of P and Q 
is a “trapdoor”. The trapdoor functions are employed in other branches of 
cryptography, as well. 

Notice that it is important for the RSA system that each user chooses 
his own pair of primes P and Q, i.e. that all moduli NA,  N g ,  N c ,  . . .be  
different (otherwise one user would be able to read encrypted messages 
destined to another user). But it is not required for the second public 
parameter d. The parameter d can be the same for all users. It is often 
recommended to choose d = 3 (for correspondingly chosen P and Q), see 
e.g. [Menezes et al. (1996)l. In this case encryption is maximally fast (it 
requires only 2 modular multiplications). 

Example 2.17 
Let Bob’s parameters be 

Suppose Alice wants to send Bob the message m = 15. 

PB = 3, Q B  = 11, NB = 33, d B  = 3 

(3 is coprime to (~(33)  = 20). Find cg using the extended Euclidean algo- 
rithm: C B  = 7 (check it: 3 . 7  mod 20 = 1). Encrypt m using Eq. (2.31): 

e = mod 33 = 152. 15 mod 33 = 27.15 mod 33 = 9 .  

Alice sends the number 9 to Bob over an open channel. Only Bob knows 
cg = 7 so he decrypts by (2.32): 

2 m‘ = g7 mod 33 = (g2) .9’ . 9  mod 33 = 152 .15 ’ 9 mod 33 = 15. 

We can see that Bob has deciphered the message. 
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The considered system is unbreakable if P and Q are large but has the 
following imperfection: A sends a message to B by utilising B’s public 
information (the numbers NB and d B ) .  Adversary E cannot read the mes- 
sages destined for B but she is able to send a message to B on behalf of 
A, i.e. E can impersonate A. Surely, we need more complex protocols to 
avoid this. It is interesting that one of the possible solutions may be based 
entirely on the RSA scheme, as the following. 

A wants to send B message m. First A computes the number e = 
mCA mod NA.  E cannot do that since C A  is secret. Then A computes the 
number f = e d B  mod NB and sends f to B. B receives f and computes 
sequentially u = f“” mod NB and w = udA mod NA.  

As a result, B obtains the message w = m. As in the conventional 
RSA system, E cannot recover the message but, in contrast to RSA, she 
also cannot send a message on behalf of A (because she does not know the 
secret C A ) .  

Here we meet a new situation. B knows that the message was originated 
by A as if it were signed by A. A virtually signs the message by encrypting it 
with the use of her secret parameter C A .  This is an example of the so-called 
digital signature. The digital signature is one of the widely used inventions 
of modern cryptography. It will be systematically studied in Chap. 4. 

Problems and Exercises 

2.1 

2.2 

2.3 
2.4 

2.5 
2.6 
2.7 

2.8 

Reduce the results of expressions 5, 16, 27, -4, -13, 3 + 8, 3 - 8, 3 . 8 ,  
3 . 8 . 5  

(a) modulo 10, 
(b) modulo 11. 

Compute using fast modular exponentiation algorithms 28 mod 10, 
37 mod 10, 7’’ mod 100, 757 mod 100. 
Factor numbers 108, 77, 65, 30, 159. 
Determine what pairs of numbers (25,12), (25,15), (13,39), (40,27) 
are relatively prime. 
Find values of Euler function (~ (14 ) ,  ( ~ ( 2 0 ) .  
Compute using the properties of Euler function ( ~ ( 5 3 ) ,  (p(21), (~(159) .  
Compute the quantities 313 mod 13, 524 mod 11, 317 mod 5 using the 
Fermat theorem. 
Compute the quantities 3’ mod 20, 214 mod 21, 21°7 mod 159 using 
the Euler theorem. 
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2.9 Find using the Euclidean algorithm gcd(21,12), gcd(30,12), 
gcd(24,40), gcd(33,16). 

2.10 Using the extended Euclidean algorithm, find 2 and y in equations 
(a) 212 + 12y = gcd(21,12), 
(b) 302 + 12y = gcd(30,12), 
(c) 242 + 40y = gcd(24,40), 
(d) 332 + 163 = gcd(33,16). 

2.11 Compute 3-l mod 7, 5-’ mod 8, 3-1 mod 53, 10-1 mod 53. 
2.12 Write out all primes less than 100. Which of them are of the form 

p = 2q + 1, where q is also prime? 
2.13 Find all relevant values for the parameter g in the Diffie-Hellman 

system with p = 11. 
2.14 Compute secret keys YA, YB and a corresponding common key ZAg 

in the Diffie-Hellman system with parameters 
(a) p = 23, g = 5 ,  X A  = 5 ,  X B  = 7; 
(b) p = 19, g = 2, X A  = 5 ,  X B  = 7; 
(c) p = 23, g = 7, X A  = 3, Xg = 4; 
(d) p = 17, g = 3, X A  = 10, Xg = 5; 
(e) p = 19, g = 10, X A  = 4, X g  = 8. 

2.15 For Shamir’s cipher with specified parameters p ,  CA,  CB find missing 
parameters and describe the process of transmitting message m from 
A to  B 
(a) p = 19, CA = 5, CB = 7, m = 4; 
(b) p = 23, CA = 15, CB = 7, m = 6; 
(c) p = 19, CA = 11, cg = 5, m = 10; 
(d) p = 23, CA = 9, cg = 3, m = 17; 
(e) p = 17, C A  = 3, CB = 13, m = 9. 

2.16 For EIGamal’s cipher with specified parameters p ,  g, cg,  k find miss- 
ing parameters and describe the process of transmitting message m 
to  user B 
(a) p = 19, g = 2, CB = 5 ,  k = 7, m = 5 ;  
(b) p = 23, g = 5, cg = 8, k = 10, m = 10; 
(c) p = 19, g = 2, cg = 11, k = 4, m = 10; 
(d) p = 23, g = 7, cg = 3, k = 15, m = 5; 
(e) p = 17, g = 3, CB = 10, k = 5, m = 10. 

2.17 For the RSA system with specified parameters PA, QA, dA find miss- 
ing parameters and describe the process of transmitting message m 
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to user A 
(a) PA = 5, QA = 11, dA  = 3, m = 12; 
(b) PA = 5, QA = 13, d A  = 5, m = 20; 
(C) PA = 7, QA = 11, d A  = 7, m = 17; 
(d) PA = 7, QA = 13, d A  = 5, m = 30; 
(e) PA = 3, QA = 11, d A  = 3, m = 15. 

2.18 The encrypted message e = 100 is sent to the RSA user with param- 
eters N = 187, d = 3. Decrypt the message by breaking the RSA 
system of the user. 

Themes for Labs 

2.19 

2.20 

2.21 

2.22 

2.23 

Write and debug the set of program functions implementing the ba- 
sic algorithms used in the cryptosystems studied: modular exponen- 
tiation (az mod m), greatest common divisor (gcd(a, b ) ) ,  inversion 
(x-' mod m). 
Write a program implementing the Diffie-Hellman key agreement. 
The following parameter values are recommended: p = 30803, g = 2. 
Secret keys are to be randomly generated. 
Write a program implementing the Shamir cipher. The number p = 
30803 may be taken as a prime modulus. The other parameters are 
to be randomly generated. 
Write a program implementing the ElGamal cipher. The following 
parameter values are recommended: p = 30803, g = 2. Private keys 
and the other parameters are to be randomly generated. 
Write a program implementing the RSA cipher for transmitting mes- 
sages to users A or B. The following parameter values are recom- 
mended: PA = 131, Q A  = 227, PB = 113, QB = 281, d A  = d B  = 3. 



Chapter 3 

Solving Discrete Logarithm Problem 

3.1 Problem Setting 

In order to construct a reliable cryptosystem one should take into account 
the methods of disclosure the adversary can employ. This allows one to 
choose cryptosystem parameters (e.g. the length of numbers) so that the 
adversary’s methods become infeasible. In the present section, we shall 
consider two such methods to give the reader some insight into this LLmys- 
terious” field. 

We have seen that many of the public-key ciphers are based on the 
one-way function 

y = a x  modp (3.1) 

and we know that given a and x the value of y can be computed with not 
more than 2logz operations (Proposition 2.1). But finding x given a and 
y, i.e. computing the discrete logarithm, is assumed to be a much more 
complex problem. 

As it was shown in the justification of Shamir cipher (see (2.23)), by 
Fermat’s theorem, when exponentiating modulo a prime p exponents are 
reduced modulo p - 1. Therefore it suffices to deal with only the exponents 
x satisfying the inequality 0 _< x _< p - 1. 

Denote by t ,  the number of multiplications needed for computation of y 
in (3.1) given a and x and, for brevity, we shall call ty time of computation. 
Time of exponentiation with the algorithms of Sec. 2.1 is not more than 
2 log x and x < p. Hence 

t y  I210gp  ( 3 4  

for any exponent x. 

33 
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Now proceed to the problem of finding 2 in (3.1) given u and y. First 
estimate the complexity of the exhaustive search. In the exhaustive search, 
we begin with u1 and check whether u1 = y. If it is not the case, check 
whether u2 = y, u3 = y, and so on until ui = y is found (then z = i). On 
average, it will require to multiply by u and check for equality ( p  - 1)/2 
times. So the time of exhaustive search 

With the “baby-step giant-step” algorithm described below the time of 
finding z is noticeably smaller: 

and with the index calculus algorithm also described below this time is even 
substantially smaller: 

where c1, c2 are some positive constants. 
To make the comparison more illustrative, express the time of compu- 

tation through the bitlength of the numbers in (3.1). Denote the bitlength 
of p by n. When making computations modulo p we have n x logp. There- 
fore the order of complexity (time of computation) for the above mentioned 
algorithms will be the following: 

where M loosely denotes “proportional”. 
We can see that the time of exponentiation grows linearly as the length 

of numbers (n) increases but the time of solving the inverse problem grows 
exponentially or (for the index calculus algorithm) subexponentially. The 
issue of the existence of faster algorithms for computing discrete logarithms, 
as well as for solving other inverse problems in cryptography, remains an 
open question. 
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3.2 The Baby-step Giant-step Algorithm 

In the unclassified literature this method was first described by Daniel 
Shanks (see [Knuth (1973)l); references thereto have been known since 1973. 
It was one of the first methods to show that the discrete logarithm problem 
can be solved much faster than by the exhaustive search. The algorithm is 
as follows. 

Step 1 Take two integers m and k such that 

m k > p .  

Step 2 Compute two number series 

Y ,  ay ,  a2Yl ' * e l  urn-ly (mod p )  ; 

aml a2m, . . . , ukm (mod p )  

(all computations are carried out modulo p ) .  
Step 3 Find such i and j that 

aim - - a 3 y .  ' 

(3.3) 

(3.4) 

(3.5) 

Proposition 3.1 A number 

x = im - j  (3.7) 

is the solution of Eq. (3,l). Besides, the integers a ,  j satisfying (3.6) exist. 

Proof. The correctness of (3.7) follows from the chain of equalities below, 
where all computations are modulo p and division corresponds to multipli- 
cation by an inverse number: 

(here the next to last equality follows from (3.6)).  Next, show that the 
numbers i and j satisfying (3.6) exist. For that purpose place all numbers 
of the form (3.7) into the table (Table 3.1). 

We can see that all numbers from 1 to k m  are contained in the table. 
It means by (3.3) that the table contains all numbers from 1 to p .  So any 
exponent z < p is present in the table, i.e. the number z satisfying (3.1) 
can be represented in the form (3.7), and (3.6) always has a solution. 0 
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Table 3.1 Numbers of the form im - j .  

iJ. j - +  0 1 2 . . .  m - 1  

1 m m- l  m - 2  ... 1 
2 2 m  2 m - 1  2 m - 2  ... m + l  

k k m  k m - 1  k m - 2  ... ( k  - l )m + 1 
. . .  . . .  . . .  . . .  . . .  ... 

Example 3.1 
aid of baby-step giant-step algorithm. 

Compute the series (3.4), (3.5): 

Find the solution of the equation 2” mod 23 = 9 with the 

Choose m and k. Let m = 6, k = 4. We can see that (3.3) is fulfilled. 

(3.4) : 9,18,13,3,6,12 ; 
(3.5) : 18.  

Here we stop computations since there are equal numbers in (3.4) and (3.5) 
under i = 1, j = 1. By (3.7) we obtain 

I C =  1 . 6 - 1  = 5 .  

Check it: 25 mod 23 = 9. Indeed, z = 5 is the solution. 

Let us explain the name of the algorithm considered. We know that in 
cryptography, p is a large number, hence m and k are also large. In the 
series (3.4), the exponent is increased by 1 (baby step), and in the series 
(3.5), the exponent is increased by m (giant step). 

Let’s now estimate the complexity of the method. 

Proposition 3.2 
time satisfies the inequality 

With  the given method and for  large p ,  computation 

(Here we speak of the total time rather than of the number of multiplica- 
tions.) 

Proof. We can take 

k = m = L f i J + 1  (3.9) 

which, obviously, satisfies (3.3). Then no more than 2J?r multiplications 
are required for computation of (3.4) and (3.5). We know that for “usual” 
( (‘secondary school”) methods of multiplication and division, the time of 
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computation with r-digit operands is proportional to r2 .  We have all the 
numbers taken from the set { I , .  . . , p } ,  so T 5 logp and computation time 
is proportional to log2p. Hence we immediately obtain the time needed 
for computation of the series (3.4) and (3.5). However we have not consid- 
ered all stages of the algorithm. Namely, we have not considered the time 
required for the search of equal numbers between the two series. Under 
large k and m this is far from being simple. The problem can be solved 
in the following way: first ascribe to each number in a series the corre- 
sponding value of i or j and one extra bit indicating the series (3.4) or 
(3.5). Then join both series in one and sort with respect to the values of 
numbers. The length of the joint series is k 3- m M 2f i .  For the best 
sorting methods, Slog S comparisons are required, where S is the number 
of elements to sort (see e.g. [Aho et  al. (1976)l). In our case S = 2 f i  and 
consequently 2filog (2f i )  M .\/iJlogp comparisons with words of length 
logp bits are required, which totals to about Jijlog2p bit operations. After 
having sorted the joint series we look it through and find two equal numbers 
from different initial series (using the bit flag). Finally, summing up the 

0 times on all stages of the algorithm we obtain the estimate (3.8). 

3.3 Index Calculus Algorithm 

The main ideas behind the index calculus algorithm had been known in 
number theory since 1920s. But only in 1979 Adleman, one of the inventors 
of RSA, pointed out this algorithm as a means for solving Eq. (3.1) and 
investigated its complexity [Adleman (1979)l. At present time, the index 
calculus algorithm and its enhanced variants offer the fastest methods for 
computation of discrete logarithms in equations like (3.1). 

Before describing the algorithm we introduce the following notion. 

Definition 3.1 
are less than or equal to p .  

Example 3.2 
factorisation includes only the prime factors 2, 3, and 5). 

A number n is said to be p-smooth if all its prime factors 

The numbers 15, 36, 45, 270, 2025 are 5-smooth (their 

Proceed to the description of the algorithm. 

Step 1 Select a factor base 
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which consists of the first t primes (2, 3, 5, . . . , a remark concerning 
the choice o f t  will be given below). 

Step 2 By randomly selecting k find t + c  ( E  is a small integer, see below) pt- 
smooth numbers of the form ak mod p. That is, for each k, we compute 
the number ak modp  and check its smoothness by trial division over 
the elements of S. If the number is pt-smooth then we pick it for further 
use, else discard it and proceed with the next k. Write each pt-smooth 
number found as a product of elements in S: 

t 
ak m o d p =  n p : i ,  ci 2 0 (3.10) 

i= 1 

(for each value of k we obtain the corresponding set of numbers ci). 
Step 3 Take logarithms on both sides of (3.10): 

t 

IC = ci log, pi (3.11) 

for each pt-smooth number found at Step 2. We obtain a system of 
t + E linear equations of the form (3.11) with t unknowns (log, pi). We 
know that,  in principle, t equations are enough for finding t unknowns. 
However, it may happen that some of the equations will be linearly 
dependent. That is why the number of equations is greater by E than 
the number of unknowns. This increases the probability of obtaining 
a unique solution should some relations be linearly dependent. Now 
we solve the system using linear algebra methods with all calculations 
carried out modulo p-1 (recall that exponents and hence logarithms are 
reduced modulo p - 1). As a result, we obtain the values of logarithms 
of elements from S: log,pl, log,p2, . . . , logapt. 

Step 4 By randomly selecting T find pt-smooth number of the form y . 
ar mod p: 

i=l 

t 

y . a r m o d p = n p i i ,  e i 2 0 .  (3.12) 

That is, similar to Step 2, compute the number y . ar mod p and check 
whether it is pt-smooth. If not, try the next T .  

i=l 

Step 5 Taking logarithms on both sides of (3.12) obtain the final result 

- T )  mod(p-1) .  (3.13) 
i=l 
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The correctness of the described algorithm is quite obvious and its effec- 
tiveness is connected with the following observation. If we select randomly 
a number from the infinite set of integers then with probability 1/2 it  is 
divisible by 2, with probability 1/3 divisible by 3, with probability 1/5 di- 
visible by 5 ,  and so on. So we may expect that in the interval from 1 to 
p - 1 there are sufficiently many numbers whose prime factors are only the 
elements of our factor base S. Exactly such numbers are being sought at 
steps 2 and 4 of the algorithm. 

As we have mentioned above, the parameter E must ensure a unique 
solution at Step 3. It is believed that given a large p the value of E about 10 
guarantees the uniqueness of solution with high probability (see [Menezes 
e t  al. (1996)l). If it is not the case then it is necessary to revert to Step 2 
and use other values of k. 

Now let's discuss the complexity issues. The running time of the algo- 
rithm depends on the choice of t. The more is t ,  i.e. the number of prime 
factors in S,  the less fails we meet when searching smooth numbers at steps 
2 and 4 (it is easy to see that complexity of Step 2 is t + E times greater 
than that of Step 4). But with large t the complexity of Step 3 drastically 
increases since we have to solve the system with t + E equations. Find- 
ing an optimum t which minimises the overall time may usually be done 
by numerical methods. Adleman [Adleman (1979)l showed that under an 
optimal choice of t the complexity of the algorithm is estimated as 

where c1, c2 are some positive constants. 

Example 3.3 Apply the index calculus algorithm to solve the equation 

37 = 10" mod 47. (3.14) 

We have y = 37, a = 10, p = 47. Take as a factor base S = (2,3,5}, 
t = 3, and assume E = 1, i.e. we shall construct a system of 4 equations. 
We completed the first step of the algorithm and proceed to the second. 
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Let's find four 5-smooth numbers (taking k = 1,2 ,3 , .  . . ): 
10, mod 47 = 10 = 2 . 5  

lo3 mod 47 = 13 = 13 
lo4 mod 47 = 36 = 2 . 2 . 3 . 3  J 
lo5 mod 47 = 31 = 31 
lo6 mod 47 = 28 = 2 . 2 . 7  
lo' mod 47 = 45 = 3 . 3 . 5  

J 
lo2 mod 47 = 6 = 2 . 3  J 

J 

We have found four 5-smooth numbers (marked with a J) corresponding 
to the exponents 1, 2, 4, and 7. 

Begin the third step of the algorithm. For ease of exposition, denote 
the logarithms of the numbers p l ,  p2,  p3 from S by u1, u2, u3, respec- 
tively, e.g. u3 = log,, 5 mod 47. For the equations checked with a J at the 
previous step, turn to the logarithms and construct a system 

(3.15) 

(3.16) 

(3.17) 

(3.18) 

We can see that in the system obtained, Eqs. (3.16) and (3.17) are linearly 
dependent, so it was not in vain that we have found the 4th smooth number. 
To solve the system, subtract (3.15) from (3.16). We obtain 

1 = u2 - u3. (3.19) 

Add (3.19) to (3.18). We obtain 

8 = 3212. (3.20) 

From (3.20) we immediately find u2 (recall that the logarithms are reduced 
modulo 47 - 1 = 46): 

212 = (8/3) mod 46 = 8 .  3-1 mod 46 = 8 . 3 1  mod 46 = 18.  

We can make a check by computing lo1' mod 47 = 3, so 212 is actually the 
logarithm of 3. Now from (3.19) find u3: 
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(actually, 1017 mod 47 = 5). Finally, from (3.16) find u1: 

ti1 = 2 - u2 = (2 - 18) mod 46 = -16 mod 46 = 30 

(lo3' mod 47 = 2). 
Thus we know the logarithms of the elements of S. The most complex 

part of the algorithm is left behind. Proceed to the fourth step. Select 
(randomly) T = 3 and compute 

3 7 .  lo3 mod 47 = 3 7 . 1 3  mod 47 = 11. 

The number 11 is not 5-smooth, so try the next T :  

3 7 .  lo4 mod 47 = 3 7 . 3 6  mod 47 = 16 = 2 . 2 . 2 . 2 .  

The number 16 is 5-smooth and the fourth step is completed. 

the final result: 
Turn to logarithms in the last equality (this is the fifth step) and obtain 

10g1037 = 410g102 - 4 = ( 4 . 3 0  - 4) mod 46 = 24 .  

We have found the solution of Eq. (3.14) x = 24. We may check it: 
47 = 37. 

mod 

The fastest to the date is the variant of the described index calculus 
algorithm called Number Field Sieve, see [Lenstra and Lenstra (1993)l. 
This method is based upon subtle algebraic constructions so we do not 
describe it in this book. Its time complexity is estimated as 

tn. f.s. < c1 . 2(C2+"(1)) + g P ( l o g  l%P)2 (3.21) 

where c1, c2 are some positive constants. It is this method which dic- 
tates the conditions for choosing the length of modules in the cryptosystem 
that rely on intractability of discrete logarithm problem (among the sys- 
tems considered in Chap. 2 these are Diffie-Hellman, Shamir, and ElGamal 
schemes). To achieve long-term security it is recommended that the length 
of modulus be at least 1024 bits (as for 2005). 

Remark at the conclusion that in our book, we do not consider the 
methods of breaking the cryptosystems whose security is based on integer 
factorisation problem (such as RSA). The fact is that this discussion would 
require to introduce some extra notions and algorithms from number theory 
that are of no use elsewhere in this book. However we may say that to date 
the fastest methods of factorisation are characterised by the same estimate 
of complexity as given by Eq. (3.21). As a consequence, to ensure long-term 
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security of RSA system the modulus length must also be at least 1024 bits 
(i.e. prime numbers producing a modulus must be at least 512 bits each). 

Problems and Exercises 

3.1 Using the baby-step giant-step algorithm, solve the following equa- 
tions: 

(a) 2" mod 29 = 21, 
(b) 3" mod 31 = 25, 
(c) 2" mod 37 = 12, 
(d) 6" mod 41 = 21, 
(e) 3" mod 43 = 11. 

3.2 Using the index calculus algorithm, solve the following equations: 

(a) 2" mod 53 = 24, 
(b) 2" mod 59 = 13, 
(c) 2" mod 61 = 45, 
(d) 2" mod 67 = 41, 
(e) 7" mod 71 = 41. 

Themes for Labs 

3.3 Create programs implementing the baby-step giant-step and index 
calculus algorithms and solve on a computer the following equations: 

(a) 2" mod 30203 = 24322, 
(b) 2" mod 30323 = 21740, 
(c) 2" mod 30539 = 28620, 
(d) 2" mod 30803 = 16190, 
(e) 5" mod 31607 = 30994 

(due to lack of time, program implementation of only some steps of 
the algorithms would be enough). 



Chapter 4 

Digital Signatures 

4.1 RSA Digital Signature 

Public-key cryptography has made a real revolution in contemporary com- 
puter and network technologies. There emerged a possibility to solve prob- 
lems that earlier had seemed insoluble but now are widely called for in 
practice. One of the important elements of these new technologies is digital 
signature. In many countries, including USA and Russia, digital signature 
standards are adopted and the notion of digital signature is made part of 
civil legislation. 

Before studying cryptographic digital signatures, let us formulate the 
main requirements which, ideally, should be met by any signature (including 
handwritten). 

(1) It must be only the entity A that could sign documents on behalf of A,  

(2) If the signed document is somehow altered or damaged, the signature 

(3) The author of signature should not be able to repudiate it. 
(4) The signature must be verifiable by all interested parties, and more- 

over, a third party (e.g. the court) should be able to decide on the 
authenticity of signature in case of contention. 

i.e. no one should be able to forge signatures. 

must become invalid. 

Of course, digital signatures should meet all these requirements but the 
signer and verifier may be thousands of kilometres from each other and 
communicate via an open computer network (e.g. the Internet). 

In this section, we consider a digital signature scheme based on the 
RSA algorithm [Rivest et al. (1978)]. Historically, it was the first method 
discovered for creating digital signatures. Let’s proceed to its description. 

43 
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Suppose Alice intends to sign documents. Then she has to choose the 
RSA parameters in the same way as was described in Sec. 2.6. To do 
that, Alice selects two large primes P and Q, computes N = PQ and 
q5 = ( P  - 1)(Q - 1). Then she selects a number d relatively prime to  4 and 
finds 

c = d-' mod q 5 .  (4.1) 

At last, she publishes the numbers N and d (her public key), e.g. exposes 
them at  her Internet site in association with her name, and keeps secret the 
number c (her private key, the other numbers P,  Q, and q5 are no longer 
required). Now Alice is ready to sign documents and messages. 

Assume that Alice wishes to sign a message f i  = ml, . . . , m,. First, she 
computes a so-called hash function 

h = h(m1,. . . ,mn) 

which maps the message f i  into a number h. It is assumed that the hash 
function algorithm is publicly known. For the time being, we shall not 
speak of the properties and ways of computation of hash functions, as this 
question will be considered in detail in Sec. 8.5. Point out only the property 
most important for us here: it is practically impossible to alter the main 
text ml, . . . , m, without altering ~ ( T T L ) .  So, it is enough for Alice to sign 
only the number h, and this will act as a signature to the whole message 
m. 

Alice computes the number 

s = h" mod N , (4.2) 

i.e. she raises h to her secret power. The number s is nothing else but the 
digital signature. Alice simply appends s to the message IR and obtains the 
signed message 

(m, 4. (4.3) 

Now everybody who knows Alice's public key, i.e. the numbers N and 
d associated with her name, can verify the authenticity of her signature. 
TO do that,  given the signed message (4.3), one needs to compute hash 
function h(m) and the number 

w = sd mod N , (4.4) 

after which to check the equality w = h(m). 
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Proposition 4.1 

Proof. 

If the signature i s  authentic, w = h(r5i). 

It follows from (4.4), (4.2) and (4.1) that 

w = sd mod N = hcd mod N = h = h(m) . 
0 

Proposition 4.2 
men t s  the signature mus t  meet. 

Proof. The first requirement is met since nobody who knows only the 
public parameters N and d can derive secret c which is needed to produce 
a signature (we have already discussed this problem in Sec. 2.6). The 
second requirement is fulfilled due to hash function: any change in the 
message contents will (with overwhelming probability) also change the value 
of h, which makes the previously computed signature invalid. The third 
requirement is met as a consequence of the former two (the author cannot 
repudiate the signature since nobody is able to alter the document and 
forge the signature). Finally, everybody who knows the public parameters 
N and d can verify the signature. In case of contention, the court can 

The described digital signature satisfies all the require- 

reproduce all computations. 

Example 4.1 Let P = 5, Q = 11. Then N = 5.11 = 55, q5 = 4.10 = 40. 
Let d = 3. Such a choice of d is valid since gcd(40,3) = 1. Compute the 
private key c = 3-1 mod 40 with the extended Euclidean algorithm (see 
Sec. 2.3), c = 27. 

Assume that Alice wishes to sign the message ?ii = abbbaa, the value of 
hash function being, say, 13: 

h = h(abbbaa) = 13. 

Alice computes by (4.2) 

s = 1327 mod 55 = 7 

and obtains the signed message 

(abbbaa, 7 )  . 

Now the one who knows Alice’s public key N = 55, d = 3 can verify the 
signature. Having received the signed message, one computes hash function 

h(abbbaa) = 13 
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(if the contents of the message are not changed, the value of hash function 
equals that computed by Alice) and compute by (4.4) 

3 w = 7 mod 55 = 13. 

The values of w and the hash function are equal, hence, the signature is 
valid. 
Remark Notice that the same RSA scheme generated by Alice can be used for 
solving two problems. First, Alice can sign messages as was shown in the present 
section, by utilising her secret key c .  Second, anybody can encrypt messages to 
be read by Alice as was shown in Sec. 2.6, by utilising her public key d. 

4.2 ElGamal Digital Signature 

In the previous section, a digital signature scheme was described whose 
security is based on intractability of integer factorisation problem. In this 
section, we present a scheme that relies upon another hard problem, namely, 
computing discrete logarithms. This scheme was suggested in [ElGamal 
(1985)l and utilises the ElGamal encryption (see Sec. 2.5). 

Assume as before that Alice is going to sign documents. Alice chooses 
a large prime p and a number g such that different powers of g are different 
numbers modulo p (see Sec. 2.2). These numbers are transmitted or stored 
in clear and may be used by the whole community of users. Alice then 
selects a random number z, 1 < z < p - 1, which she keeps secret. This is 
her private key unknown to anybody. Alice computes the number 

y = g " m o d p  (4.5) 

and publishes it as her public key. Due to the hardness of discrete logarithm 
problem, it is assumed impossible to find x given p and g. 

Now Alice is ready to sign messages. Suppose she wants to sign a 
message ?ii = m l ,  . . . , m n .  Describe the steps needed to create a signature. 

Alice begins with computing a hash function of the message h = h(f f t ) ,  
1 < h < p. Then Alice selects a random number lc (1 < k < p- 1) relatively 
prime to p - 1, and computes 

(4.6) 
k r = g  modp .  

Then Alice computes 

u = (h  - X T )  mod (p - 1) , 
s = k- lu  mod (p - 1 ) .  
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(Remark that lc-' in (4.8) denotes a number satisfying the equality 

k - l k  mod ( p  - 1) = 1. (4.9) 

Such a k-' exists since k and p - 1 are coprime, and can be found with the 
extended Euclidean algorithm.) Eventually, Alice forms the signed message 

( f i ;  r, s ) .  (4.10) 

The receiver of the signed message (4.10), first of all, computes again the 
hash function h = h( f i ) .  Then he verifies the signature using the equality 

yrrs = gh  mod p .  (4.11) 

Proposition 4.3 

Proof. Recall that in all computations the exponents are reduced modulo 
p -  1. Substitute y and r in Eq. (4.11) by their defining equations (4.5) and 
(4.6), and then replace s by (4.8), (4.7): 

If the signature is authentic then (4.11) holds. 

yrrs = ( g z ) r  (g')' = g -IT g k(k-'(h--zr))  

I T  h --IT - h = g  g g  - g  modp. 

The proof is complete. 0 

Proposition 4.4 
ments the signature must meet. 

Proof. The proof is virtually the same as for RSA signature. First, a 
secret number 3: is used in the process of signature generation, moreover, 
the factor xr in (4.7) changes from message to message since k is selected 
at random. Therefore nobody can forge the signature. Second, the hash 
function protects from altering signed messages. Third, the author cannot 
repudiate the signature as a consequence of the former items. Finally, 
everybody who knows the public key y and common parameters p and g 
can verify the signature. In case of contention, the court can reproduce all 

The described digital signature satisfies all the require- 

computations. 0 

Example 4.2 Let common parameters for a community of users be p = 
23, g = 5. Alice chooses her private key x = 7 and computes her public key 
y by (4.5): 

y = 5? mod 23 = 17. 

Let Alice create the document fii = baaaab and wish to sign it. 
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Proceed to signature generation. First of all, Alice computes the hash 
function of the message. Let h ( f i )  = 3. Then Alice selects a random 
number k ,  e.g. k = 5. Computations by (4.6), (4.7) give 

r = 55 mod 23 = 20, 

u = (3 - 7.20) mod 22 = 17 

Then Alice finds k-’ mod 22: 

k-’ mod 22 = 5-’ mod 22 = 9 .  

Computations by (4.8) give 

s = 9 .17  mod 22 = 21 .  

At last, Alice forms the signed message (4.10) that looks like 

(baaaab, 20, 21). 

The signed message is transmitted. Bob (or someone else) receives it 
and verifies the signature. First, he computes the hash function 

h(baaaab) = 3 ,  

then he computes the left of (4.11) 

1720. 2021 mod 23 = 16.15 mod 23 = 10 

and the right of (4.11) 

53 mod 23 = 10.  

Since the results of both computations are the same, Bob concludes that 
the signature is valid, i.e. the message is authentic. 

The considered digital signature scheme is somewhat more complex than 
RSA but its security is based on a different one-way function. It is impor- 
tant for cryptography because should one system be broken or compro- 
mised, the other may be used instead. Besides, ElGamal signature is a 
basis for a more efficient algorithm in which computation time is substan- 
tially reduced due to the use of “short” exponents. Such an algorithm is 
presented in the following section. 
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4.3 Digital Signature Standards 

Today, digital signature standards exist in many countries. In this sec- 
tion, we describe the US standard [FIPS 186-2 (2000)l and Russian GOST 
R34.10-94. Both standards are based on essentially the same algorithm 
called DSA (Digital Signature Algorithm) which, in turn, is a variant of 
ElGamal signature. We consider in detail an American version of the algo- 
rithm and then show the distinctive features of the Russian variant. 

As a preliminary setup, for a community of users, common open param- 
eters are to be chosen. First, two prime numbers, q (of length 160 bits) and 
p (of length up to 1024 bits) are chosen related by the equation 

p = b q + l  (4.12) 

for some integer b. The most significant bits in p and q must be 1. Second, 
a number a > 1 is chosen such that 

aq m o d p =  1 .  (4.13) 

As a result, we have the three common parameters p, q, and a. 

a are reduced modulo q, i.e. 
Note that Eq. (4.13) means that, operating modulo p, the exponents of 

uc mod p = uc mod mod p for all c . (4.14) 

Indeed, if c = mq-t-r, where 0 5 r < g,  then ac mod p = ( ~ 9 ) ~  .ar mod p = 
lear mod p ,  see (4.13). This reduction will always be made during signature 
generation and verification to ensure that the length of exponents will never 
exceed 160 bit, which simplifies computations. 

Every user then chooses a random number x satisfying the condition 
0 < x < q and computes 

y = az modp. (4.15) 

The number x will be the private key of the user and the number y the 
public key. It is assumed that the public keys for all users are collected in 
a non-secret but “certified” directory which is made available to the whole 
community. Note that nowadays it is impossible to find x given y under the 
length of p indicated above. This completes the setup stage of the scheme 
and now all users are ready to generate and verify signatures. 

Let there be given a message f i  to be signed. Signature generation is 
done as follows. 
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1 Compute hash function h = h ( a )  for message m, the hash function value 
should lie within the limits 0 < h < q (in American standard, SHA-1 
hash function [FIPS 180-1 (1995)] must be used). 

2 Select a random integer k ,  0 < k < q. 
3 Compute r = (ak mod p )  mod q. If r = 0,  revert to Step 2. 
4 Compute s = k-l(h f xr) mod q. If s = 0, revert to Step 2. 
5 Obtain the signed message (a; r, s). 

To verify the signature do the following. 

6 Compute hash function of the message h = h(m). 
7 Verify that 0 < r < q and 0 < s < q. 
8 Compute u1 = h . s-l mod q, u2 = r . s-l mod q. 
9 Compute u = (aulyu* mod p )  mod q. 
10 Verify that u = r. 

If at least one test at Step 7 or 10 fails one should reject the signature. 
And vice versa, if all the tests pass, the signature is declared valid. 

Proposition 4.5 
imate user, i.e. by the owner of private key  x ,  then u = r .  

Proof. Recall that Eq. (4.14) holds for all exponentials with base a. Since 
y defined by Eq. (4.15) is a power of a, Eq. (4.14) also holds for all expo- 
nentials with y as a base. Now, using the definition of u (Step 9) and 
substituting the defining equations for u1, u2 (Step 8 )  we obtain 

If the signature on the message was created by a legit- 

u = ahS-'yrs-' mod p mod q .  ( ) (4.16) 

Using the definition of s (Step 4) we can write 

s-l mod q = k ( h  + zr)-l mod q . (4.17) 

Substituting the right of Eq. (4.17) for s-l in Eq. (4.16) we obtain 

modp modq ) = (a l rb(h+zr) - 'a2rk(~+zr) - '  

) = (a(h+r"-l(h+Zr)k mod p mod q 

= (ak mod p )  mod q .  

Taking into account the definition of r (Step 3) we conclude that 21 = r 
which completes the proof. 0 



Digital Signatures 51 

Remark 
mended. Select a random integer g > 1 and compute 

To find an integer a satisfying (4.13) the following method is recom- 

a = g ( p - ' ) / q  mod p . (4.18) 

If a > 1 then it is what we need. Indeed, by (4.18) and Fermat's theorem 

a4 mod = g((P-')/4)Q mod = gP-l m o d p =  1 ,  

i.e. (4.13) holds. If after computation by (4.18) we obtain a = 1 (extremely 
improbable case) then we should try another value of g. 

Example 4.3 Choose common parameters 

select g = 10 and compute 

a = lo6 mod 67 = 25. 

Choose a private key x = 6 and compute the corresponding public key 

y = 25' mod 67 = 62. 

Generate a signature for the message rii = baaaab. 
h ( f i )  = 3. Select randomly an integer k = 8. Compute 

Let hash function 

T = (258 mod 67) mod 11 = 24 mod 11 = 2 ,  

Ic-l mod q = 8-1 mod 11 = 7 ,  
s = (7(3 + 6 . 2 )  mod 11 = 105 mod 11 = 6 .  

We obtain the signed message 

(baaaab; 2, 6). 

Now verify the signature. If the message is intact then h = 3. Compute 

~ - ~ m o d q = 6 - ~ r n o d 1 1 = 2 ,  
u l = 3 . 2 m o d 1 1 = 6 ,  
'ZLZ = 2 . 2  mod 11 = 4, 

w = (25' . 624 mod 67) mod 11 
= (62 .22  mod 67) mod 11 = 24 mod 11 = 2 .  

We see that v = T ,  hence, the signature is valid. 
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Let us now discuss the differences of the Russian standard with respect 
to the American. These are only the following. 

(1) The length of q is 256 bits. 
(2) As a hash function, Russian GOST R34.11-94 is used. 
(3) In signature generation at Step 4, the parameter s is computed by the 

(4) In signature verification at Step 8, u1 and u2 are computed by the 
formula s = (kh + XC.) mod q. 

formulas u1= s . h- mod q, 2 ~ 2  = --T. h-l mod q. 1 

Taking into account these differences one can easily rewrite the whole 
scheme in “Russian” style. The proof of correctness is quite similar. 

Problems and Exercises 

Assume in all tasks that h(m) = m for all m. 
Generate RSA signature on m given the following parameters: 4.1 

(a) P = 5, Q = 11, c = 27, m = 7; 
(b) P = 5, Q = 13, c = 29, m = 10; 
(c) P = 7, Q = 11, c = 43, m = 5; 
(d) P = 7, Q = 13, c = 29, m = 15; 
(e) P = 3, Q = 11, c = 7, m = 24. 

4.2 For the specified public keys of RSA user, verify the authenticity of 
signed messages 

(a) N = 55, d = 3: (7,28), (22,15), (16,36); 
(b) N = 65, d = 5: (6,42), (10,30), (6,41); 
(c) N = 77, d = 7: (13,41), (11,28), (5,26); 
(d) N = 91, d = 5: (15,71), (11,46), (16,74); 
(e) N = 33, d = 3: (10,14), (24,18), (17,8). 

4.3 The users of some network apply the ElGamal signature with com- 
mon parameters p = 23, g = 5. For the specified private key, find 
corresponding public key and generate a signature for message m. 

(a) z = 11, k = 3, m = h = 15; 

(c) z = 3, k = 13, m = h = 8; 
(d) z = 18, k = 7, m = h = 5; 
(e) z = 9, k = 19, m = h = 15. 

(b) 2 = 10, k = 15, m = h = 5; 
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4.4 For the specified public key (y) of the ElGamal system with common 
parameters p = 23, g = 5, verify the authenticity of signed messages 

(a) y=22 :  (15;20,3), (15;10,5), (15;19,3); 
(b) y = 9: (5; 19,17), (7; 17,8), (6; 17,8); 
(c) y = 10: (3; 17,12), (2; 17,12), (8; 2 1 , l l ) ;  
(d) y = 6: (5; 17, l), (5; 11,3), (5; 17,lO); 
(e) y = l l :  (15;7,1), (10;15,3), (15;7,16). 

4.5 A community of DSA users have the common parameters q = 11, 
p = 67, a = 25. Compute the public key (y) and generate a signature 
for message m given the following secret parameters: 

(a) 2 = 3, h = m = 10, k = 1; 
(b) x = 8 ,  h = m = l ,  k = 3 ;  
(c) z = 5 ,  h = m = 5 ,  k = 9 ;  
(d) x = 2 ,  h = m = 6 , k = 7 ;  
(e) 1 ~ = 9 , h = m = 7 ,  k = 5 .  

4.6 For the specified public keys of DSA users with common parameters 
q = 11, p = 67, a = 25, verify the authenticity of signed messages 

(a) y = 14: (10;4,5), (10;7,4), (10;3,8); 
(b) y = 2 4 :  (1;3,1), (1;9,1), (1;4,5); 
(c) y = 40: (7; 7,4), (7; 9, a),  (5; 9 , s ) ;  
(d) y = 22: (6; 9,5), (8; 8,3) ,  (7; 4,7); 
(e) y = 64: (10;7,8), (7;7,3), (8;7,5). 

Themes for Labs 

4.7 Work out programs for generation and verification of RSA signa- 
tures. The user parameters should be chosen on one’s own. To test 
the signature verification program, the signed message (500,46514) 
constructed under the public parameters N = 52891, d = 3 may be 
used (assume that h(m) = m). This message should be declared au- 
thentic. Any change in components of the signed message, with high 
probability, should make the signature invalid. 

4.8 Work out programs for generation and verification of ElGamal sig- 
natures. The recommended values of common parameters are p = 

31259, g = 2. The other parameters should be chosen on one’s 
own. To test the signature verification program, the signed mes- 
sage (500; 27665,26022) constructed under the public key y = 16196 
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may be used (assume that h(m) = m). This message should be de- 
clared authentic. Any change in components of the signed message, 
with high probability, should make the signature invalid. 

4.9 Work out programs for generation and verification of DSA signatures. 
The recommended values of common parameters are q = 787, p = 
31481, a = 1928. The other parameters should be chosen on one’s 
own. To test the signature verification program, the signed message 
(500; 655,441) constructed under the public key y = 12785 may be 
used (assume that h(m) = m). This message should be declared 
authentic. Any change in components of the signed message, with 
high probability, should make the signature invalid. 



Chapter 5 

Cryptographic Protocols 

The cryptographic methods considered in the previous chapters are often 
used as tools for solving many other important problems. Not long ago some 
of those problems seemed completely insoluble. For example, it seemed im- 
possible to securely commit commercial transactions between remote par- 
ticipants connected through open communications media, to make secure 
money transfers over public channels, to conduct elections without personal 
attendance and so on. Now all these problems can be solved by applying 
cryptographic techniques. The methods involved are usually described in 
a form of so-called cryptographic protocols. Several such protocols will be 
presented in this chapter. 

Notice that cryptographic algorithms not only offer new facilities to the 
user (e.g. she can use a home computer and does not need to go to the bank 
to make payments) but are able to provide a considerably higher level of 
security compared to traditional mechanisms. For example, a traditional 
paper bank note can be fabricated, and the acts of fabricating money occur 
quite frequently, but by contrast, a digital bank note created with the use 
of cryptographic methods is practically impossible to fabricate. 

Quite often important problems are formulated in a form of amusing 
game in order to make a solution “pure”, not overladen with technical 
details. One of such problems, itmental poker”, is considered in the next 
section. 

5.1 Mental Poker 

Consider a problem of playing a fair card game when the players are far 
from each other and can communicate only via some public channel, e.g. ex- 
change messages via electronic mail. We consider an extremely simplified 

55 
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version of the problem where there are only two players and three cards. 
Nevertheless, all basic ideas will be demonstrated with obvious generalisa- 
tions to other cases. 

The problem is stated as follows. There are two players, Alice and Bob, 
and three cards, a,  ,f3, y. It is required to deal cards so that each player 
gets one card and one card remains in the deck. Moreover, at the end of 
the game the following conditions must be fulfilled: 

(1) each player gets any of three cards with equal probabilities; 
(2) each player knows only his/her card but not the card of the opponent 

(3) in case of contention, a third party is able to judge who has cheated; 
(4) anyone who overhears transmitted messages is unable to determine 

and/or the deck; 

which cards are dealt to. 

Let's describe the protocol that allows to arrange such distribution of 
cards. A preliminary stage is needed for selecting the parameters of proto- 
col. The participants publicly choose a large prime p .  Then Alice randomly 
selects a number C A  coprime to p - 1 and finds with the extended Gaussian 
algorithm the number d A  such that 

Independently and similarly, Bob finds a pair C B ,  dg such that 

c ~ d ~  mod ( p  - 1) = 1. (5 .2 )  

These numbers are kept secret by each player. Then Alice randomly 
selects three different numbers 8, p ,  9 in the interval from 1 to p - 1, sends 
them to Bob in clear and tells that & corresponds to a, j? to p, to y 
(e.g. 3756 denotes the ace). 

After that we go to the second stage - the distribution of cards which 
is described by the following steps. 

Step 1 Alice computes the numbers 

and sends u1, 212, u 3  to Bob having shuffled them beforehand. 
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Step 2 Bob receives the three numbers, selects randomly one of them, say, 
up1 and sends it back to Alice. It will be the card dealt to her in the 
game. Upon the receipt of up1 Alice can compute 

i i=udA 2 m o d p = p d A  m o d p = p l  (5.3) 

i.e. she learns that her hand is ,6 (she could learn this without com- 
putation since she knows the correspondence between all ui and the 
cards). 

Step 3 Bob continues. He computes for the two numbers left 

v1 = uEB mod p 

213 = uzB mod p .  
(5.4) 

(5.5) 

With probability 1/2 he rearranges v1 and 213 and sends them to Alice. 
Step 4 Alice selects randomly one of the numbers received, say, v1, com- 

putes the number 

w1 = vfA modp (5.6) 

z = w p  mod p (5.7) 

and sends w1 to Bob. Bob computes 

and learns his card (his hand is &). Indeed, 

= wp - dads  = uCedBda = &CACBdAdB = & mod p .  
- v1 1 

The card corresponding to 212 remains in the deck. 

Proposition 5.1 
distribution of cards. 

Proof. We give only the idea of proof. Alice shuffles the numbers u1, up, 
u3 prior to sending them to Bob. Then Bob selects one of these numbers 
without any knowledge of what corresponds to what. If he selects a number 
randomly, Alice gets any card with probability 1/3. Similarly, if Alice 
selects one of the two remaining cards randomly (with equal probabilities) 
then Bob gets the card which can be any card with probability 1/3. It is 
plain that under these conditions, the card in the deck can also be any card 
with probability 1/3. 

It is interesting to note that if any of the players will violate the protocol 
specifications, it may be used against that player. Therefore each player is 

The described protocol satisfies all requirements to fair 
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concerned with exact observance of rules. Let’s check it assuming that the 
game repeats many times. 

Suppose that Alice does not shuffle the numbers ul, u2, ug, but always 
sends them in one order or follows some other simple rule. If the distribution 
of cards is carried out several times, Bob can benefit from Alice’s behaviour 
(e.g. he will always send back to Alice the first number and will know what 
card she is dealt). So it is advantageous to Alice to shuffle the cards. 
Similarly, it can be easily checked that it is better for Bob to shuffle and 
select cards randomly (with equal probabilities). 

Check the second requirement to a fair card game. When Bob selects 
ui to be Alice’s card (Step 2 )  he does not know the secret C A ,  so he cannot 
determine to which card ui corresponds and computation of CA given ui 
is equivalent to solving the discrete logarithm problem which is impossible 
when p is large. As a matter of fact, when Alice selects a card for Bob, and 
Bob for Alice, neither of them can determine the value of the card because 
it is encrypted with either C A  or CB. 

Notice also that neither Alice nor Bob can determine the card remaining 
in the deck because the corresponding number has the form acAcB (see (5.4) 
and ( 5 . 5 ) ) .  Alice does not know d s  and Bob does not know d A  to decrypt 
this. 

Check the third requirement. In case of contention between Alice and 
Bob, they reveal their cards together with the record of all computations 
to the judge who is able to repeat all computations and bring in a verdict. 

Finally, check the fourth requirement. Eve, who overhears all commu- 
nication between Alice and Bob, has the numbers u1, u2, u3, 711, 712, 713, 

and w1. Each of these numbers can be represented as a” mod p where x 
is unknown to Eve. But to find x one have to solve the discrete logarithm 
problem which is practically impossible. So Eve cannot learn anything. 0 

Example 5.1 Assume that Alice and Bob wish to honestly deal the three 
cards: the three (a) ,  the seven (p),  and the ace (7). (More exactly, it is 
usually assumed in cryptography that neither of them wants to be cheated 
and “greater” honesty is not required.) Let the following parameters be 
chosen at the preliminary stage: 

p = 2 3 ,  & = 2 ,  p = 3 ,  + = 5 .  

Let Alice choose C A  = 7 and Bob choose CB = 9. Then they find using the 
extended Euclidean algorithm dA = 19 and dB  = 5.  
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(Step 1) Alice computes 
7 u1 = 2 mod 23 = 13, 

u2 = 37 mod 23 = 2 ,  
u3 = 5 mod 23 = 17.  7 

Then she shuffles ul, 212, u3 and sends them to Bob. 
(Step 2) Bob selects one of the numbers received. Let it be 17. He sends 

the number 17 to Alice. She knows that 17 corresponds to y and so her 
hand is the ace. 

(Step 3) Bob computes 

v1 = 13’mod 23 = 3 ,  
212 = 2  9 m o d 2 3 = 6  

and sends these numbers to Alice, perhaps, having swapped them. 

be 3, and computes the number 
(Step 4) Alice receives the numbers 3 and 6,  selects one of them, let it 

201 = 3” mod 23 = 6 ,  

She sends this number to Bob, who computes 

z = 6‘ mod 23 = 2 

and learns his card a, i.e. his hand is the three. The seven remains in 
the deck but neither Alice nor Bob know that. As for Eve who has inter- 
cepted all messages, she cannot learn the cards without having computed 
the inverse functions of the messages which is impossible when p is large. 

5.2 Zero Knowledge Proofs 

Consider the following problem which arises in some cryptographic applica- 
tions. The participants are again Alice and Bob. Alice knows the solution 
of some complex problem and wishes to convince Bob thereupon but in 
such a way that he would not learn the solution. In other words, Bob must 
become sure that Alice knows the solution but must know nothing about 
that solution. At first glance the very problem statement seems absurd and 
the possibility of its being settled fantastic ! In order to realise the situation 
better, consider a scenario from the life of pirates. Let Alice knows the map 
of an island where there is buried treasure. And let Bob be the captain of 
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the ship which can get her to the island. Alice wishes to prove to  Bob that 
she really possesses the map without showing it (or else Bob could manage 
without her and obtain all the treasure himself). 

Similar problem is in demand for computer networks in the cases when 
Bob (server or domain controller) should decide on Alice’s admission to  the 
information stored in the network but Alice does not wish that anybody 
who overhears the communications channels, including Bob himself, learn 
something about her password. That is, Bob gets zero knowledge about her 
password (map) but is sure that Alice possesses that password (or map). 

So our goal is to construct a “zero-knowledge proof” protocol. At that 
we assume that participants can play an unfair game and try to cheat one 
another. 

As a complex problem whose solution is known to Alice, we first con- 
sider the graph colouring problem with three colours. We describe a 
quite simple in a sense of ideas protocol for that problem. Then we 
consider the problem of finding Hamiltonian cycle in a graph with more 
complicated in a sense of ideas but more computationally efficient proof 
protocol. Note that both problems, the graph colouring and finding 
Hamiltonian cycle, are NP-complete. We do not give a formal defini- 
tion of NP-completeness which can be found, e.g. in [Aho et a2. (1976); 
Papadimitriou (1994)l. For the reader who is not familiar with this defi- 
nition, note only that, informally, NP-completeness means the exponential 
growth of problem solving time as the problem size (the amount of initial 
data) increases. 

5.2.1 Graph Colouring Problem 

In the problem of graph colouring, a graph is considered with the set of 
vertices V and set of edges E (denote the number of elements in these sets 
by JVI and IEI). Alice knows the right colouring of the graph with three 
colours, red (R), blue (B), and yellow (Y). The right colouring is the one 
where any two adjacent vertices, i.e. connected by an edge, are coloured 
with different colours. Consider an example (Fig. 5.1). 

For finding a correct colouring with three colours, only exponential al- 
gorithms are known, i.e. those whose computation time grows exponentially 
as the number of vertices and edges in a graph increases. Therefore, in case 
of large IVI and JEl this problem is intractable. 

So, Alice knows a right colouring in a graph with large IVI and IEl. 
She wishes to prove that to Bob in such a way that he would not learn the 
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Y R 

a b 

Fig. 5.1 Colouring: a - right colouring, b - wrong colouring 

colouring. 

procedure. 
The protocol of proof consists of a number of realisations of the following 

Step 1 Alice chooses a random permutation II of three letters R, B, Y and 
changes the colouring of graph according to that permutation. Obvi- 
ously, the colouring remains correct. For example, if II = (Y,R,B) 
then the colouring on the left (Fig. 5.1) turn into the colouring shown 
in Fig. 5.2. 

B 

Fig. 5.2 Another variant of colouring 

Step 2 For every vertex u from set V ,  Alice generates a large random 
integer T and replaces its two least significant bits by the colour code: 
00 for red, 01 for blue, 10 for yellow. 
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Step 3 For every vertex u, Alice generates the data used in RSA, namely, 

Step 4 Alice computes 
Pv, Qv,  Nv = PvQv, cv, and dv. 

Z, = r,". mod N, 

and sends Bob the values N,, d,, and Z,, for each vertex. 
Step 5 Bob selects randomly one edge from set E and tells Alice what 

edge he has selected. Alice responds with the numbers c,, and cvZ 
corresponding to the vertices of this edge. After that Bob computes 

Z,, = Z;,l mod N,, = r,, , i,, = 2:;' mod N,, = rvz 

and checks two least significant bits in these numbers. Under the right 
colouring, the least significant bits in Z,, and Zv2 must be different. If 
it is not the case, Alice is declared cheating and the protocol stops. Oth- 
erwise, the described procedure repeats once again. The total number 
of repetitions is alEl where a > 0 is a protocol parameter. 

Proposition 5.2 If Alice does not  know the right colouring of the graph 
then the probability of deceiving Bob does not  exceed e-a where e M 2.718 
as the Euler number (the base of natural logarithm). 
Remark If one takes a large a then the probability of deception can be made 
as small as desired. For instance, with a = 5 this probability is less than 0.01. 

Proof. Assume that Alice does not know the right colouring, i.e. her 
colouring is not correct. In this case, at least for one edge the vertices 
are equally coloured. If Alice obeys the protocol then the probability of 
selecting that edge by Bob is not less than 1/IEl (in this case Alice is 
denounced). Hence, the probability that Alice can deceive at one realisation 
of the protocol procedure does not exceed 1 - 1/IEl and, consequently, 
the probability that Alice can deceive at alEl realisations does not exceed 
(1 - l/IEI)"lEl. Using a well-known inequality 1 - 2 5 e-" we obtain 

Check the properties zero-knowledge proof must have. 
(1) We see that the probability of Alice's deception can be made as 

small as desired by selecting large a. 
(2) Let us explain why Bob does not receive any information about 

colouring. Because the colours are permuted randomly in each realisation 
(see Step 1) he cannot learn the right colouring examining all edges one 



Cryptographic P T O t O C O l S  63 

after another. All he learns is that two adjacent vertices are differently 
coloured but it gives no information about colouring. Besides, he cannot 
find the codes of colours given the set of N, and d, since r,  is random 
(Step 2). He also cannot decrypt 2, since he does not know c, (these are 
not sent for all vertices) and cannot compute cw without P, and Q,. 

(3) Consider one more chance to deceive that Alice seems to have. It 
seems that Alice can substitute cUl and c,,~ with other values at Step 5. 
But it is impossible since c, satisfying the equation 

is unique and Bob knows d,. 
So, all requirements are fulfilled: 

(1) Alice proves to Bob that she knows the problem solution and the prob- 

(2) Bob obtains no information about the colouring. 
ability of deception does not exceed e-a;  

Consider the last chance of deception for all participants. What will 
ensue should they disobey the described protocol by making their choices 
not randomly? 

Let, for instance, Bob ask edges not randomly but by some simple rule 
(e.g. in their order). In this case Alice, not actually knowing the colouring, 
can deceive him by preparing “right” colours only for the edges he will 
ask. Therefore Bob is interested in making random selections without any 
regularity. 

The security of other protocol actions is determined by security of RSA 
and under large P, and Q, the system is quite reliable. 

5.2.2 Hamiltonian Cycle Problem 

The problem considered in this subsection not only gives us an opportunity 
to describe one more scheme of constructing zero-knowledge proofs but also 
plays an important theoretical role. Manuel Blum showed that, speaking 
informally, any mathematical statement can be represented as a graph, the 
proof of the statement being in correspondence with the Hamiltonian cycle 
of the graph (see [Goldreich et al. (1987); Schneier (1996)l). Therefore 
the existence of zero-knowledge proof for Hamiltonian cycle implies that 
the proof of any mathematical statement can be presented in the form of 
zero-knowledge proof. 
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Definition 5.1 
path that passes through all vertices, each vertex visited exactly once. 

Example 5.2 Consider the graph shown in Fig. 5.3. 

Hamiltonian cycle in a graph is a continuous circular 

Fig. 5.3 Graph with Hamiltonian cycle (8, 2, 4, 6 ,  3, 5 ,  7, 1) 

The path that sequentially passes through vertices 8, 2, 4, 6, 3, 5, 7, 
1, is a Hamiltonian cycle. Actually, this path contains all vertices of the 
graph and each vertex is visited only once. 

It is plain that if a Hamiltonian cycle exists in a graph G with n vertices 
then, under a certain numbering of vertices, it will pass exactly through ver- 
tices with sequential numbers 1,2,3 ,  . . . , n. So by examining all possible 
enumerations of vertices we shall necessarily find a Hamiltonian cycle. But 
the number of enumerations equals n! and therefore, already under moder- 
ately large n, say, n = 100, this approach becomes infeasible in practice. It 
is proved that the problem of finding a Hamiltonian cycle in a graph is NP- 
complete (we have already mentioned this). Informally, NP-completeness 
of the considered problem means that, for solving it, no algorithms exist 
(more exactly, no algorithms are known) which are essentially faster than 
the exhaustive search method mentioned above. 

Our task is to construct a protocol that shall be used by Alice to prove to 
Bob that she knows a Hamiltonian cycle in a certain graph G in such a way 
that Bob will not get any knowledge of this cycle. The first construction of 
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the protocol was suggested in [Blum (1986)l. Recall once more that “zero 
knowledge” means that, independently of the number of realisations of the 
protocol, Bob will have the same knowledge about Hamiltonian cycle as he 
might have if he had just studied the graph G. 

So, assume that Alice knows a Hamiltonian cycle in graph G. She can 
prove this to Bob (and anybody else who has the graph) with the help of 
a protocol described below. She may use this proof, e.g. for her personal 
identification. But before giving the protocol description, let us agree on 
some notation. 

We shall denote graphs by letters G, H ,  F ,  implying simultaneously 
corresponding adjacency matrices. The matrix element Hi,j = 1 if there is 
an edge in graph H which connects the vertices i and j ;  Hi,j = 0 otherwise. 
The symbol 11 will denote concatenation of two numbers, more exactly, of 
two corresponding binary words. For example, 1001O))l = 100101. We 
need a public-key cipher. Generally speaking, it may be any cipher, but for 
concreteness we shall use RSA (Sec. 2.6). Assume that Alice has generated 
the RSA system with public parameters N and d. It  is essential that the 
messages encrypted with that system can only be decrypted by Alice and 
no one else (since only Alice knows the corresponding private key). 

Proceed now to the description of the protocol. Each protocol realisation 
comprises the following four steps (explanations will be given below). 

Step 1 Alice constructs a graph H which is the copy of G with a new 
(random) numbering of vertices. In terms of graph theory, H is said 
to be isomorphic to G. Alternatively, H is obtained by some per- 
mutation of vertices in G (preserving connections between vertices). 
Alice encodes matrix H by ascribing to initial zeroes and ones random 
numbers ~ i , j  according to the scheme H i , j  = ri,j 1 )  Hi,j. Then she en- 
crypts the elements of matrix I? and obtains the encrypted matrix F ,  
Fi,j = H$ mod N .  Alice sends matrix F to Bob. 

Step 2 Upon the receipt of encrypted matrix F ,  Bob asks Alice one of two 
questions: 

(1) What is the Hamiltonian cycle in graph H? 
(2) Whether graph H is isomorphic to G? 

Step 3 Alice answers the corresponding question of Bob: 

(1) In response to the first question, she decrypts in F the edges that 

(2) In response to the second question, she decrypts F completely (in 
constitute the Hamiltonian cycle. 
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fact, she sends Bob the graph fi) and reveals the permutations 
used to produce graph H from G. 

Step 4 Having received the reply, Bob checks the correctness of decrypt- 
ing by repeated encrypting and comparing to F and makes certain 
that either the edges decrypted constitute a Hamiltonian cycle, or the 
permutations revealed convert graph G to graph H .  

The described process repeats t times. 
We discuss briefly several issues on the protocol construction in the form 

of questions and answers. 
(1) Why does Alice construct an isomorphic graph? If she had not 

done that, Bob, upon the reply to his Question 1, would have learned the 
Hamiltonian cycle in graph G. 

(2) Why does Alice encode the matrix H? We have already met with 
this trick when encrypting colours of vertices. The matter is that it is 
impossible to encrypt individual zeroes and ones (with RSA cipher they 
are not changed at all). Even if we replace 0 and 1 by some numbers a 
and b then we will obtain as few as two different ciphertexts and it will 
be straight to determine their correspondence to a and b, i.e. the graph’s 
structure will not be concealed. Here we face a typical situation where a 
so-called randomised cipher is necessary. And this cipher is constructed by 
introducing random numbers into the matrix H prior to encrypting. The 
encoded matrix H completely describes the graph (odd numbers denote the 
presence of edge, even numbers the absence of it) but after encryption the 
graph’s structure becomes completely concealed. 

(3) Why does Bob ask two questions? If he had asked only Question 1 
which is, in a sense, the main then Alice, not actually knowing a Hamilto- 
nian cycle in graph G, would have been able to present another graph with 
the same number of vertices and artificially enclosed Hamiltonian cycle. 
Therefore Bob sometimes asks Alice to prove the isomorphism of H and G. 
The point is that Alice does not know in advance what question she will be 
asked. 

(4) Why cannot Bob ask the two questions at  once? In this case he 
would have learned the Hamiltonian cycle in G, since he had obtained a 
Hamiltonian cycle in H and the way of converting H into G. 

(5) Why does Bob check the correctness of decrypting? If he had not 
done that then Alice at Step 4 would have sent some “favourable” informa- 
tion not connected with that sent at Step 2. 
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The main details of the protocol are more strictly justified in the proofs 
of the following two propositions. 

Proposition 5.3 
tions does not exceed 2 - t .  

The probability of deception under t protocol realzsa- 

Proof. First we show that the probability of deception in one realisation 
of the protocol equals 1/2. Notice that if Alice knows the Hamiltonian cycle 
in graph G, she can answer right to any question of Bob. On the contrary, 
if she does not know the Hamiltonian cycle then the most she can do is to 
prepare an answer to either the first or the second question. In expectation 
of Question 1 she creates a new graph with artificially enclosed Hamiltonian 
cycle. But in this case she will not be able to prove its isomorphism to graph 
G. In expectation of Question 2 she creates a graph isomorphic to G. But 
in this case she will not be able to show a Hamiltonian cycle therein. So 
the probability of deception equals the probability of guessing the question 
number. Assuming that Bob puts both questions with equal probabilities 
we obtain that the probability of deception equals 1/2. 

Since Bob stops the game upon a first incorrect answer, the probability 
of deception under t realisations of the protocol does not exceed (1/2)t. 0 

Proposition 5.4 
proof. 

The described protocol implements a zero-knowledge 

Proof. In order to prove that Bob does not get any knowledge in reali- 
sation of the protocol it suffices to show that all he receives from Alice he 
would obtain himself without entering into any communication with Alice. 

Let’s begin with the second question of Bob. As a reply to this question 
he receives a graph isomorphic to G. But he could himself construct as 
many isomorphic graphs as he wished and what he obtains from Alice is 
one of such graphs. 

The case of the first Bob’s question is not that simple. As a reply to 
his first question he obtains a Hamiltonian cycle in a graph isomorphic to 
graph G. At first glance it may seem that this provides Bob with some 
information. But it is not so. Notice that if G possesses a Hamiltonian 
cycle then under some numbering of vertices, there exist an isomorphic 
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graph defined by the adjacency matrix of the form 

* 1 * . . .  * * *  
* * I . * *  * * *  

* * * . . . *  1 *  ’ 
* * * . . .  * * 1  1 1 * * . . .  . . .  * * *  1 

where * denotes the uncertainty in the presence or absence of edge. Under 
such a numbering the Hamiltonian cycle passes through the vertices in the 
order of increasing numbers. By changing the numbering of vertices Bob 
can construct from (5.8) various isomorphic matrices. When Alice replying 
to the first question of Bob reveals the Hamiltonian cycle, Bob obtains just 
one of these matrices. 

So, Bob does not obtain any additional information from Alice which 
he could not obtain himself. 0 

Consider an example to illustrate all steps and operations of the de- 
scribed protocol. 

Example 5.3 
cency matrix is 

Take as a basis the graph G shown in Fig. 5.3. Its adja- 

G =  

‘ 1 2 3 4 5 6 7 8  

1 0  0 1 0  0 1 1 m  
2 0  0 l p J 0  0 0 1 

_. 

3 1  1 0  OM1 1 0  
4 0  1 0  0 O p J O  0 
5 0  0 1 0  0 o m 1  - 

The box 0 is used to show the Hamiltonian cycle. Let’s use the RSA 
system with public parameters N = 55, d = 3 for encryption. 
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At Step 1 of the protocol, Alice chooses a random numbering of vertices, 
say, 7, 4, 5, 3, 1, 2, 8, 6, and constructs ail isomorphic graph 

H =  

Next, she must encodc 

7 4 5 3 1 2 8 6  

7 0  0 1 l l l _ l O  0 0 
4 0  0 0 0 0 1 om - 

1 0 0 1 0  
0 1 1 0 1  

1 0 0 1 0  
1 0  o m 1  

Y by ascribing to zeroes and ones some random 
numbers. In this particular example let her simply ascribe to the left of 
each element a randomly chosen digit from the set {1,2,3,4,5}: 

- 
H =  

50 20 11 31 21 40 20 10’ 
40 30 50 20 10 41 50 21 
41 30 50 11 30 20 51 40 
1110413051413021  
31 20 40 11 50 10 41 31 
50 41 20 21 40 10 21 50 
40 30 31 50 41 21 30 40 
20 41 10 51 41 20 30 40, 

Now she encrypts the matrix H by cubing each element modulo 55: 

F =  

‘40 25 11 36 21 35 25 10’ 
35 50 40 25 10 06 40 21 
06 50 40 11 50 25 46 35 
11 10 06 50 46 06 50 21 
36 25 35 11 40 10 06 36 
40 06 25 21 35 10 21 40 
35 50 36 40 06 21 50 35 
25 06 10 46 06 25 50 35, 

(It may seem at attentive examination of matrix F that the cipher used 
poorly hides the initial matrix H .  It is explained by small value of the 
modulus N = 55 and, as a consequence, a great number of elements in H 
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that are not coprime to the modulus. For any 5-ea1” RSA system where N 
is large this situation is practically impossible.) 

At Step 2, Bob receives the matrix F and asks one of the two questions. 
If he asks to prove the isomorphism of the graphs, Alice simply sends him 
the encoded matrix H and the numbering used 7,4, 5, 3, 1, 2, 8, 6 (Step 3). 
At Step 4, Bob checks the correspondence of H to  F ,  i.e. the equalities 
503 mod 55 = 40, 203 mod 55 = 25 and so on. Next, Bob obtains from 
H the graph H (by discarding the high-order digits). Then he permutes 
the vertices of G with respect to the received numbering, as Alice did, and 
makes sure that H and G are the same graph (up to the numbering of 
vertices). 

If at Step 2 Bob asks to show the Hamiltonian cycle, Alice sends him 
the corresponding list of (encoded) edges of graph H :  (1, 5 ,  21), (5, 7, 41), 
(7, 6, 21), . . . , (3, 1, 41). Each element contains the vertex numbers and 
the code of edge (Step 3). At Step 4, Bob checks the correspondence of 
the edges in the list to matrix F ,  for instance, 213 mod 55 = 21 = F I , ~ ,  
413 mod 55 = 06 = Fs,, and so on. Then he makes sure that the path 
specified by the list passes through all vertices, each vertex being visited 
only once. 

5.3 Digital Cash 

Nowadays in many countries people pay for purchases by electronic cards, 
order plane tickets over the Internet, buy various goods in Internet shops 
etc. The information about purchases is accumulated in the shops and 
banks. As a consequence, a new problem has arisen which is sometimes 
called a “Big Brother problem”. 

The essence of this problem is that anonymity of purchase is lost, i.e. the 
information about purchases of any person may be known to a third party 
and used against the person. For instance, the information about purchas- 
ing train or plane tickets may be of interest to criminals, the information 
about purchases of alcoholic drinks by a politician can be used against him 
by his opponents etc. 

Therefore the idea emerged to work out such schemes of electronic pay- 
ments that would preserve the anonymity of purchaser to the same extent 
as payments by cash. The corresponding protocols have got the name of 
“Digital cash” which emphasises their main property - to ensure the same 
degree of anonymity as ordinary cash. The scheme described below was 
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suggested by David Chaum[Chaum (1983); Chaum (1985)], see also [Gold- 
wasser and Bellare (2001)]. 

For ease of understanding, we first consider two “bad” schemes and then 
a “good” one. 

We begin with a more precise setting of the problem. There are three 
participants: the Bank, the User (customer), and the Vendor (shop). Both 
User and Vendor have corresponding accounts in the Bank, and the User 
wants to buy something from the Vendor. The purchase is done by means 
of the following three-step process: 

(1) the User withdraws a sum, in a form of bank note, from her bank 

(2) the User pays the Vendor with the note; 
(3) the Vendor gives the note to the Bank to credit his account and the 

account; 

User takes her purchase. 

We assume that all communications between the participants are carried 
out over a secured channel which may be created by using the public-key 
cryptographic methods such as those considered in Chap. 2. 

Our goal is to construct an electronic payment scheme that 

0 makes forgery or fabricating bank notes impossible; 
0 preserves customer’s anonymity. 

We shall user RSA as an underlying cryptographic tool. Let the Bank 
have the following RSA parameters: secret numbers P,  Q ,  c and public 

N = P Q ,  
d = c-’ mod ( P  - l ) ( Q  - 1 ) .  (5.9) 

We shall first consider the case when a bank note of only one denomination, 
say, 2100 may be used. 

Now let’s describe the first “bad” scheme. Suppose the User decided to 
spend 2100. Then she must create together with the Bank a digital bank 
note. To do that the User sends to the Bank a number n which will be 
the serial number of bank note (it is usually required that n be a random 
number in the interval [2, N - 11). 

The Bank computes 

s = nc mod N (5.10) 

and makes a note (n, s). The Bank debits the User account with El00 and 
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sends the note back to the User. The parameter s in the note is the Bank’s 
signature. Nobody can forge the signature since the number c is secret. 

The User pays (perhaps by sending over the network) the note (n, s) 
to the Vendor in order to buy some goods. The Vendor relays the note to 
the Bank. First of all, the Bank verifies the signature (it could be done by 
the Vendor, as well). But, besides, the Bank stores all serial numbers of 
the notes accepted earlier and now searches for n in that list. If n is found 
in the list then the payment is rejected (somebody tries to double-spend 
the note) of which the Bank informs the Vendor. Otherwise, if all tests are 
successful, the Bank credits 2100 to the Vendor account and the Vendor 
gives the goods to the User. 

The drawback of the described scheme is the absence of anonymity. The 
Bank could have memorised the association between the serial number n 
and the User and therefore is able to learn who and where has spent the 
bank note. 

Consider the second “bad” scheme which, however, provides anonymity. 
It is based on the so-called blind signature. 

Again the User wants to buy some goods. Now she generates a serial 
number n which will not be sent to the Bank. She generates another random 
number T ,  coprime to N ,  and computes 

ii = ( n  . r d )  mod N (5.11) 

(recall that the pair N ,  d is the Bank’s public key). The number ii is sent 
to the Bank. 

The Bank computes 

B = iic mod N (5.12) 

and sends the number d back to the User (with debiting the User account 
with 2100). 

The User computes T - ~  mod N and 

s = (2 - r-’) mod N , (5.13) 

Notice that, taking into account the equations (5.12), (5.11), and (5.9), 
we have 

s = f i c .  r-l = (n  . r d ) c .  T - ~  = ncrdc.  T-l = ~ ‘ T ’ T - ’  = nc mod N ,  

i.e. we obtain the Bank’s signature to the number n (see (5.10)) but n is 
unknown to the Bank (and whatever else). Computation (5.12) is called 
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blind signature since the signer cannot see the real message (n)  and cannot 
ever “extract” it from h since r is an unknown random number. 

As a result, the User has the number n, which has never been trans- 
mitted over communications channels and is unknown to  anybody, and the 
Bank’s signature s which is equal to the one computed by (5.10). The User 
makes a bank note (n, s) and acts the same way as before. But now the 
note is really anonymous like an ordinary paper note. 

The actions of the Vendor and Bank upon the receipt of the note do 
not differ from those described in the first scheme. 

But why we called the present scheme bad? It has the following flaw: 
one can fabricate a new bank note given at least two genuine notes. Let a 
counterfeiter have two genuine notes (nl,  s1) and (722, $ 2 ) .  Then he can 
easily make a fake note (n3, sg) by computing 

n3 = n1n2 mod N ,  
sg = s1s2 mod N .  

Actually, 

ns = (nln2)‘ = nEn; = slsz = sg mod N ,  (5.14) 

i.e. sg is a valid signature on n3 and the Bank has no reason to reject this 
fake note (it cannot be differentiated from the genuine). Equation (5.14) 
represents a so-called multiplicative property of RSA. 

Describe, at last, a “good” scheme free of all drawbacks of the former 
two. The first variant uses some one-way function 

f :  (1 ,..., N }  -+ (1 , . . . ,  N } ,  

(f can be computed easily but the inverse function f-’ is practically un- 
computable). Function f is publicly known (i.e. known to  the User, Vendor, 
and Bank). 

A bank note is now defined as a pair of numbers (n, sf) where 

sf = ( f (n ) )“  mod N ,  

i.e. not n is signed but f ( n ) .  
The User generates n (keeping it secret), computes f ( n ) ,  obtains the 

blind signature of the Bank on f ( n )  and makes a note (n,  sf). This note 
possesses all the good properties as in the second scheme and, at the same 
time, cannot be fabricated since it is impossible to compute f-l. For signa- 
ture verification (i.e. for authentication of the note) one needs to  compute 
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f ( n )  and check that 

sdf mod N = f(n) . 

Note that the one-way function must be judiciously chosen. For in- 
stance, the function f (n)  = n2 mod N which is indeed one-way does not fit 
for the protocol in question. The reader may verify that the notes created 
with this function will still possess the multiplicative property (5.14). In 
practice, cryptographic hash functions (described in Sec. 8.5) are usually 
employed. 

All other actions of the Vendor and Bank remain the same as in the 
schemes described earlier. 

The second, simpler way to overcome the multiplicative property of 
RSA, is to introduce some redundancy into the message. Suppose the length 
of the modulus N is 1024 bits. So can be the length of n. Put a (randomly 
selected) serial number of a note only into the 512 low-order bits of n, and 
allocate the 512 high-order bits of n for some fixed number. This fixed 
number may contain some useful information, such as the denomination of 
a note, the name of a bank, etc. (512 bits are enough to represent a string 
of 64 ASCII symbols). Now the Bank upon the receipt of the note will 
require a mandatory fixed heading in parameter n and reject the note in 
case of absence thereof. The probability of the event that after multiplying 
two numbers modulo N the product will coincide with the factors in 512 
bits is negligibly small. Therefore it is impossible to fabricate a note by 
using the formula (5.14). 

Example 5.4 Let the private parameters of the Bank be P = 17, Q = 7, 
c = 77. The corresponding public parameters are N = 119, d = 5. 

To preclude fabricating notes the admissible serial numbers will be those 
consisted of two identical decimal digits, e.g. 11, 77, 99. 

When the User wants to obtain a note she first randomly selects its 
serial number (from the set of admissible numbers). Suppose the User has 
selected n = 33. Then she selects a random number T coprime to 119. Let 
T = 67, gcd(67,119) = 1. Then the User computes 

ii = (33. 675) mod 119 = (33.16) mod 119 = 52. 

It  is the number 52 that she sends to the Bank. 

number 
The Bank debits the User account with El00 and sends her back the 

S = 5277 mod 119 = 103. 
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The User computes = 67-1 mod 119 = 16, s = 103.16 mod 119 = 
101 and makes a note 

(n, s) = (33,101) 

She pays this note to the Vendor to obtain some goods. 
The Vendor forwards the note to the Bank. The Bank verifies: 

(1) the serial number (n  = 33) consists of two identical digits (i.e. contains 

(2) a note with this serial number has not been spent before; 
(3) the Bank’s signature is valid, i.e. 335 mod 119 = 101. 

the required redundancy); 

All tests being successful, the Bank credits El00 to the Vendor account. 
The Vendor serves goods to the User. 

At the conclusion we discuss two more issues regarding the digital cash 
protocol considered. 

In the presented scheme, independently acting users or even one user 
who does not remember the numbers of notes produced earlier, can by 
chance generate two or more notes with equal numbers. Under the condi- 
tions of the protocol, only one of these notes (which is submitted first) will 
be accepted by the Bank. But let’s take into account the lengths of num- 
bers used in the protocol. If the serial number of note is a 512-bit integer 
and the users generate it randomly then the probability to ever obtain any 
equal numbers is negligible. 

The second issue is that in the scheme presented, the notes of only one 
denomination are used which is, of course, inconvenient for the users. This 
can be surmounted as follows. The Bank acquires several pairs (ci, di) 
subject to (5.9) and declares that, say, dl  corresponds to 21000, dz to 
2500, and so on. When the User requests the Bank for a blind signature she 
additionally specifies the desired denomination of note. The Bank debits 
the User account with the specified amount and uses the corresponding 
secret number ci to generate the signature. When afterwards the Bank 
receives a signed note it uses one after another the numbers d l ,  d2, etc. for 
signature verification. If the signature occurs valid for some di  then the 
note of ith denomination is accepted. In the variant where the parameter 
n of the note contains a fixed heading with indication of denomination, the 
Bank directly applies the relevant key di .  
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5.4 Mutua l  Identification wi th  Key Establishment 

In the present section, we consider a cryptographically secure protocol that 
allows two users A and B to mutually identify each other (i.e. A makes sure 
that she deals with B,  and B makes sure that he deals with A )  and to create 
a common secret key that may be used for further encryption of transmitted 
messages. In real life A and B may be a user and a computer system, or 
two computer systems, it does not matter for the protocol described below. 

In the course of our study we consider more and more subtle types 
of attacks and means of protection against them. Thus we have consid- 
ered earlier (see Secs. 2.1 and 2.2) the approaches to solve the problem of 
identification and key establishment. But we implicitly assumed then that 
the adversary can only overhear the information transmitted over open 
channels. However, in contemporary communications networks, e.g. in the 
Internet, the user data is transmitted through a number of intermediate 
nodes (such as routers, gates, mail servers, etc.) that are not controlled by 
the user. As a result, an adversary settled down on one of such nodes is able 
not only to overhear the information, i.e. play just a passive role, but also 
to perform some active operations, e.g. alter, install, or delete messages. 

Look into a typical attack on Diffie-Hellman system in a network with 
active adversary. Alice chooses her secret number X A  and sends Bob g X A .  

Bob chooses his secret number X B  and sends Alice g x B  . But Eve intercepts 
these numbers and sends Alice and Bob g X E  instead, where X E  is her 
number. All these numbers look like completely random, so neither Alice 
nor Bob suspect anything. Alice ends up with the key KA = g X E X A ,  and 
Bob with KB = g X E X B .  Both these keys can also be computed by Eve. 
Now when Alice sends Bob a message enciphered with KA,  Eve deciphers it, 
re-enciphers with KB and sends Bob. She does similarly in case of reverse 
transmission. Alice and Bob believe that they communicate securely but 
actually Eve reads all their messages. 

Such an attack becomes impossible if Alice and Bob do not transmit 
their public keys (in the Diffie-Hellman system these are YA = g X A  and 
YB = gxB) but take them out of a table or directory obtained earlier from 
a “reliable” source (as it was assumed in Sec. 2.2). 

As a matter of fact, the majority of public key systems require some or- 
ganisational structure providing for public key certification. Such a struc- 
ture may look like the following. There is a “trusted” user Trent in the 
network to which Alice and Bob belong. Trent has no own interests but 
to ensure a reliable and secure functioning of the network (most likely it is 
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not a human but a heavily-guarded computer operating upon a hardcored 
program). Trent makes use of some reliable cryptosystem (e.g. RSA with 
the modulus length of about 10000 bits) with corresponding private keys 
and performs only two tasks: 

(1) he adds to his database the information about the public key of a user 
sent to him as a message encrypted with the use of Trent’s public key; 

(2) he provides the information about the public key of a user supplied 
with Trent’s signature. 

Trent’s public keys are submitted to all users by some way precluding any 
interference of Eve, e.g. they are published in a form of advertisement in a 
newspaper. Now Alice having computed her public key creates a message 
consisted of her name and key, encrypts it with the use of Trent’s public key 
and sends to Trent (nobody but Trent can decrypt this message). When 
Bob needs Alice’s public key he sends Trent a request, and Trent answers 
him with the signed Alice’s public key (nobody can forge Trent’s signature). 
Bob verifies the signature using Trent’s public key and accepts Alice’s key 
as valid. By implementing this procedure, each user of the network obtains 
trustworthy information about users’ public keys and Eve cannot interfere 
in this process. 

So, if Alice and Bob use the authentic public keys, the Diffie-Hellman 
scheme tackles the problem of establishing secret key. However it provides 
no explicit identification of the users. Indeed, if Eve tries to act as Alice 
then she and Bob will end up with different secret keys but it will become 
evident only in the future, e.g. when Bob will have been unable to decipher 
a received message or have detected that “Alice” does not understand what 
he sends her. Often it is required to provide an explicit identification, i.e. to  
let the parties know exactly who is who at the end of the protocol. 

The Diffie-Hellman scheme has yet another disadvantage: the secret key 
established by Alice and Bob will always be the same until they change their 
public keys. But changing keys is a relatively slow process (e.g. it may be 
necessary to inform about the change of key all users in the network to let 
them correct their public key directories). It is desirable to have a protocol 
which would allow for instantaneous creation of different, randomly selected 
secret keys. 

The solution is to use some public-key cipher for transporting secret 
keys. Denote the ciphertext for message z produced with the aid of A’s 
public key by PA(x). (For example, PA(z) may be RSA or ElGamal en- 
cryption. In case of RSA, PA(x) = x d A  mod N A  where the pair of numbers 
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d~ and N A  is the public key of user A.) All who know A’s public key can 
compute PA(z) for message x. At the same time, only A ,  who knows the 
corresponding private key, can recover x out of y = PA(z). Similarly, we 
shall denote by P B ( ~ )  the ciphertext produced with the aid of B’s public 
key. Let, as before, the symbol 11  denote concatenation of numbers. We 
shall describe the protocol through a series of improvements so that the 
reader can understand better the details. 

Recall that we are to solve the following problem: Alice and Bob wish to 
mutually identify each other and establish a common secret key. Consider 
first the following (flawed) 3-step protocol to discuss several issues. 

Step 1 Alice devises a secret key kl, encrypts it with Bob’s public key and 
sends to Bob: 

A - B :  P~(k1). (5.15) 

Step 2 Bob decrypts kl, re-encrypts it with Alice’s public key and sends 
to Alice: 

A - B :  P~(k1). (5.16) 

Step 3 Alice decrypts kl and compares it to the key she has devised at 
Step 1. 

What do we have as a result of this protocol? First, Alice and Bob 
have established a common secret key kl, unknown to Eve (she cannot 
decrypt either P~(k1) or P~(k1)). Second, Alice has got a cryptographically 
secure identification of Bob since nobody but him could have decrypted kl. 
Obviously, with the present protocol, Bob does not get any identification 
of Alice (the message (5.15) could be sent by everybody). He could initiate 
a symmetric protocol: 

(5.17) 
(5.18) 

and obtain such identification. However, the issue here is in logical inde- 
pendence of the two protocols which gives no guarantee that both protocols 
are conducted by the same participants. 

But there is yet a more subtle issue. Alice can use this protocol to 
break the cryptosystem of Bob! This can be done as follows. Suppose 
Alice has intercepted an encrypted message y intended to Bob, i.e. y = 

P B ( ~ ) .  She pretends that she wishes to securely communicate with Bob 
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and initiates the protocol (5.15), (5.16). But instead of P~(k1) she sends 
Bob the message y. Since Icl is an arbitrary integer, Bob does not suspect 
anything. He performs his step in the protocol and decrypts IC for Alice ! 

The lesson that should be learned from this is the following: one should 
not decrypt random numbers. It may impair one’s security. The method 
of circumventing such “dangerous” randomness is to introduce redundancy 
into messages, e.g. to enclose an element that is known and expected by 
the recipient. Particularly, in (5.15) Alice could send her name. She could 
construct a message by allocating 512 bits for random number kl and the 
other 512 bits for her name, address, a fragment of public key, and simi- 
lar easily verifiable information (denote these all by A),  and send to Bob 
Ps(klJJa). In this case Bob would not have sent Alice the message 2 as 
above because its corresponding 512 bits had certainly not contained a. 

All the above-stated leads us to the following protocol due to Needham 
and Schroeder[Needham and Schroeder (1978)], see also [Menezes et al. 
(1996)], which completely solves the problem stated in the beginning of the 
section. 

Step 1 Alice devises a number kl, connects to it her public data a and 
sends to Bob 

A -+ B : PB(~,JJA). (5.19) 

Step 2 Bob decrypts (5.19) and verifies that the message contains Alice’s 
public data a. Next he devises a number k2, connects to it kl and 
sends to Alice 

A + B : P,4(klllk2). (5.20) 

Step 3 Alice decrypts (5.20) and verifies that the message contains kl. 
This gives her secure identification of Bob since nobody else could have 
extracted kl from (5.19). Alice sends to Bob 

A- B :  P~(k2). (5.21) 

Step 4 Bob decrypts (5.21) and verifies that it is k2. This gives him se- 
cure identification of Alice since nobody else could have extracted kz 
from (5.20). 

Now Alice and Bob can construct from kl, k2 a common key, e.g. k = 
kl  @ kz where @ is bitwise summation modulo 2, or they can use kl and k2 

separately for enciphering incoming and outcoming messages. 
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Example 5.5 Let in some network the ElGamal cipher be used with 
common public parameters p = 107, g = 2. Users A and B have public 
keys dA = 58, dg = 28, to whom the private CA = 33, CB = 45 correspond. 
Consider a realisation of Needham-Schroeder protocol for mutual identifi- 
cation of users A and B and secret key establishment. Due to small value 
of modulus p in our example we shall use one decimal digit as the user’s 
identificator. Let A = 1, B = 2, and the intended secret key be also one 
digit. 

At the first step of the protocol A devises a secret key, say, kl = 3, 
and constructs a message m = k1llA = 31. This message is encrypted by 
ElGamal cipher with B’s public key: 

k k = 15, r = g m o d p =  215 mod 107 = 26, 
e = m . d g  modp = 31 .2815 mod 107 = 47. k 

The pair of numbers (26,47) is the ciphertext to be sent to B. In the 
notation of the protocol, PB(k1lIA) = (26,47) and 

A - B : (26,47). 

At the second step B decrypts (26,47) applying his private key: 

mod p = 47. 26106-45 mod 107 = 31. m’ = e .  rP--l--cB 

B verifies that the low-order digit equals the identification number of user 
A and extracts k l  = 3. Then he selects his secret number, say, k2 = 7, 
constructs a message m = k l  11  kg = 37 and encrypts it using A’s public key: 

k k = 77, r = g m o d p =  277 mod 107 = 63, 

e = m .dA mod p = 37. 5877 mod 107 = 18. k 

The pair of numbers (63,18) is what he shall send to A. 
P ~ ( k l I I k 2 )  = (63,18) and 

That is 

A - B : (63,18). 

At the third step A decrypts (63,18): 

m’ = e . TP-l-CA mod p = 18.  63106-33 mod 107 = 37 

A verifies that the high-order digit contains k l  = 3 and extracts ICz = 7. 
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Now A encrypts k2 for B: 
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k k = 41,  r = g modp = 241 mod 107 = 8 2 ,  

e = m . d B  mod p = 7 .  2841 mod 107 = 49,  k 

and sends to B 

A - B : (82,49).  

At the fourth step B decrypts (82,49): 

m‘ = e .  rP--l--cB mod p = 49 . 82106-45 mod 107 = 7 .  

B verifies that he obtains his secret number k2 = 7. 

e.g. 
Now A and B can make a common key by a method agreed in advance, 

k = k l  @ k2 mod 10 = 3 @ 7 = (011)2 @ (111)2 = ( 1 0 0 ) ~  = 4 ,  

Problems and Exercises 

5.1 For realization of the “Mental poker” protocol the following common 
parameters are chosen: p = 23, & = 5, /3 = 7, = 14. Besides, there 
are the following variants for Alice and Bob: 

(a) CA = 13, C B  = 5, Alice shuffles cards by the rule (1 ,2 ,3 )  + 

(3,2,  l), Bob selects the first number and uses the permutation 
(1,Z) --+ ( 2 , l ) .  Alice selects the second number. 

(b) CA = 7, cg = 15, Alice shuffles cards by the rule (1 ,2 ,3)  + 

(1 ,3 ,2) ,  Bob selects the second number and uses the permuta- 
tion (1,2) -+ (1,2).  Alice selects the first number. 

(c) CA = 19, CB = 3, Alice shuffles cards by the rule (1 ,2 ,3)  -+ 

(2 ,1 ,3) ,  Bob selects the second number and uses the permuta- 
tion (1,2) -+ ( 2 , l ) .  Alice selects the second number. 

(d) C A  = 9, CB = 7, Alice shuffles cards by the rule (1 ,2 ,3)  --+ 

(3,2,  l) ,  Bob selects the third number and uses the permutation 
(1,2) --+ (1,2).  Alice selects the second number. 

(e) C A  = 15, CB = 5 ,  Alice shuffles cards by the rule (1 ,2 ,3)  + 

(1 ,2 ,3) ,  Bob selects the first number and uses the permutation 
(1,2) --+ ( 2 , l ) .  Alice selects the first number. 
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Determine which cards will be Alice’s and Bob’s hand. What num- 
bers transmitted will Eve observe? 

5.2 In the digital cache system the secret parameters of the Bank are 
P = 17, Q = 7, c = 77, and the corresponding public parameters 
N = 119, d = 5. Make digital bank notes with the following serial 
number: 
(a) n = 11 under T = 5, 
(b) n = 99 under T = 6, 
(c) n = 55 under T = 10, 
(d) n = 44 under T = 15, 
(e) n = 77 under T = 30. 

Themes for Labs 

In all tasks below, we suggest the reader to select the necessary pa- 
rameters and cryptographic tools at his/her discretion. 

5.3 Make a computer implementation of the “Mental poker” protocol. 
5.4 Make a computer implementation of the zero-knowledge protocol 

based on the graph colouring problem. 
5.5 Make a computer implementation of the zero-knowledge protocol 

based on the Hamiltonian cycle problem. 
5.6 Make a computer implementation of the digital cache protocol. 
5.7 Make a computer implementation of the Needham-Schroeder mutual 

identification protocol. 



Chapter 6 

Elliptic Curve Crypt osys t ems 

6.1 Introduction 

In this chapter, we consider one of the new directions of public-key cryptog- 
raphy, elliptic curve systems. Elliptic curves have been studied in mathe- 
matics for a long time, but their use in cryptographic applications was first 
suggested by Neal Koblitz [Koblitz (1987)] and Victor Miller [Miller (1986)l. 
About 20 years of active investigations have confirmed the beneficial prop- 
erties of these systems and led to the invention of efficient implementation 
methods. Since the end of XX century the use of elliptic curves for pro- 
duction of cryptographic primitives, such as digital signatures, has begun 
to put into standards, We have now, for instance, the US standards ANSI 
X9.62 and FIPS 186-2 (ZOOO), and Russian standard GOST R34.10-2001 

The main advantage of elliptic curve cryptosystems is that compared to 
“conventional” systems studied in the previous chapters, they offer a signif- 
icantly greater level of security within the same computational complexity, 
or, vice versa, significantly lower complexity within the given level of se- 
curity. It  is explained by the fact that for computing inverse functions on 
elliptic curves only exponential-time algorithms are known whereas subex- 
ponential algorithms exist in case of conventional cryptosystems. As a 
result, the level of security achieved, say, in RSA with 1024-bit modulus, 
can be attained in elliptic curve systems with 160-bit modulus which allows 
for a simpler hardware and software implementation. 

The profound study of elliptic curves requires the knowledge of higher al- 
gebra and especially algebraic geometry. We shall however try to  set out the 
matter without resorting to any higher-algebraic concepts. Nevertheless it 
will be sufficient for understanding construction principles and functioning 

(2001). 
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of the corresponding cryptosystems. A more detailed treatment of the ellip- 
tic curves and their use in cryptography can be found in [Blake et  al. (1999); 
Menezes (1993); Silverman (1986)]. Sections 6.5 and 6.6 are rather technical 
and may be omitted at first reading. 

6.2 Mathematical Foundations 

A cubic curve E defined by the equation 

E :  Y 2 = X 3 + u X + b  (6.1) 

is called elliptic curve (in fact, Eq. (6.1) is derived by transformation of 
variables from a more general equation which we are not interested in). 

Since Y = f d X 3  + aX + b the graph of the curve is symmetric with 
respect to the horizontal axis. To find the points of intersection between 
the graph and horizontal axis one needs to solve the cubic equation 

x3 +ax + b = 0 .  (6.2) 

This can be done using the well-known formulas by Cardano. The discrim- 
inant of the equation 

2 

D = (i)3 + (i) 
If D < 0 then (6.2) has three different real roots a, p, y; if D = 0 then 
(6.2) has three real roots, say, a,  p, p, of which at least two are equal; at 
last, if D > 0 then (6.2) has one real root (Y and two complex conjugate. 
The shape of the curve in all three cases is shown in Figs. 6.1-6.3. 

Fig. 6.1 Elliptic curve, D < 0 
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Fig. 6.2 Elliptic curve, D = 0 

Fig. 6.3 Elliptic curve, D > 0 

The curve shown in Fig. 6.2 is called singular. In its singularity point 
(/?, 0), there are two tangents to the curve. We shall exclude singular curves. 
Therefore, when defining a curve by specifying parameters a and b, we shall 
require that the condition D # 0 hold, which is equivalent to 

4a3 + 27b2 # 0 .  (6.4) 

So, let elliptic curve E be defined by Eq. (6.1) with the constraint (6.4). 
Define the operation of point composition on the curve. Take any two 
points P = ( q , y ~ ) ,  Q = (z2,y2) E E and plot a straight line through the 
points (Fig. 6.4). This line will necessarily intersect the curve at a third 
point which we denote by Rt. (The third point necessarily exists. The fact 
is that the cubic equation obtained after substitution of the line equation 
into (6.1) has two red roots corresponding to points P and Q, consequently, 
the third root corresponding to point R’ is also real.) The resultant point 
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Fig. 6.4 Point composition R = P + Q 

R = (23, y3) is obtained by changing the sign of y-coordinate of point R'. 
We shall denote the described composition of points by R = P + Q. 

Let point P E E have coordinates (2,y). Then the point with coordi- 
nates (x,-y) will be denoted by -P. We shall assume that the vertical 
line passing through P and -P intersects the curve at a point at infinity 
0, i.e. P+ (- P) = 0. By convention, P + 0  = O+P = P. As we shall see 
later, point at infinity 0 plays the role of zero in elliptic curve arithmetic. 

Suppose now that points P and Q (Fig. 6.4) are approaching each other 
and eventually merge into one point P = Q = ( q , y l ) .  Then the compo- 
sition R = (23, y3) = P + Q = P + P is obtained by plotting the tangent 
line to the curve at point P and reflecting its second intersection with the 
curve R' with respect to the horizontal axis (Fig. 6.5) .  We shall use the 
following notation: R = P + P = [2]P. 

Let us derive formulas for determining the coordinates of the resulting 
point R = (23, y3) on the basis of coordinates of initial points P = (XI, y1) 
and Q = ( 2 2 , y ~ ) .  First consider the case when P # &Q, R = P + Q 
(Fig. 6.4). Denote by k the angular coefficient of the line passing through 
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Fig. 6.5 Point doubling R = P + P = [2]P 

P and Q. It is obvious that 

Yz - Y1 
2 2  - 21 

k=-* 

Then the line equation will be Y - y1 = k ( X  - XI), so 

Substitute the expression for variable Y into the curve equation (6.1). We 
obtain 

(y1 + k ( X  - = x3 + ax f b .  

From this by squaring and grouping similar terms we obtain the cubic 
equation 

X 3  - k2X2 + .  . . = 0 

(here . . . stand for terms not interesting for us). It is known that the sum 
of roots of cubic equation equals the coefficient under X 2 ,  taken with the 
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minus sign (ViBte theorem for cubic equations), i.e. 

2 1 + 5 2 + 2 3 = k 2 ,  

hence 

(6.7) 
2 2 3 = k  - 5 1 - ~ 2 .  

Substitute the expression for 2 3  into the line equation (6.6) and find the 
y-coordinate of point R', yi = y1 + k(x3 - XI), and by changing the sign, 
we obtain 

Y3 = &l - z3) - Y1. (6.8) 

So we have found the coordinates of the point of interest R. 
Consider now the case when P = Q and resulting point R = [2]P 

(Fig. 6.5). By differentiating both sides of (6.1) with respect to X ,  we 
obtain 

2YY' = 3x2 + a .  

The angular coefficient of the tangent line equals the value of derivative in 
point P, 

Further argumentation is analogous to the former case and the coordinates 
of point R are determined by the same formulas (6.7) and (6.8). Notice 
that if the y-coordinate of point P is zero then the tangent line passes in 
parallel to the vertical axis and [2]P = 0. 

By using the derived formulas for point composition and accepted con- 
ventions as to point at infinity one may verify the following properties of 
points on elliptic curve: 

(1) P + Q = Q + P for all points P, Q E E;  
(2) P + (Q + S )  = ( P  + Q) + S for all points P, Q, S E E;  
(3) there exists a null element 0 (point at infinity) such that P + 0 = 

(4) for every point P E E there exists an opposite point -P E E such that 
0 + P = P for all P E E;  

P + ( - P ) = 0 .  

The listed properties of points match the properties of integer numbers 
under the summation operation. Therefore point composition is often called 
point addition and operation [2] P point doubling. 
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The analogy with the integers being continued, it is convenient to in- 
troduce the following notation. For integer m 

[ m ] P = P + P + . . . + P  -' 

[O]P = 0 ,  
m 

[-m]P= -( P + P + . . . + P )  - 
m 

Now we are ready to take the first step toward the cryptographic use 
of elliptic curves. We can see that computation of point composition (see 
Eqs. (6.5), (6.9), (6.7), and (6.8)) involves only the operations of addition, 
subtraction, multiplication, and division of numbers. It means that all 
the above equalities will hold if we operate with integer numbers modulo 
a prime p .  In this case, addition and multiplication are done modulo p ,  
the difference u - u is calculated as u + ( p  - 21) mod p ,  and division 21/21 is 
performed by multiplying u by u-' modp (the primality of the modulus 
guarantees that for any positive integer u < p there exists a number u-' 
such that u21-l mod p = 1). 

As a result, we obtain a curve 

E :  Y 2 = X 3 + a X + b  (modp).  (6.10) 

In Eq. (6.10), variables X, Y and coefficients a ,  b take on integer values 
and all computations are carried out modulo p .  In accordance with (6.4), 
coefficients a ,  b are subject to the constraint 

(4a3 + 27b') mod p # 0 .  (6.11) 

The set Ep(a,b) consists of all points (z,y), 0 5 z,y < p ,  satisfying 
Eq. (6.10) and the point at infinity 0. Denote the number of points in 
E,(a,b) by #E,(a,b). This quantity is of great importance for crypto- 
graphic applications of elliptic curves. 

Example 6.1 Consider the curve 

E7(2,6) : Y 2  = X 3  + 2X + 6 (mod 7 ) .  (6.12) 

Check condition (6.11): 

4. 23 + 27.6' = 4 . 1  + 6 . 1  = 3 # 0 (mod 7 ) .  



90 Basics of Contemporary Cryptography for IT Practitioners 

So this curve is non-singular. Let’s find a (random) point in E7(2, 6). Let 
2 = 5. Then 

and y = 1 (mod 7) or y = -1 = 6 (mod 7). We have found two points: 
(5,1) and (5,6). Let’s find more points by computing compositions. First 
find [2](5,1). Using (6.9), (6.7), and (6.8), we compute 

3 . 5 2 + 2  0 
= - = O  (mod 7) ,  

2 
k =  

2 . 1  

2 3 = 0 - 2 . 5 = 4  (mod7),  

y 3 = 0 . ( 5 - 4 ) - 1 = 6  (mod7).  

We obtain [2](5,1) = (4,6) (one can verify that the point obtained belongs 
to the curve by substituting its coordinates in Eq. (6.12)). Find a point 
[3](5,1) = (5, l)  + (4,6). Using (6.5), (6.7), and (6.8), we compute 

6- 1  5 
4- 5  6 

k=---- - - 5 . 6 = 2  (mod7),  

2 3  = 2’ - 5 - 4 = 2 
y3 = 2 .  (5 - 2) - 1 = 2 . 3  - 1 = 5 

(mod 7) ,  
(mod 7 ) .  

We obtain [3](5,1) = (2,5). So we have found four points. For crypto- 
graphic use of the curve we must know the total number of points in the 
set E7(2, 6). We shall find the answer in Sec. 6.6. 

Some words about the properties of the set of points E,(a,b): It is 
obvious that this set is finite since it consists of only points with integer 
coordinates 0 5 2 ,  y < p .  There exists a direct analogy between Ep(a, b) 
and the set of integer powers reduced modulo p .  Thus Ep(a,  b) has a gen- 
erator, i.e. such a point G that the sequence G, [2]G, [3]G, . . . , [n]G, where 
n = #E,(a,b), contains al! points from Ep(a,b), [n]G = 0 (compare this 
to the similar property of generator g in Sec. 2.2). The number of points 
on elliptic curve upon a proper choice of parameters p ,  a ,  and b, can be a 
prime, #E,(a,b) = q .  In this case any point (except 0) is a generator of 
the whole set of points. Such a curve is beneficial in many respects and 
can always be found for acceptable time. If by some reasons such a curve 
cannot be found and #Ep(a,  b)  = hq where q is again prime then a subset 
of Ep(a,  b )  exists which contains q points with a generator to be any point 
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G # 0 such that [q]G = 0. In the sequel, without lost of generality, we 
shall assume that we work with such a subset of cardinality q (and when 
selecting the curve parameters we shall strive to obtain q = #E,(a, b ) ) .  

The main cryptographic operation on elliptic curve is point multiplica- 
tion, i.e. computation 

(6.13) 

This operation may be performed quite efficiently with not more than 
2logm point compositions. The methods of its implementation are com- 
pletely the same as of modular exponentiation. For example, to find the 
point Q = [21]P compute [2]P, [4]P, [8]P, [16]P, each time doubling the 
preceding point, and sum up P + [4]P + [16]P = Q (in total, 4 point dou- 
blings and 2 point additions). 

The inverse problem which is traditionally called elliptic curve discrete 
logarithm problem if formulated as follows. Given points P and Q find 
an integer m such that [m]P = Q. This problem is difficult. If the curve 
parameters are carefully chosen (as described in the next section) then the 
best algorithms known to date are analogues of baby-step giant-step algo- 
rithm (Sec. 3.2) and require the number of curve operations proportional 
to 4 where q is the cardinality of the set of points generated by Q. All 
computations on the curve are carried out modulo p ,  i.e. with numbers 
of length t PZ logp bit. For cryptographic applications, logq M logp so 
4 M 2 t / 2  which means exponential growth of complexity with the length 
of numbers increasing. 

6.3 Choosing Curve Parameters 

In this section, we consider the main recommendations as to the choice of 
the elliptic curve parameters, namely, coefficients a,  b and modulus p, in 
order to obtain a curve suitable for cryptographic applications. In fact, 
the criterion of the choice is the impossibility of maintaining some kinds 
of attacks suggested for elliptic curve cryptosystems. The recommenda- 
tions below follow the strategy of choosing a random curve. This strategy 
is regarded as the most reliable with respect to security of the resulting 
cryptosystem. The alternative approach, not considered here, is to sys- 
tematically construct the curve with desired properties which occurs more 
efficient from the computational point of view. There are special methods 
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suggested for implementing this approach but the curves obtained are in 
fact chosen from a relatively small set of curves and are suspected to have 
some special features which may allow, in the course of time, to invent 
efficient attacks against them. 

Let us describe in steps the process of selecting a good random curve. 
(1) Select randomly a prime number p .  As will be shown in Sec. 6.6, the 

number of points on the curve is of the same order as p .  So the bitlength 
of p ,  t = Llogp] + 1, must be sufficiently great to prevent the use of general 
methods for computing discrete logarithms on the curve whose complexity 
is proportional to 2t/2 operations. The value o f t  = 128 bits (4 machine 
words on 32-bit computers) is not sufficient today because there are re- 
ports of breaking corresponding curves for several months of intensive dis- 
tributed computations. But the value o f t  = 160 bits (5 machine words) is 
nowadays inaccessible by cryptanalysts and may serve as a starting point. 
Another reasoning is based on the demand that the elliptic curve cipher be 
no less secure than the block cipher AES (which is now the US standard, 
see Sec. 8.2.3). It is believed that the security of AES is provided by the 
full key length which is 128, 196, or 256 bits. Since the security of elliptic 
curve cipher is determined by the value of t / 2  the length of the modulus 
must be 256, 392, or 512 bits, respectively. 

(2) Select random integers a and b such that a, b # 0 (mod p )  and 
4a3+27b2 # 0 (mod p ) .  Notice, however, that parameter b does not appear 
anywhere in the formulas for computing compositions. So it  is sometimes 
recommended, for the sake of computational efficiency, to randomly select 
only b while taking a equal to a small integer. Thus the US standard FIPS 
186-2 assumes the use of curves with a = -3 which, as we shall see in 
Sec. 6.5, slightly simplifies computations. 

(3) Determine the number of point on the curve n = #Ep(a,b)  (this 
is the most complicated step in the described process, its basic algorithm 
being considered in Sec. 6.6). It is important that n have a large prime 
divisor q, or better be itself prime, n = q. If n has only small factors 
then many small subsets with their own generators exist in Ep(a,b), and 
the Pohlig-Hellman algorithm [Pohlig and Hellman (1978); Menezes et al. 
(1996)I can quickly find the general logarithm through the logarithms in 
these small subsets. If the search for the curve with n = q takes up too 
much time then one may admit n = hq where h is a small integer. Recall 
that security of elliptic curve cryptosystem is determined not by modulus 
p but by the number of points in the working subset q. If h is small then 
q is of the same order as p .  If the number of points on the curve does not 
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satisfy the requirements, revert to Step 2. 
(4) Verify whether the inequalities p k  - 1 mod q # 0 hold for all k, 

0 < k < 32. If not, revert to Step 2. This check prevents the MOV-attack 
[Menezes (1993)] (called after the names of its inventors Menezes, Okamoto, 
Vanstone) and, as well, excludes the so-called supersingular curves and the 
curves with #Ep(a,b)  = p - 1. The MOV-attack and the special types 
of curves mentioned allow to reduce the elliptic curve discrete logarithm 
problem to simpler problems. 

( 5 )  Verify whether the inequality q # p holds. If not, revert to Step 2. 
The matter is that for the curves with q = p which are called anomalous, 
efficient methods of computing discrete logarithms are suggested. 

(6) At this step a suitable curve for cryptographic applications has been 
obtained. We have parameters p ,  a, b, the number of points n, and the 
cardinality of the working subset q. It is usually required to find a point G, 
the generator of the working subset. If q = n then any point (except 0) is 
the generator. If q < n then select random points G' until G = [n/q]G' # 0 
is obtained. To find a random point on the curve take a random number 
x < p ,  compute e = (x3 + ax + b)  modp and try to extract the square 
root g = f i m o d p .  If the square root exists, we obtain the point ( I C , ~ ) ,  

otherwise try another number IC. The algorithms for computing square roots 
modulo a prime can be found, e.g. in [Menezes et al. (1996), Chap. 31. 

6.4 Constructing Cryptosystems 

Any cryptosystem based on discrete logarithms can be easily extended to 
elliptic curves. The basic principle is to replace the operation y = g" mod p 
by Y = [z]G mod p (the indication of the modulus here is not generally ac- 
cepted but, in fact, all computations are carried out modulo p ) .  One should, 
however, remember that in case of elliptic curve with cardinality of working 
subset q,  the values of IC effectively lie in the interval 0 < IC < q .  This is 
because [q]G = 0 and hence the integer factors in point multiplication are 
reduced modulo q. Another difference is that y is a number but Y is a point 
and it is usually required to convert a point into an integer. The simplest 
way to do that is to use the x-coordinate of the point. 

It is also possible to construct an analogue of RSA on elliptic curves. In 
this case the curve is defined modulo a composite N .  But we do not gain 
any advantage here since the length of the modulus remains the same in 
order to make its factorisation intractable. 
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We demonstrate the technique of using elliptic curves by the examples 
of the ElGamal cipher and DSA signature. 

6.4.1 Elliptic Curve ElGamal Encryption 

For the community of users of a network, an elliptic curve Ep(a, b)  is chosen 
and a point G thereon such that G ,  [2]G, [3]G, . . . , [q]G are different points 
and [q]G = 0 for some prime q. 

Every user U selects a number cu, 0 < cu < q to be his/her private 
key and computes the point Du = [cu)G which is the corresponding public 
key. The common parameters and public keys are submitted to all users. 

Suppose user A wants to send a message to user B. Assume that the 
message is represented as a number m < p .  A does the following: 

1 selects a random integer k ,  0 < k < q; 
2 computes R = [k]G, P = [ICIDB = ( x , y ) ;  
3 encrypts e = m x mod p ;  
4 sends B the ciphertext ( R , e ) .  

User B ,  upon receiving ( R ,  e ) ,  

5 computes Q = [cBIR = ( 2 ,  y); 
6 decrypts m' = ex-' mod p .  

Let's give a justification of the protocol. Using the definitions of point 
Q at Step 5 and point R at Step 2 we can write 

The public key of user B ,  by definition, is DB = [cBIG. So we can see that 
Q = [k ]Dg ,  i.e. Q is the same point as P at Step 2 .  Hence the coordinate 
x at Step 3 equals that at Step 6 .  Therefore m' = m. 

The coordinate x of point Q remains secret for the adversary because 
she does not know the secret number k .  The adversary may try to recover 
k from R but to do that she must solve the elliptic curve discrete logarithm 
problem which is believed to  be impossible. 

In the most likely use of the presented protocol, the message m will be 
the secret key for some block or stream cipher. In this case it makes sense 
to choose the curve parameters so that logq be about twice the length of 
the cipher key. 
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6.4.2 

The algorithm presented here is quite analogous to digital signature algo- 
rithm (DSA) described in Sec. 4.3 but exponentiations are replaced by point 
multiplications on the curve. As in the preceding subsection, for the com- 
munity of users, an elliptic curve Ep(a, b) is chosen and a point G thereon 
such that G, [2]G, [3]G, . . . , [q]G are different points and [q]G = 0 for 
some prime q (the bitlength of p and q is 160 bits). 

Every user U selects a number xu, 0 < xu < q to be his/her private 
key and computes the point Yu = [xu]G which is the corresponding public 
key. The common parameters and public keys are submitted to all users. 

Elliptic Curve Digital Signature Algorithm 

To sign a message m user A does the following: 

1 computes hash function h = h( f i ) ;  
2 selects a random integer k, 0 < k < q; 
3 computes P = [k]G = (x,y); 
4 computes T = 2 mod q (if T = 0, revert to Step 2); 
5 computes s = k - l ( h  + T X A )  mod q (if s = 0, revert to Step 2); 
6 signs on the message with the pair of numbers (T, s). 

For verification of the signed message (m; T ,  s), any user who knows the 
public key YA does the following: 

7 computes h = h(m); 
8 verifies that 0 < r, s < q; 
9 computes u1 = h . s-l mod q and uz = r . s-l mod q; 
10 computes the composition of points P = [ul]G 4- [uZ]YA = (x, y); 
11 verifies that P # 0 and x mod q = r .  

The user rejects the signature if at least one test at  Step 8 or 11 fails. 

The proof of correctness for this protocol can be done in the same way 
Otherwise, the user accepts the signature as authentic. 

as in Sec. 4.3. 

6.5 Efficient Implementation of Operations 

In this section, we consider the main approaches to making efficient com- 
putations on elliptic curves. As we have already discussed, the point mul- 
tiplication by m, i.e. computing [m]P where m is a large integer and P 
is a point on the curve, can be performed using the same methods as for 
exponentiation (upon replacement of ordinary modular multiplication by 
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point addition). Here, for the sake of concreteness, we describe explicitly 
one of the simplest methods - left-to-right point multiplication (cf. Algo- 
rithm 2.4). There are other more efficient methods for exponentiation which 
may be successfully applied to elliptic curve point multiplication. But the 
gain is usually not so great (about 25%) and these methods g o  beyond the 
scope of our book (see their description in, e.g. [Menezes et al. (1996); 
Blake et al. (1999)l). 

Algorithm 6.1 POINT MULTIPLICATION (FROM LEFT TO RIGHT). 

INPUT: 
OUTPUT: Point Q = [m]P. 

Point P, integer m = (mtmt-I.. . m1)2. 

1. Q + 0;  

3. Q + PIQ, 
2. FOR i = t , t  - 1,. . . , l  DO 

4. IF mi = 1 THEN Q +- Q + P; 
5. RETURN Q. 

This algorithm requires not more than t point additions and t point 
doublings (on average, t doublings and t/2 additions). 

Example 6.2 Let’s demonstrate the work of the algorithm by computa- 
tion of [21]P. Here 21 = (10101)2 = mlm2m3m4m5, t = 5.  We show what 
happens on each iteration. 

[i = 5 m5 = 11 : Q t 0, Q +- & +  P = P; 
[i = 4 m4 = 01 : Q t [2]Q = [2]P; 
[ i = 3  m3 = 11 : Q t [2lQ = [4]P, Q + Q + P = [SIP; 
[i = 2 m2 = 01 : Q t [2]Q = [lO]P; 
[ i = l m l = l ] : Q  + [2]Q = [2O]P, Q + Q + P = [ZIP. 

For ease of exposition, reproduce here the formulas for point addition 
and doubling derived in Sec. 6.2. Denote the points participating in these 
operations by PI = ( q , y l ) ,  P2 = (zz,y2),  and P3 = ( 2 3 , ~ ~ ) .  The point 
addition P3 = PI + P2 where PI, P2 # 0 and PI # &P2 is computed by 
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the formulas 

k=-, Y2 - Y1 
5 2  - 2 1  

~3 = k2 - XI - ~ 2 ,  
(6.14) 

y 3  = 2 3 )  - YI (mod P )  . 
If PI = 0 then P3 = 0 + P 2  = P 2 ,  and similarly with P2 = 0. If PI = -P2 

then P3 = 0. Finally, if PI = P 2  then we must perform doubling. 
The point doubling P 3  = [2]Pl where PI # 0 and y1 # 0 is computed 

by the formulas 

32: + a  k=- 
2Yl ’ 

x 3  = k2 - 2x1, 
~3 = k ( m  - 23) - YI 

(6.15) 

(mod P )  . 

If PI = 0 or y1 = 0 then P3 = 0. 
Computations by (6.14) and (6.15) have been considered in Example 6.1. 
One speaks that in computations by (6.14) and (6.15) the uf ine repre- 

sentation of points is used, i.e. a point P is represented by its two coordi- 
nates P = (IC, y ) .  Point at infinity 0 has no such representation because 
its coordinates must be 00. But recall that it plays the role of zero in point 
operations. So, technically, in Algorithm 6.1 0 is simply a flag indicat- 
ing that one should omit the operations Q t [2]Q until the first addition 
Q c Q + P which is performed as an assignment Q + P. 

The formulas (6.14) and (6.15) are used to perform computations at 
Lines 3 and 4 of Algorithm 6.1 with obvious substitutions. Notice that if 
computations on the curve are carried out in a subset of points of cardinality 
q and q is prime (as we always assume) and factor m lies in the interval 
0 < m < q then the conditions for point addition formulas (i.e. PI,  Pz # 0 
and PI # *P2) and point doubling formulas (PI # 0 and y 1  # 0) are 
automatically fulfilled at Lines 3 and 4 of Algorithm 6.1 and need not be 
checked (provided the first doublings omitted and the first addition replaced 
by assignment, as discussed above). 

Now let’s consider some issues of computational efficiency of point oper- 
ations. Denote by M and I ,  respectively, the cost (time) of multiplication 
and inversion modulo p.  Then it follows from (6.14) and (6.15) that under 
the affine point representation, the cost of point addition equals 11 + 3M 
and the cost of doubling is 11 + 4M (operations of addition with and mul- 
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tiplication by small integers are of no noticeable effect to the cost). 
The relation between the costs of multiplication and inversion may differ 

depending on implementation, but I is always greater than M .  If multipli- 
cation is implemented by summations and shifts, it will be but a little faster 
than inversion (by a factor of 2-3). In this case the use of affine representa- 
tion is appropriate. But if the processor that performs computations is sup- 
plied with embedded parallel multiplier (as, e.g. Pentiurn@) then inversion 
may be significantly slower than multiplication. We can roughly estimate 
the costs of corresponding computations. If t is the bitlength of numbers 
then multiplication requires at most on the order of (t/32)2 = t2/1024 ma- 
chine operations (the word size is 32 bits). On the other hand, the number 
of iterations in the extended Euclidean algorithm which computes inversion, 
is proportional to t by its nature. Even if we manage on each iteration to 
implement linear in t computations with 32-bit numbers (which is possi- 
ble) then we obtain the total complexity on the order of t(t/32) = t2/32 
machine operations, i.e. one inversion will correspond to 32 multiplications. 
In reality, each iteration of Euclidean algorithm involves several operations 
and multiplication can be done with faster methods, so I > 32M. 

Consider another approach to implementing point operations. We can 
get rid of inversions at each step of Algorithm 6.1 if operating with coordi- 
nates as rational numbers, making computations separately with numera- 
tor and denominator. The following transformation of variables is the most 
beneficial: 

X Y x+-, y + - .  
2 2  2 3  

(6.16) 

A point on the curve is represented by a triplet ( X ,  Y, 2) and one speaks of 
transition to weighted projective representation (for simplicity, we shall omit 
the word “weighted”). Conversion from affine to projective coordinates is 
quite simple: 

(Xc,Y) + b , Y ,  1) * (6.17) 

After that all computations are carried out in projective coordinates (with- 
out computing inversions). The reverse conversion from projective to &ne 
coordinates is done as follows: 

( X ,  y, 2) -4 ( X / Z 2 ,  Y / Z 3 )  1 (6.18) 

and costs 11 + 4M (one computation of Z-l, two multiplications for ob- 
taining 2-2 and Z-3 and, finally, two multiplications X 2 - 2  and YZW3) .  
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Derive the formulas for point addition in projective representation. First 
in Eq. (6.14) for 5 3 ,  transform variables according to (6.16). After reducing 
to a common denominator and cancelling we obtain 

From this we find the expressions for X3 and Z3 taking, respectively, the 
numerator and the square root from denominator of the right side of (6.19). 
To obtain an expression for Y3, resort to a trick that allows to save one 
multiplication. Notice that P I  + P2 = Pz + Pl and hence 

Y2 - Y1 

5 2  - x1 Y3 = ((El - 53)-  - y1+  (x2 - x3)= - Y2) / 2 .  
5 2  - 2 1  

Transform variables according to (6.16) and, instead of Z3, use its represen- 
tation from (6.19). After reducing to a common denominator, cancelling, 
and reducing the similar terms we obtain 

Based on Eqs. (6.19) and (6.20), write Algorithm 6.2. 
As it follows from the algorithm’s description, the cost of addition in 

projective coordinates equals 16M. We do not count simple operations of 
addition, subtraction, as well as multiplication and division by 2 (to explain 
how to compute v/2 mod p notice that if v is even then v/2 mod p = v/2 
(right shift per 1 bit); if v is odd then v/2 mod p = (v + p)/2 mod p ,  v + p 
even, so v/2 mod p = (v + p)/2). 

If one of the points, say, Pz is given in afine coordinates, i.e. 2 2  = 1 
then the cost of addition decreases to 11M. It is called mixed addition. 
Algorithm 6.1 is constructed so that mixed additions can always be used, 
i.e. the cost of computations at Line 4 equals 11M. 
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Algorithm 6.2 

INPUT: 

ADDITION IN PROJECTIVE REPRESENTATION. 

Pi = (X i ,Y i l z i ) ,  P2 = (Xa,Y2,22), 
Pl,P2 # 01 Pl # *p2 

OUTPUT: P3 = (X3, Y3,23) = Pi + P2 
(all computations are modulo p )  

2 M  
2 M  

2 M  
2 M  

2M 
3M 

3M 
16M 

Example 6.3 
for the curve of Example 6.1 (all operations are modulo 7). 

Compute the sum (5, l )  + (4,6) in projective coordinates 
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To check the result convert point P3 to affine representation. For that 
purpose compute 

6-1 = 6 ,  6-2 = 6 . 6  = 1 ,  6-3 = 1 . 6  = 6 .  

We finally obtain 

P3 = (2 * 1 , 2 .  6) = (2,5) 

which coincides with the result of Example 6.1. 

Note that condition PI, P2 # 0 is equivalent to 2 1 ~ 2 2  # 0 and condition 

To derive the formulas for doubling a point in projective representation 
PI # 4 9 2  equivalent to X1 # X2. 

substitute (6.16) in (6.15): 

(6.21) 

which leads to the following Algorithm 6.3. 

Algorithm 6.3 

INPUT: 
OUTPUT: P3 = (X3, Y3,23) = [2]P1 

DOUBLING IN PROJECTIVE REPRESENTATION. 

Pi = (Xi, Y1, Z,), Pi # 0 

A1 = 3x,z + a214 4M 

2 3  = 2Y121 1M 
x3 = A? - 2x2 1M 

1M 
10M 

=4X1Y? 2M 

A3 = SY? 1M 
Y3 = X l ( X 2  - X3) - A3 

~ 

We can see that the cost of doubling in projective coordinates equals 
10M. But if the curve parameter a = -3 then X1 = 3(X1 - 2f)(X1 + 2,”) 
and the cost of doubling decreases to 8M. 

Notice once again that in all the above algorithms computations are 
performed modulo p .  Therefore much depends on the efficiency of modular 
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arithmetic. For randomly selected moduli, the best to the date approach is 
the use of Montgomery representation for integers [Montgomery (1985)], see 
also [Menezes et al. (1996)]. In Montgomery representation, multiplication 
modulo p is equivalent to two ordinary multiplications. 

6.6 Counting Points on Elliptic Curve 

In this section, we consider the algorithm by Ren6 Schoof suggested in 
[Schoof (1995)] for finding #Ep(a, b), i.e. the number of points whose coor- 
dinates satisfy the curve equation (6.10) and are positive integers less than 
p (plus point at infinity 0). Schoof's algorithm was the first polynomial- 
time algorithm for counting points, its complexity is estimated as O(log6 p )  
modular operations. This algorithm forms a basis for all modern methods 
used for random curves. 

We begin with the theorem proved by Helmut Hasse in 1933 (proofs for 
all theorems may be found in [Silverman (1986)I). 

Theorem 6.1 (Hasse) #Ep(a, b)  satisfies the inequalities 

P + 1 - 2JiT I # E p ( a , b )  I P + 1 + 2 4 5 .  

It is useful to represent #Ep(a,b) in the form 

# E p ( a , b )  = p + l - t .  (6.23) 

Parameter t in (6.23) can be zero, positive or negative integer and is 
called the trace of Frobenius for Ep(a, b). If we could find t we would be 
able to obtain the number of points on curve by Eq. (6.23). The trace of 
F'robenius is remarkably related to the modulus p .  

Theorem 6.2 
t ion (6.10) the equality holds 

For all complex numbers x and y satisfying the curue equa- 

(6.24) 

(addition in the formula means composition of points). 

Now our task is to solve Eq. (6.24) with respect to the unknown t .  
Notice that the point composition of the form Q = [m]P can be expressed 
through the coordinates of point P. For instance, 
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x4 - 2ax2 - 8bx + a2  
= ( 4y2 7 

x6 + 5ax4 + 20bx3 - 5a2x2 - 4abx - 8b2 - a3 
8Y3 

The point [3] (x ,  y )  can be obtained as [2] (2 ,  y )  + ( x ,  y) by substituting the 
obtained coordinates for the point [ 2 ] ( x , y )  in Eqs. (6.5), (6.7), (6.8) (the 
interested reader may do that). The process of obtaining expressions for 
subsequent points seems much too complicated, nevertheless, it can be de- 
scribed by the following simple recurrence scheme: 

$0 = 0,  
$1 = 1, 
$2 = 2Y 1 

$3 = 3x4 + 6ax2 + 12bx - a 2 ,  
$4 = 4y(x6 f 5ax4 + 20bx3 - 5a2x2 - 4abx - 8b2 - a 3 ) ,  

$2m+1= $m+2$$ - $rn-I1cI$+1, m 2 2 ,  
$2m = ($m+2$&-1- $m-2$~&+1)$m/2~, m > 2 .  

For m 2 2 and P = ( x ,  y )  

Polynomial $m(x, y )  is called the division polynomial of order m. As we 
consider the curve reduced modulo p ,  the coefficients of all polynomials $ 
are also reduced modulo p .  With the aid of the above scheme the division 
polynomial of order m can be computed for O(1ogm) steps (the reader not 
familiar with polynomial arithmetic may consult [Knuth (1981)l). Notice 
that under an odd m, polynomials $m depend on only one variable x since 
the other variable y enters only in even powers and y 2  is replaced by the 
right side of the curve equation (6.10). Notice also that the polynomials of 
the “second layer” ($zm, &,+I) include the products of 4 polynomials of 
the “first layer” (from $rn-2 to $,+p), therefore, the degree of polynomial 
$m grows as O(m2). 

A complex point P on curve E is called the torsion point of order m if 
[m]P = 0. Due to (6.25) it is quite obvious that a point P = ( x , y )  is a 
torsion point of order m if and only if $m(x, y )  = 0. 

The idea of Schoof’s algorithm is to search for solutions of Eq. (6.24) 
(with respect to t )  over the sets of torsion points of small orders with 
subsequent determination of the general solution. For torsion point of order 
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m the factors are reduced modulo m and polynomials reduced modulo I),, 
so Eq. (6.24) takes the form 

( ~ p ~ , y p ~ ) m  + [ P ~ I ( x , Y )  = [trn1(xp,yp)m (6.26) 

where p ,  = p mod m, t ,  = t mod m,  ( x  k k  , y ), = (xk  mod $,, y k  mod 

$m),  besides, x and y are linked by the curve equation y 2  = x3 + a x  + b. 
According to the Hasse theorem 

It1 I 2 f i .  (6.27) 

Let us take for the values of m prime numbers up to mmax such that 

n m > 4 f i .  (6.28) 
m prime 

21mImmax 

Then having obtained t ,  we shall uniquely determine the trace of Frobe- 
nius t satisfying (6.27) by Chinese Remainder Theorem (see [Knuth (1981); 
Menezes et  al. (1996)l). 

Consider briefly the method of solving Eq. (6.26) for the case m > 
2. First compute the polynomial I)m. Since m is odd, I), = I),(x). 
(Further on, all operations with polynomials are carried out modulo $,, the 
power of y is reduced to 1 by the curve equation, coefficients are computed 
modulo p.)  Compute the polynomials xp, yP, zP2, yP2 using the same 
exponentiation algorithm as for integers. By (6.25) compute Q = [p,](x, y) 
and using the point addition formulas find in symbolic form the composition 
R = ( x p  , yp ), + Q. If R = 0 then t ,  = 0. Otherwise, in order to 
find t ,  compute the x-coordinates of points P = [7-](xP,yP), for all r ,  
0 < r < m. For each r we must verify the equality between X R  and x p .  To 
do that we represent the difference of x-coordinates in the form X R  - z p  = 

u ( x )  - y v ( x )  = 0. Take from this y = u(x)/z)(x),  substitute it in the curve 
equation and obtain some polynomial h,(x) = 0. If h, mod I), # 0 then 
X R  and x p  are different and we must try another value of T. Otherwise, 
if X R  = x p  then compute the y-coordinate of point P and, by similar 
techniques, transform the difference y~ - y p  in a polynomial hy(x)  = 0. If 
hy mod I), = 0 then t ,  = r ,  otherwise t ,  = -r mod m. 

When m = 2, $2 = y and the difficulty arises with computation of 
x p  mod y .  But here one simple observation helps. Since we exclude singu- 
lar curves, our curve may have either one or three intersections with the 
horizontal axis. All other points appear in pairs ( x ,  y ) ,  ( x ,  -y) and there 
is one point at infinity 0. So the number of points on the curve is even or 

2 2  
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odd depending on whether X3 + a X  + b can be factored modulo p or not. 
A simple criterion is known for making such a decision (see, e.g. [Menezes 
e t  al. (1996); Gallager (1968)lj. 

Theorem 6.3 
p if and only if 

A third-degree polynomial F ( X )  cannot be factored modulo 

gcd(F(X), X p  - X) = 1 .  

As a result we have t 2  = 1 if gcd(X3 + aX + b,XP - X) = 1, and t 2  = 0 
otherwise. 

First, give 
the following well-known property of prime numbers (see [Rosen (1992); 
Menezes et  al. (1996)l). 

Let us estimate the complexity of Schoof’s algorithm. 

Proposition 6.1 
n/ Inn. 

T h e  number of pr imes  less than  n is approxzmately 

It follows from Proposition 6.1 that mmax = O(1ogp) and the number 
of moduli for which the computations are performed is O(1ogp). The most 
time-consuming step in the algorithm is the computation of z P 2  and the sim- 
ilar polynomials. If a fast exponentiation method is used, this step requires 
O(1ogp) multiplications with polynomials of degree O(m2) = O(log2 p ) .  
Each multiplication requires O(10g4 p )  numerical multiplications modulo 
p, i.e. there is a total of O(10g5p) multiplications modulo p. One multi- 
plication modulo p requires O(log2 p )  bit operations. So computation of 
xP2 requires O(10g7p) bit operations. Taking into account the number of 
moduli we obtain the overall complexity O(log8 p) bit operations. 

Example 6.4 
ample 6.1 on p. 89: 

Determine the number of points on the curve used in Ex- 

Y 2  = X 3  + 2X + 6 (mod 7) (u = 2,  b = 6). 

First apply the exponential-time algorithm: for all values of X from 0 
to 6 find corresponding values of Y (if any). We shall need a list of squares 
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modulo 7: 

Basics of Contemporary Cryptography f o r  I T  Practitioners 

02 = 0 ,  
1 2 =  1, 

42 = 2 ,  
52 = 4 ,  

2 2 = 4 ,  
3 2 = 9 = 2 ,  

62 = 1 (mod7) 

With the use of this list find the set of points E7(2,6): 

x = 0 ,  y2 = 6 ,  y does not exist, 
x = 1 ,  y2 = 1 + 2 + 6 = 9 = 2 ,  y = 3 and y = -3 = 4 ,  
x = 2 ,  y2 = 8 + 4 + 6  = 4 ,  y = 2 and y = -2 = 5 ,  
x = 3 ,  y2 = 27+ 6 + 6 = 4 ,  y = 2 and y = -2 = 5 ,  
x = 4 ,  y2 = 64 + 8 + 6 = 1, y = 1 and y = -1 = 6 ,  
x = 5 ,  y2 = 125+10+6= 1, y =  1 a n d y =  -1 = 6 ,  
x = 6 ,  y2 = 216 + 12 + 6 = 3 ,  y does not exist. 

Counting the number of points found and adding the point at infinity we 
obtain 

#E7(2,6) = 11 

It is clear that this method cannot be applied if p is large, but we shall use 
the result for checking. 

Begin the execution of Schoof’s algorithm. Three moduli m = 2,3,5 
will suffice since 2 . 3  . 5  = 30 > 4 f i  = 10.58 (in fact, two moduli m = 3,5 
would be enough but we shall use also m = 2 for the sake of exposition). 

For ease of designation, we shall write polynomials as decimal numbers 
(the size of the modulus allows us to do that). Thus, for instance, 

x4 + 5x2 + 2 = lx4 + Ox3 + 5x2 + Ox + 2 = 10502, 
x4 +Z = ix4 +ox3 + o x 2  + i x + 0  = iooio. 

All operations with coefficients will be performed modulo 7. Compute the 
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necessary division polynomials: 

$0 = 0 ,  

$1 = 1,  

$ 2 = 2 y ,  
$3 = 30523, 

$4 = 4y 

$5 = $4$: - $I$: = 4054446 * 10262 - 6025554626356 

1031115 = 4054446y, 

= 5055036550230. 

Now we are to solve Eq. (6.26) for m = 3. Compute modulo $3: 

x7 = 1363 , 
y7 = (y2)3y = 10263y = 1360y, 

2 4 9  = 10 = 2 ,  

y4’ = 102624y = 6y, 
p3 = 7 mod 3 = 1. 

The left side of (6.26) converts to 

Hence, t 3  = 0. 
Now solve Eq. (6.26) for m = 5. Compute modulo $5: 

27 = 10000000, 
y7 = 1064524266~ , 

x4’ = 531353334500, 
y4’ = 650465522521y, 
p5 = 2 .  

Let’s find a point Q = [2](x, y). In general case, it is done by Eq. (6.25): 

4Y2X-lC13 $4 10314 1031115~ 

We can see that XQ # x4’, so we shall look for r > 0. Find a point 
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R = (x4’, y4’) + Q by Eqs. (6.5)’ (6.7)’ (6.8): 

- (1031115 - 650465522521 . 1045431)4013y - 
1045431(10314 - 531353334500 * 4013 

- 541024434205~ 
- 

11 5461562234 ’ 

10314 
1 154615622342 4013 

- 531353334500 - - 5410244342052y2 
X R  = 

- 552631612401 - 
533030166456 ’ 

552631612401) . 541024434205~ - 
533030166456 115461562234 

515441613166~ 
115165441243 ‘ 

- 650465522521y= 

Let’s try T = 1, P = (x7’ y7). Verify the hypothesis XR - xp = 0: 

h, = 552631612401 - 533030166456~10000000 
= 61115566241 # 0 mod $ 5 .  

Try T = 2. Compute P = [2](z7, y7). Here it is convenient to use point 
addition since we add the point (x7, y7) to the previous point P. We obtain 

3 .  100000002 + 2 434232361462 - k =  - 
2.1064524266~ 2051341455~ ’ 

213203662514 
220445441503 ’ 

- 2 * 10000000 = 
4342323614622 
20513414552y2 

xp = 

Verify the hypothesis XR - xp = 0: 

h, = 552631612401.220445441503 - 213203662514.533030166456 
= 0 mod $ 5 .  
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Hence, X R  = xp. Now we need to compare TJR and yp.  We have 

yp = (10000000 - 213203662514) 434232361462 - 1064524266y 
220445441503 2051341455~ 

- 510334350655 - 
221015611231y * 

Verify whether YR - y p  = 0: 

h, = 515441613166~~221015611231~ - 510334350655.115165441243 

= 0 mod $ 5 .  

Hence, t 5  = 2. 
Finally, determine t 2 .  We must find the greatest common divisor for 

z3 + ax + b and x p  - x. Apply the Euclidean algorithm for polynomials. 
Notice that under the large p used in cryptography, we cannot store in 
memory and operate with the polynomial x p  - z. But at the first step of 
Euclidean algorithm the remainder is computed (zp - z) mod (x3 +ax + b ) ,  
therefore it suffices to set as input not the polynomial z p  - z but the 
remainder. So we compute z p  mod (x3 +az+b) using a fast exponentiation 
algorithm and subtract x. After that preparation we run the Euclidean 
algorithm. In out example, 

x7 = 304 mod 1026 , 
x7 - x = 364, 

gcd( 1026,364) = 1 . 

Hence, t 2  = 1. 

et  al. (1996)l. We have 
Now apply the Chinese Remainder Theorem [Knuth (1981); Menezes 

t = l m o d 2 ,  
t = 0 mod 3 ,  
t = 2 mod 5 ,  

N = 2 3 3 . 5  = 30. 

The solution t‘ = t mod N is found by the formula 

3 

t’ = aiNiMi mod N 
i= 1 
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al = 1,  N1 = 30/2 = 15, MI = 15-1 mod2 = 1,  
a2 = 0 ,  N2 = 30/3 = 10,  M2 = lo-' mod 3 = 1 ,  
a3 = 2 ,  N3 = 3015 = 6 ,  M3 = 6-1 mod 5 = 1 .  

Substituting the numbers we obtain 

t' = 1 . 1 5 . 1  + O .  1 0 . 1  + 2 . 6 . 1  = 27. 

To make the solution satisfy the inequality (6.27) subtract the modulus: 

t = t ' - N = - 3 .  

By Eq. (6.23) find 

#&(2,6) = 7 +  1 - (-3) = 11.  

We see that determination of the number of points on the curve is 
not a simple problem. Solving it requires high-performance computers. 
In practice, improved versions of Schoof's algorithm are used that involve 
subtle higher-algebraic constructions. The main feature of these methods 
is the reduction of the degree of division polynomials from O ( m 2 )  down 
to O(m). As a result, the complexity is reduced to O(log6p) and may be 
further decreased down to O(10g4+'p) owing to the use of asymptotically 
faster methods of multiplication and division. 

6.7 Using Standard Curves 

In view of the fact that generating random curves according to the guide- 
lines of Sec. 6.3, especially performing the step of point counting, appears 
quite difficult, it is enough in practice to use the curves suggested by vari- 
ous standards and other sources. For instance, the US standard FIPS 186-2 
[FIPS 186-2 (2000)] suggests specific elliptic curves for several lengths of 
moduli. Generally speaking, there are no restrictions that one well-chosen 
elliptic curve be used by all the users over the world. However such a curve, 
being widely used, will attract considerable forces of cryptanalysts and ad- 
versaries. One cannot rule out the possibility that, in the course of time, 
some attacks on that specific curve will be invented by utilising its hid- 
den properties not taken into account earlier. But this is only a possibility 
which is considered by many specialists as highly improbable. 
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Let us give an example of a real curve suggested by FIPS 186-2 (Curve 
P-256). By a backslash \ we denote the continuation of a number at a 
next line. It is assumed that the curve is defined by the equation Y2 = 
X 3  + aX i- b mod p ,  the number of points on the curve #Ep(a, b )  = n, 
the point G = ( x ~ , y ~ )  is a generator of the working subset of points of 
cardinality q where q is prime. 

= 2256 - 2224 + 2192 + 296 - 1 
= 115792 089210356 248762697 446949407 573530086\ 
143415290 314195533 631308867 097853951 

a = -3 
b = O x  5ac635d8 aa3a93e7 b3ebbd55 769886bc 651d06b0\ 

n = 115792 089210356 248762697 446949407 573529996\ 
cc53bOf6 3bce3c3e 27d2604b 

955224135 760342422 259061068 512044369 
(prime number) 

q = n  
XG = Ox 6bl7dlf2 e12c4247 f8bce6e5 63a440f2 77037d81\ 

YG = O x  4fe342e2 fela7f9b 8ee7eb4a 7cOfQe16 2bce3357\ 
2deb33a0 f4a13945 d898c296 

6b315ece cbb64068 37bf51f5 

We can see that parameters p and a are scarcely be conceived as random, 
and all “randomness” of the curve is determined by the random choice of 
parameter b. 

The first question that arises when we are given a curve such as the one 
above: are there no errors in the record of parameters? Three basic tests 
can be performed to ascertain this. 

(1) Verify that p is prime. 
(2) Verify that the point G = ( x ~ , y ~ )  lies on the curve (satisfies the 

curve equation). 
(3) Verify that n is indeed the number of points on the curve. Note that 

this check makes sense also if we ourselves compute n, e.g. by the use of 
Schoof’s algorithm. In general case, n = hq where h is a small integer and q 
prime. First of all, by trial division and testing primality, one should make 
certain that n complies with the specified form. Then randomly select a 
point P on the curve (one may take P = [k]G where k is a random integer). 
The number n is guaranteed to be the number of points if simultaneously 
[n]P = 0 and [h]P # 0. This condition being unsatisfied, two variants are 
possible: If [n]P # 0 then n is not a number of points; but if [h]P = 0 
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(which is extremely unlikely) then one needs to take another point P. 
In addition to the proposed tests one may verify all other requirements 

described in Sec. 6.3. 
The second question that arises when we are given a “cooked” curve, is 

whether it actually was generated randomly? This question is also impor- 
tant for many other cryptographic schemes. May be, the curve suggested 
possesses some rare property allowing to break the resulting cryptosystem, 
and the one who has manufactured the curve will be able later on to access 
the secret information encrypted with the aid of this curve. To prove that 
the curve was indeed randomly generated, we must prove that its parame- 
ters were chosen randomly but not at will. For instance, for the curve rec- 
ommended above, we must prove that parameter b was selected at random. 
But how can one prove that some number is random? Actually, what we 
need is to prove that it was not systematically constructed. This problem is 
solved as follows. Let h(z )  be a cryptographically secure hash function. To 
generate a number b we select a number s, compute b = h(s) and suggest 
both b and s. If the hash function satisfies all security requirements (see 
Sec. 8.5) then b cannot have any prescribed properties and we can rely on 
it, as it were truly random. The number s is the ‘‘certificate” which proves 
the “purity” of number b (everyone can verify that b = h(s)) .  The elliptic 
curve described above has such a certificate, based on hash function SHA-1 
[FIPS 180-1 (1995)], and the standard specifies the procedure of its usage. 
Therefore me may be sure that the curve is actually random. 

Problems and Exercises 

6.1 The elliptic curve is defined by the parameters p = 11, a = 4, b = 7. 
Determine whether the following points are on the curve: (l,l), (1,2), 

6.2 For the elliptic curve with parameters p = 7, a = 2, b = 6 compute 
the following point compositions: [2](2,2), [2](4,6), (1,3) + (1,4), 

(2,1), (2,2), ( 5 8 .  

(272) + (3,2), (375) + (5,1). 
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Themes for Labs 

In labs, it is recommended to use the elliptic curve with the following 
parameters: 

p = 31991, a = -3 = 31988, b == 1000. 

The number of points on this curve 

n = 32089 (prime number). 

As a generator, one may take the point 

G = (0,5585) 

It is convenient to represent the point at infinity 0 as a point with 
coordinates (0,O). 

6.3 Write the set of programs (program functions) for computation of el- 
liptic curve point addition, doubling, and multiplication. We propose 
several equalities for program testing: 

(51,7858) + (91,5500) = (7252,18353), 

(7777,10935) + (16000,20400) = (12395,26268), 

(12405,28624) + (2963,16300) = (14905,2313), 

(8020,1740) + (8020,30251) = 0, 

[2](0,5585) = (8,19435), 

[2](23161,17992) = (26775,10831), 
[2](110,13171) = (26948,16087), 

[10000](31122,9) = (31180,29596), 
[12345](13140,5033) = (9362,27046), 

[11111](11007,23704) = (850,6718). 

6.4 Make a program implementation of ElGamal cipher on elliptic curve. 
When debugging and testing the program one may use the following 
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example of cipher: 

c = 5103, 

rn = 10000, 
R = (9767,11500), 

e = 11685. 

D = (12507,2027) ; 

k = 523 ; 
P = (25482,16638) ; 

The obtained ciphertext ((9767,11500), 11685) must decrypt to the 
message 10000 under the secret key 5103. 

6.5 Make a program implementation of the algorithms of elliptic curve 
signature generation and verification. As usually, assume that 
h(m) = m. As the parameter q take n = 32089 (the number of 
points on curve). The signed message 

(1000; 4615,5944) 

must be declared valid for the signer whose public key is Y = 

(12224,7207). 



Chapter 7 

Theoretical Security of Cryptosystems 

7.1 Introduction 

One of the first open works on cryptography was [Shannon (1949)l. Shan- 
non considered the classical secret-key cryptosystem as shown schematically 
in Fig. 1.1 (p. 3). In this system, we have a secure channel for transmitting 
secret keys. However notice that in our days we may replace the secure 
channel by a secured channel which is virtually created when the secret key 
is computed by means of public-key cryptographic methods, e.g. Diffie- 
Hellman key agreement or Needham-Schroeder protocol. In this chapter, 
we shall consider only the classical scheme with the secret key, but many 
of the results may be extended to the case of generating secret keys by 
public-key methods. 

We may roughly divide all ciphers into two big classes: 

(1) the schemes unbreakable in principle, which can be strictly proved; 
(2) the schemes whose security is based on impossibility of searching 

through a large number of keys (although, in principle, they can be 
broken). 

In this chapter, we shall study the systems from the first class. The second 
class will be the topic of the next chapter. To expose the matter of this 
chapter we need some elementary notions and facts from probability theory. 
We shall use these without giving strict definitions and proofs which may be 
found in almost any textbook on probability theory, see, e.g. [Feller (1968)]. 
Many of the results discussed in the following sections are due to [Shannon 
(1948)] and [Shannon (1949)I. 

115 
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7.2 Theory of Perfect Secrecy 

Let M = { M I ,  M2, M3,.  . . , M,} be the set of all admissible messages 
(e.g. the set of all texts in English of the length no more than 1000 let- 
ters), K = {Kl,K2,K3,. . , ,Kn} be the set of all possible keys, E = 
{El ,  E2,. . . , Ek} be the set of all cryptograms (i.e. enciphered messages). 
The cryptograms are the functions of the source message and the key, 
i.e. Ej = f ( M i ,  Kl). 

Assume that the set of messages M obeys a probability distribution P,  
i.e. a probability P (Mi )  is defined for all i = 1,2,  . . . , rn. This is an a 
priori distribution which is also known to an adversary. Notation P(AIB) 
will be used, as usual, for conditional probability of event A given event B 
(i.e. P(A1B) is the probability of occurrence of event A provided that event 
B has occurred). 

Definition 7.1 
vide perfect secrecy) if the equality holds 

A cryptosystem is said to be perfectly secure (or to  pro- 

for all Mi, Kz ,  and Ej = f ( M i , K l ) .  

Let’s give some explanations. Suppose that Eve overhears the cryp- 
togram Ej. If Eq. (7.1) holds for all admissible messages then Eve does not 
obtain any information about the message transmitted, i.e. the knowledge 
of Ej is of no use for her. Consider a schematic 

Example 7.1 
be known a priori that 

Let A4 be the set of all 6-letter words in English. Let it 

(7.2) 
P(message = “dollar”) = 0.000150, 
P(message = “bottle”) = 0.000012, etc. 

Suppose we have a non-perfect system and Eve upon interception and com- 
putation obtains the following data: 

P(message = “dollar”) = 

P(message = “bottle”) = 0.9999. 

It means that Eve has, in fact, deciphered the message: she is almost sure 
that the word “bottle” was transmitted because the probability of anything 
else does not exceed 0.0001. 
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Suppose now that we have a perfect system. In this case, for any inter- 
cepted cryptogram Ej, Eve obtains 

P(message = “do11ar”IEj) = 0.000150, 

P(message = “bott1e”IEj) = 0.000012, etc. 

i.e. her a posteriori distribution completely coincides with the a priori dis- 
tribution (7.2). It means that she may pay no attention to the intercepted 
cryptogram but guess the message based on the source probabilities. We 
can see that Eq. (7.1) is actually a reasonable definition of perfect secrecy. 

Explore the properties of perfect secrecy systems. 

Theorem 7.1 
equality is valid 

If a system is perfectly secure (Eq. (7.1) holds) then  the 

for all i and j .  The converse is also true: if (7.3) holds then the system is 
perfectly secure. 

Proof. By definition of conditional probability 

under P(B) # 0. Therefore given P(Ej )  # 0 we can write 

Taking into account Eq. (7.1) we obtain 

i.e. 

So Eq. (7.3) is proved. The converse proposition can be proved by the 
0 reverse chain of the presented equalities, see [Shannon (1949)l. 
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7.3 Vernam Cipher 

This cipher was suggested by American engineer Gilbert Vernam [Vernam 
(1926)l and was used in practice but the proof of its security was given 
much later in [Shannon (1949)]. The Vernam cipher is sometimes called a 
one-time pad. We shall describe the cipher for the case of binary alphabet. 

Let the set of messages M consist of binary words of length n, i.e. there 
are no more than 2" messages. In the Vernam cipher, the set of keys consists 
of the words of the same length n and each key is used with probability 
1/2n. In other words, all keys are used with equal probabilities. 

Let the message be m = m1m2. . . m, and the key fl. = k1k2 . . . kn. Then 
the ciphertext e = e1e2. .  . en is produced by the rule: 

e i = m i @ k i ,  i = 1 , 2  ,..., n ,  (7.4) 

where @ denotes addition modulo 2. In other words, the message is enci- 
phered by the scheme 

ml m2 ... m, 
@ k l  k2 . . .  k, 

el e2 .. . en 

Since addition and subtraction modulo 2 are the same, deciphering is 
done by the rule 

Example 7.2 
Summing up E with E we recover 6 = 01001. 

Let .iFL = 01001, E = 11010. Then we obtain 5 = 10011. 

Theorem 7.2 The Vernam cipher is perfectly secure. 

Proof. By Theorem 7.1 it suffices to prove that (7.3) holds. We have 

P(EjlMi) = P(t?lrTz) 
= P(kl = el @ ml,  k2 = e2 @ m2, . . . , k, = en @ m,) 

= P(& = kl . . . k,) = 2-" 

(in the last equality we used the assumption that all keys are equiprobable). 
Find P (Ej ) .  Provided that events Mi are pairwise mutually exclusive, by 
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total probability formula 

P(Ej )  = c P(Mi)P(EjlMi).  
i = l  

Taking into account that P(EjlMi) = 2-" we obtain 

2n 

P(EJ = 2-" c P ( M i ) .  
i=l  

Since the sum of probabilities of all messages equals 1 we obtain 

P(Ej)  = 2-. 

So, P(EjIMi) = P ( E j )  = 2-", i.e. Eq. (7.3) holds. 0 

It is known that the Vernam cipher was used for securing governmen- 
tal communications, e.g. on the so-called hot line "Moscow-Washington" 
[Menezes e t  al. (1996)l. The key was delivered by a trusted courier. There 
is a point of view that the Vernam cipher is very expensive because the 
length of the key must be equal to the message length. On the other hand, 
the cipher can be used in many practical situations. For example, students 
Alice and Bob can agree to use this cipher for securing their e-mail mes- 
sages when they part for holidays (we advise the reader to work out the 
scheme and write the program assuming that the length of letters they will 
exchange does not exceed 1.44 Mbytes, i.e. the size of a standard floppy 
disk). 

7.4 Elements of Information Theory 

We have proved that the Vernam cipher is perfectly secure but it requires 
the key to be as long as the message. Shannon showed that in any perfect 
secrecy system the key length must be no less than the message entropy 
(the notion we shall define below), i.e. proportional to the message length. 
However in many practical systems, we have to use short keys (say, hun- 
dreds or thousands bits) for encrypting long messages (hundreds kilobytes 
and more). In this case, we may construct the so-called ideal cryptosys- 
tems described firstly by Shannon. For constructing ideal systems and 
studying their properties Shannon suggested to use the notions and re- 
sults of information theory. In this section, we shall define and briefly il- 
lustrate these. A sufficiently complete and strict study can be found in 
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many textbooks, e.g. [Gallager (1968); McEliece (1984); Blahut (1987); 
Welsh (1988)]. It is also useful to consult the pioneering work [Shannon 
(1948)]. The reader may refer to any of these books for strict definitions 
and proofs. 

We begin with definition of the main notion, the Shannon entropy. Let 
a discrete random variable E be given taking on values a l ,  a2,. . . ,ar with 
probabilities PI, Pz, . . . , P,., respectively. 

Definition 7.2 
tion 

The entropy of random variable 6 is defined by the equa- 

H ( ( )  = - 1 Pi log Pi 
i= 1 

assuming 0 log 0 = 0. 

If one uses binary logarithms (i.e. to the base 2 )  then the entropy is 
measured in bits, which is generally accepted in cryptography, information 
theory, and computer science. In case of natural logarithms, the unity of 
measure is nat, in case of decimal logarithms - dit. 

If r = 2 ,  Eq. (7.6) can be written differently with the following notation: 
PI = p, Pz = 1 - p. Then 

The graph of the entropy for this case is shown in Fig. 7.1. 

t:"' 

Fig. 7.1 The graph of binary entropy. 
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Consider the simplest properties of entropy. 

Proposition 7.1 

Proof. We prove the 
second property only for r = 2 since the general case is similar. Explore 
the graph of entropy. We need to find the maximum of function (7.7). For 
that, we find the first and second derivatives of H ( p )  assuming for simplicity 
that the logarithms are natural. 

The first property is quite obvious (see (7.6)). 

Hence H’(p) = 0 if p = 1/2. Find the second derivative 

We can see that H”(p) < 0 when p E (0; 1). It means that the function 
H ( p )  attains the maximum when p = l / 2  and is convex in the interval 
(0; 1). So the graph depicted in Fig. 7.1 is justified. It is plain that under 
any other base of the logarithm the graph will be analogous. 

The third property follows directly from the definition of entropy (7.6): 

The physical sense of the entropy is the quantitative measure of uncer- 
tainty. Consider, for instance, three different random variables (1 ,  J2, J3 

taking on values a1 and a2 (r = 2): 

(1 : P(u1) = 1,  

J3 : P(u1) = 0.01, P(a2) = 0.99. 

P(a2) = 0 ;  
Jz : P ( u ~ )  = 0.5, P(a2) = 0.5 ; 

Intuition suggests that uncertainty of J1 is zero. Actually, 

H ( & )  = - ( l . l o g l +  0 .  logo) = 0 
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Look at J2 and J3. Intuition says that uncertainty of <2 is higher than that 
of &. Compute the entropies: 

H(J2) = 1 bit 

(has been computed above) 

H (63) = - (0.01 . log 0.01 + 0.99 . log 0.99) M 0.08 bit.  

We can see that the entropy is indeed a reasonable measure of uncer- 
tainty. But the matter is not the examples of that sort. The entropy plays a 
key role in many problems of telecommunications and information sciences. 
In particular, the entropy characterises the maximum attainable degree of 
data compression. More exactly, if a source with the (defined below) limit 
entropy h generates a (sufficiently long) message of n symbols, this message 
can be compressed up to nh bits on average. For example, if h = 1/2, the 
message can be compressed to half of its size. Point out that we speak of 
so-called lossless compression when the source message can be recovered 
without distortion. 

Consider now a two-dimensional random variable defined by the follow- 
ing distribution 

Introduce the following notation: 
S 

Pi. = P(J, = ai) = c Pij , 
j=1 

T 

P.j = P(J2 = b j )  = C Pij . 
i= l  

By analogy with (7.6) define the entropy of two-dimensional random 
variable 

T S  

H(J1, J2 )  = - Pij log Paj . (7.9) 
i=l j=1 

Similarly, for a three-dimensional random variable (J1 ,52 ,&)  and probabil- 
ity distribution P i j k ,  define 

(7.10) 
i j k  

The entropy of n-dimensional random variable is defined in the same way. 
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Suppose now that the value of 51 is known but the value of 52 is not. 
Then it is natural to define the conditional entropy 

i=l j=1 

(7.11) 

This is the mean conditional entropy of random variable & under the con- 
dition that the value of & is known. 

Proposition 7.2 (properties of two-dimensional entropy) 

H(51,52) = H ((1) + H (52151) , (7.12) 

in particular, for independent random variables & and &, 

H(52151)  = H (52) 7 

H(51,<2) = H ( t )  + H (E2) . (7.13) 

Recall from probability theory that &,  52  are independent if Pij = PiPj 
for all i and j. The proof of the proposition is quite simple and can be 
found in the literature. We confine ourselves only with its interpretation. 
In the first experiment, let 51 be observed, in the second experiment 52.  

Then the total uncertainty must be equal to the uncertainty of the first 
experiment summed up with the conditional uncertainty of the second. In 
case of independent (1 and 6, the knowledge of one variable does not offer 
any information about the value of the other, which corresponds to (7.13). 

Let an n-dimensional random variable (&, C2, . . . , cn) be given. Then 
the following equation holds: 

H(I1, . . . 7 m> = H(51) + H ( t 2  It1 ) + H(63 I51 , t 2  ) + . . . + H(5n It1 , . . . , tn- 1 ) . 
(7.14) 

For independent random variables, 
n 

H(E1,. . . , rn )  = E m )  
i=l 

(observe that (7.12), (7.13) are special cases of (7.14), (7.15)). 

(7.15) 

In general case, 

Consider a sequence of random variables 51 , &,&,  . . . (ti take on values 
in A ) ,  which may be interpreted as a random process with discrete time. 
We shall assume that this process is stationary, i.e. informally, probabilities 
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for (Ji, . . . , Jn)  are the same as for ( J A + ~ , .  . . 
n and A. 

( ( I , .  . . ,En). Denote by 

for all positive integers 

Let H(J1, . . . , J n )  be the entropy of n-dimensional random variable 

the entropy rate of the nth order and define 

h i  = H ( J n l E 1 , .  . . ,En-1) 

Note the following properties: 

h: i hi-,,  n > 1, 

h i  5 hi-,, n > 1 .  
h, 5 h,+, 

For independent el, & , . . . , tn the equalities 

h i  = h i  = h 

(7.17) 

(7.18) 

(7.19) 

hold. (The process generating independent random variables is said to be 
the memoryless process.) 

Theorem 7.3 For a stationary process, the limits limn+00 h$ and 
limn-, h; exist and are equal. 

Denote the common value of these limits by ha, 

h, = lim h: = lim h i .  (7.20) 
n-00 71-00 

Let the alphabet A = (ul, u2,. . . a,) be given. We know that 

. max H (<I) = log r 

for memoryless processes, therefore, taking into account (7.19) and (7.20), 
we obtain max h, = logr, the maximum being reached for the memoryless 
processes with equal probabilities of letters 1/r. It is natural to introduce 
the quantity 

R = logr - h,  (7.21) 

called redundancy (per source letter). Informally, this is, so to speak, “un- 
used” portion of the alphabet. Redundancy is a quantitative measure of 
mutual dependence and non-uniformity of the letters. Note that in the 
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second example with the Caesar cipher (p. 5), the redundancy of encrypted 
message equals zero since all letters (decimal digits) are equiprobable and 
independent, i.e. h, = log10 and R = 0. And this caused the simple 
Caesar cipher to become unbreakable. 

7.5 Unicity Distance for Secret Key Cipher 

Consider the secret-key cryptosystem shown in Fig. 1.1 (p. 3). Let the 
source generate the message iiz = m1m2.. . m,. Alice and Bob have the 
secret key k, known only to them, and let E = e1e2.. . en be the ciphertext 
produced under that key. 

Example 7.3 Let the memoryless source generate letters over the alpha- 
bet A = {a ,  b, c} with probabilities P(u)  = 0.8, P(b) = 0.15, P(c) = 0.05. 
Let the encrypter substitutes the letters in the message by the other letters 
according to some fixed permutation depending on the key k: 

( a ,  b, C )  k = 1,  

(b,  a ,  c) k = 3 ,  
( a ,  c, b)  k = 2 ,  

( b ,  c, a )  k = 4, 
(c ,  a ,  b)  k = 5 ,  
(c,  b, u)  k = 6 .  

That is, there are 6 possible keys (from 1 to 6) and if e.g. k = 5 ,  the 
following substitution is made in the message: a 4 c, b -+ a,  c -+ b. 

Let Eve has eavesdropped the ciphertext 

and wishes to determine the value of key. Try to do it with her. Compute 
a posteriori probabilities of the keys used. We can do that by the Bayes 
formula 

where E ,  K1, . . . , Kt are some events, Ki mutually exclusive and E c 
C:=, Ki. In our case, event E is the receipt of the ciphertext E = cccbc, 
t = 6 and Ki means that the key k = i was chosen. 
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We assume that all keys are equally likely, i.e. 

Then 

P(EIK1) = P ( f i  = CCC~C) = 0.054 .0.15 x 0.000001 , 
P(EIK2) = P(m = bbbcb) = 0.154 * 0.05 x 0.000025, 

P(EIK3) = P ( f i  = cccac) = 0.8. 0.054 M 0.000005 , 
P(EJK4) = P ( f i  = bbbab) = 0.8 * 0.154 M 0.000405, 
P(E1Ks) = P ( f i  = U C Z ~ C ~ )  = 0.84 .0.05 M 0.020480 , 
P(EIK6) = P ( f i  = ~ a a b a )  = 0A4. 0.15 x 0.061440. 

F'rom this we easily find 

6 C P (Kj )  P (EIKj) M 0.013726 
j=l 

and obtain by the Bayes formula the a posteriori  probability that the key 
k = 1 was used given the ciphertext B = cccbc is received: 

Continuing similarly, find the a posteriori  probabilities of the other keys: 

P(K21E) = P ( f i  = bbbcblg = C C C ~ C )  M 0.000304, 
P(K3[E) = P ( f i  = C C C ~ C ~ E  = CCC~C) M 0.000061 , 
P(K41E) = P(% = bbbable = cccbc) x 0.004918, 

P(K5IE) = P ( f i  = aaacali? = C C C ~ C )  M 0.25 , 
P(K6IE) = P ( f i  = U U U ~ U ~ ~ ?  = CCC~C) x 0.75. 

We can see that the most probable keys are k = 5 and k = 6 ,  the probabil- 
ities of all other keys being less than 0.01. 

We can see that having eavesdropped only 5 letters Eve is able to deter- 
mine the key almost surely. So, from this example and from the example 
with the Caesar cipher (Chapter l) ,  we can conclude that, evidently, there 
exists some critical length of ciphertext, n, after which the key can be 
determined with probability close to 1. More formally it can be written 

H (Klel , .  . . ,en) M 0 .  (7.22) 
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This means that, on average, it suffices to intercept n symbols of ciphertext 
to determine the key used almost surely. The number n satisfying Eq. (7.22) 
is called the unici ty  distance of a cipher. The following result from [Shannon 
(1949)] relates unicity distance with message redundancy and secret key 
entropy. 

Proposition 7.3 (on unicity distance) Let  the secret-key cryptosystem be 
considered and let H ( K )  be the entropy of the key and R the message re- 
dundancy. T h e n  for unicity distance n, the inequality holds 

n >-  H ( K )  
R (7.23) 

Let’s give some notes on this proposition before discussing the proof. 
(1) We can see that if the message redundancy R = 0 then the key will 

never be determined since n = 00. That is, the cipher cannot be broken 
(we have demonstrated this in the example with combination lock (p. 5). 

(2) The redundancy can be decreased by means of data compression. 
The point is that lossless compression preserves the entropy while decreas- 
ing the length of data. Consequently, in the compressed data, the entropy 
per symbol (entropy rate) is higher and the redundancy per symbol (re- 
dundancy rate) is lower, see (7.21). Therefore after the compression, the 
unicity distance of a cipher increases. 

(3) In practice, it is better to use the systems in which the key changes 
long before the unicity distance is reached. 

Proof. We present only the main idea of the proof. Let the adversary 
intercepting the ciphertext E = e l e z . .  . e,  have uniquely determined the key 
and, therefore, the message. It means that her uncertainty is decreased by 
H (K)+H (ml, . . . , m,) since she has learned both the key and the message. 
With that she obtains n letters over an r-letter alphabet { a l ,  . . . u,,}. We 
know that the maximum value of the entropy h, = log r ,  which means that 
the adversary’s uncertainty can be decreased at most by nlogr. Hence 

72 log r 2 H ( K )  + H (m1, . . . , m,) , 
consequently, 

from which we obtain that 
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(here we used the convergence H (ml, . . . , m,) / n  4 h, and definition of 
redundancy (7.21)). 0 

Example 7.4 Let’s estimate the unicity distance for the cipher from 
Example 7.3. We have H ( K )  = log 6 M 2.58, log T = log 3 M 1.58 and the 
entropy per source letter 

H = -(0.810g0.8 + 0.15log0.15 + 0.0510g0.05) M 0.88. 

so 
M 3.7. 2.58 

1.58 - 0.88 n >  

We could see that 5 letters were enough to determine the key almost 
surely and inequality (7.23) corresponds well with our example. 

Let’s show by one more example how mutual dependence of letters in- 
creases redundancy and thereby decreases the unicity distance. 

Example 7.5 Let a Markov source be given, i.e. the source with memory 
in which each next letter probability may depend on the preceding letter. 
The source is defined by the following transition matrix: 

a b c  
a 0 0.9 0.1 
b 0 0.1 0.9 

c 0.4 0.3 0.3 

and initial probabilities P ( a )  = 0.19, P(b) = 0.34, P(c )  = 0.47. It  means 
that the first letter is generated with its initial probability, and each next 
letter is generated with probability given by the row of transition matrix 
corresponding to  the preceding letter, e.g. after the letter a the letters b 
and c may occur with probabilities 0.9 and 0.1, respectively. 

Let, as in Example 7.3, the cipher with 6 possible keys be used and the 
intercepted ciphertext be 

e = bbacbac . 

We can see from the transition matrix that the combination aa is impos- 
sible (the probability of occurrence of a after the preceding a is zero) and 
the combination bb unlikely (the probability of b after b equals 0.1). Con- 
sequently, the first pair of letters in the message is most likely cc, i.e. the 
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substitution c --t b were used in encryption. Then ac in the ciphertext cor- 
responds to either ab or ba in the message. From the transition matrix, the 
combination ba is impossible and only ab remains. Therefore we may con- 
clude that, with high probability, the key is 2, i.e. the second permutation 
was used: 

l c = 2  ( a - + a ,  b - t c ,  c - t b ) .  

NOW compute the exact a posteriori probabilities of the keys as in Ex- 
ample 7.3. Note that the probability of a particular source message equals 
to the product of the first letter initial probability and the probabilities of 
transitions from one letter to another. 

P(EII(1) = P ( 3  = bbacbac) = 0.34 0.1 * 0 = 0 
P(E(K2) = P ( f i  = ccabcab) = 0.47.0.3 * 0.4 * 0.9.0.9.0.4 .0.9 

= 0.016446, 

P(EIK3) = P ( f i  = aabcabc) = 0.19.0 = 0 ,  

P(EIK4) = P ( f i  = aacbacb) = 0.19.0 = 0 ,  
P(EIK5) = P ( f i  = ccbacba) = 0.47.0.3.0.3.0 = 0 ,  
P(EIK6) = P(T% = bbcabca) = 0.34.0.1 .0.9 . 0.4.0.9 .0.9 .0.4 

= 0.003966. 

From this we find 
6 

P (Kj) P (EIKj)  FZ 0.003402 
j=1 

and obtain what we need by the Bayes formula, i.e. a posteriori probabilities 
of keys under the condition that the ciphertext is E = bbacbac: 

These computations confirm the correctness of the above informal observa- 
tion. 
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The unicity distance estimation can be used in constructing cryptosys- 
tems. For instance, it seems reasonable to change the key as the total length 
of encrypted messages approaches the unicity distance. 

New approaches to constructing theoretically secure cryptosystems con- 
nected with the use of special coding methods were suggested in the works 
[Ryabko and Fionov (1997); Ryabko and Fionov (1999a); Ryabko and 
Fionov (1999b); Ryabko (2000)]. The suggested methods are complicated 
for description but efficient from the computational point of view and allow 
for construction of unbreakable secret-key ciphers. The main idea of these 
methods is to ensure, by means of special coding, the zero redundancy of 
the message to be encrypted. One of such methods will be considered in 
the next section. 

7.6 Ideal Cryptosystems 

In Sec. 7.2, the notion of perfect secrecy was introduced and it was shown 
then that the Vernam cipher is perfectly secure. We could see that in 
this cipher the key length equals the message length and the key is used 
only once. If we want to use a short long-term key (which is the demand 
of the majority of practical applications) then what security level can we 
attain at best? In the notes to Proposition 7.3, it was pointed out that 
under the null redundancy of the message the unicity distance is infinite. 
It means that even a short (or, equivalently, applied many times) key used 
for encrypting a very long message cannot be disclosed. In its turn it 
means that an adversary who tries to  recover the message will face the 
uncertainty equal to that of the key. Evidently, it is the best that can 
be reached under the said conditions (it is helpful to recall here again the 
example with combination lock from Chapter 1). These observations lead 
us to the notion of a strongly ideal cipher introduced in [Shannon (1949)]. 

Let the message 17217722.. . mt is encrypted under the secret key E = 

klk2.. . ks and the ciphertext E = e1e2.. . et is produced. Denote by 
H(mlm2. .  . mt) the entropy of the message, by H(E) and H ( k )  the en- 
tropies of the ciphertext and the key, respectively. Then H(mlm2 . . . mtlE) 
is the uncertainty of the message and H(Ela) the uncertainty of the key 
given the ciphertext 2. 

Definition 7.3 The cipher is called strongly ideal if 

H(mlm2..  . mtlE) = H(&?) = min{H(mlrnz.. . mt),  H(K)} .  (7.24) 
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Let's first consider the case when min(H(mlm2. . . mt), H ( k ) }  = 
H ( m l m 2 . .  . mt). In this case the system provides perfect secrecy. Indeed, 
Eq. (7.24) converts to H(mlrn2. .  . mtlE) = H ( m l m 2 . .  . mt) which means 
perfect secrecy by definition, see Eq. (7.1). 

In the other case, when the entropy of key is less than the entropy of 
message, Eq. (7.24) is reduced to 

H(m1m2.. .mtlE) = H(@) = H(E)  (7.25) 

for all sufficiently large t. Since we shall deal mainly with the case when 
the message length t is large (or even infinite) we shall use Eq. (7.25) as 
the definition of a strongly ideal cipher. 

Informally, strong ideality of the cipher means that the number of solu- 
tions of a cryptogram equals the number of possible keys, all the solutions 
being equiprobable (as in the example with combination lock). 

In this section, we shall consider the construction of ideal system sug- 
gested recently in [Ryabko (2000)] but confine ourselves to  the description 
of the main idea only as applied to the case of a binary source with unknown 
statistics, i.e. to the case when the message consists of letters over the al- 
phabet A = {a l ,  a~}, the letters being independent but their probabilities 
unknown. 

Let the source generate potentially unbounded messages m1m2 . . . mt, 
t -+ 00, and there be a fked-length key k = k lk2 . .  . k,, s 2 1. (As we 
mentioned above the per-letter source entropy is assumed to be non-zero 
since, otherwise, there is no necessity to transmit anything.) We shall split 
the message into blocks of n letters where n > 1 is a parameter of the 
method. Denote one of such blocks by m. Describe the transformations 
carried out on each n-letter block. 

First determine the number of individual letters a1 and a2 in m. Let 
there be, say, n1 letters a1 and 712 = n - n1 letters a2. Define u(*) as a 
word of length [log(n + 1)1 bits which encodes n l .  

Now consider the set S of all sequences consisted of n1 letters a1 and 
n2 letters a2. There are 

n! 
IS' = (;J = n1!(n - n l ) !  

elements in this set. Despite the fact that the probabilities of the sequences 
from S are unknown, one thing may be stated - they are equal to each 
other (by independence of individual letters). Set a lexicographic order on 
S (assuming that a1 < a2) and compute the ordinal number of f i  within 
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S (the efficient algorithm [Ryabko (1998)] can be used for this computa- 
tion, but its description goes beyond the scope of the book). Denote the 
computed ordinal by w(m) .  

Split the set S into non-overlapping subsets So, S 1 ,  . . . , S, with the 
numbers of elements equal to the powers of 2 (e.g. if IS1 = 21 then three 
subsets may result with cardinalities 16, 4, and 1). Using w ( a ) ,  determine 
to what subset m belongs (denote the ordinal number of such subset by 
w(%)) and find the ordinal of f i  within this subset (denote this ordinal by 

Look attentively at the ordinal of the message within the subset w ( f i ) .  
What is remarkable, the w(m) is a completely random sequence of zeroes 
and ones (i.e. all bits are equiprobable and independent). Indeed, w(a) 
is the ordinal of one of equiprobable sequences of letters in a set of 2' 
elements (for some b).  The ordinals of all such sequences are all possible 
combinations of b binary digits. But if all combinations of b binary digits are 
equiprobable, then the individual bits are equiprobable and independent. 

So, by processing consecutive blocks of the message in the described 
way we represent the message in the form 

w ( f i ) ) *  

Now describe the procedure of encrypting the transformed message. 
It may seem strange at first sight, but the words u(-) and w(.) are not 
encrypted at all! Only the words w(.) are encrypted under the secret 
key f .  As one of the possibilities, we may use as the cipher the bitwise 
sum modulo 2 with periodically continued key. To describe such a cipher 
enumerate sequentially the symbols of all words w(.) and denote these by 
~ 1 ~ 2 ~ 3 . .  . . Then the encryption is performed according to  the formula 

As a result, we have encrypted the source message by the following way: 

By the algorithm's construction, it is clear that the message can be 
recovered from the right side of (7.26) if we know the secret key f .  First 
we need to decrypt the symbols of the words w(.) by the formula 

wi = zi @ ki mod s (7.27) 
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and then from the words u(.)v(.)w(.) the consecutive blocks of the message 
can be recovered. 

Example 7.6 Let it be required to encrypt the message 

under the 3-bit key = 011. Split the message into two blocks of 5 symbols, 
n = 5. 

Perform the transformation for the first block 6 1  = a2a2a~a2a2. For 
this block, n1 = 1 and u(iii1) = (001)~. Consider now the ordered set of all 
messages consisted of 1 letter a1 and 4 letters a2 (see Table 7.1). There are 
3 = 5 such messages, so we have two subsets So and Sl with the number 
of elements 4 and 1, respectively. 

Table 7.1 
n1 = 1, n2 = 4. 

The set of equiprobable messages; 

Message Ordinal in S S, w 

We can see that f i 1  enters in So under the ordinal 2 = ( 1 0 ) ~ .  So we 
obtain the following two words: v(ml) = 0, w(iizl) = (10)~. 

Now perform the transformation for the second block of the message. 
f i z  = a2a1a2a2a1. For this block, n1 = 2 and u(fi2) = (010)~. Consider 
the ordered set of all messages consisted of 2 letters a1 and 3 letters a2 (see 
Table 7.2). There are $& = 10 such messages, so we have two subsets SO 
and S1 with the number of elements 8 and 2, respectively. 

We can see that f i 2  enters in So under the ordinal 6 = (110)2. So we 
obtain v(iiz2) = 0, w(jj22) = (110)2. 

To that point, we have obtained the following binary code of the trans- 
formed message: 

001 0 10 010 0 110 

(blank spaces here are only for ease of perception; they are not needed for 
unique decoding). 
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Table 7.2 The set of equiprobable messages; 
n1 = 2, n2 = 3. 

Message Ordinal in S S, w 

a1 a1 azaza2 0000 000 
a1 a2a1 a2a2 0001 00 1 
a1 a2azai a2 0010 010 
aia2a2a2ai 0011 so 011 
a2aiaia2a2 0100 100 
a2ai a2ai a2 0101 101 
a ~ a i a ~ a ~ a i  0110 110 
a2a2alalaZ 0111 111 
a2a2aia2ai 1000 s1 0 
a2a2aZalal 1001 1 

Now encrypt the transformed message. The periodically continued key 
looks like k = 011011.. . . Bitwise summation modulo 2 of the words w(.) 
with that key gives 

1 0 1 1 0  
@ 0 1 1 0 1  

1 1 0 1 1  

The ciphertext looks like this: 

e = 001 0 11 010 0 011. 

Discuss now the main properties of the described method. 

Proposition 7.4 

Proof. Without much rigour, the idea of the proof is the following. As 
we have already noted in the method description, the word w(m) for each 
block consists of equiprobable and independent symbols 0 and 1 (is com- 
pletely random, for short). Since the blocks of the message are independent, 
the sequence w ( m , ) w ( i i z 2 ) .  . . = ~ 1 2 ~ 2 ~ 3 . .  . in the transformed message is 
also completely random. But any sequence W I W ~ W ~  . . . corresponds to some 
message and all such messages are equiprobable. Therefore, under substitu- 
tion of any key in deciphering equation (7.27), we obtain some solution, all 
the solutions being equiprobable. As a result, having only the ciphertext, 
we cannot say anything about the key used, i.e. 

The cipher constructed is strongly ideal. 
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Further, each individual message mlm2 . . . mt converts to one and only 
one sequence ~ 1 ~ 2 ~ 3 . .  . and, under a sufficiently large t ,  namely, such 
that the length of the sequence 2 ~ 1 ~ 2 ~ 3 .  . . is no less than the key length, 
each different key, being used in (7.271, will produce different equiprobable 
messages. Therefore 

H(rn1m2 . .  . mtle) = H ( 2 ) .  

Non-zero source entropy guarantees that the required sufficiently large t 
always exists. 

0 

The peculiarity of the described method is that not all transformed 
message is encrypted but only a part of it. In the example provided, it  may 
even seem that too much information remains “open”. What portion of 
information is concealed by the cipher? The following proposition answers 
this question. 

Proposition 7.5 Let the message be generated by a memoryless source 
with the entropy h per letter. Then  for every block ri i  of n symbols, the 
expected length of the encrypted word w(m) satisfies the inequality 

So, we can see that (7.25) holds. 

E(lw( f i ) l )  > nh - 2log(n + 1) (7.28) 

(here E(.)  denotes expectation and I . I the length). 

Proof. The code component u(m) can take on any value from 0 to  n, 
therefore its maximal entropy is log(n + 1). 

The word v ( f i )  can take on any value from 0 to v which is related 
with splitting the set S into the subsets SO, S1, . . . , S,. It is obvious that 
Y 5 [log ISl]. From the well-known inequality IS1 = (,”,) < 2n we obtain 
log (SI < n and, hence, v 5 log 1st < n. Therefore the maximal entropy of 
the word w(m) is less than log(n + 1). 

The entropy of the block H ( f i )  = nh (since the letters are generated 
by a memoryless source). The transformation of the block does not change 
the entropy. Therefore for the entropy of the word w ( m )  we have 

H ( w ( m ) )  > nh - 2 log(n -t 1) 

(we subtract from the block entropy the upper bounds for the entropies 
of u(m) and ~(6)). But as the word w ( 6 )  consists of equiprobable and 
independent symbols 0 and 1, its average length equals the entropy which 
completes the proof. 0 
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Informally, Proposition 7.5 says that “almost all” information of the 
message is contained in the encrypted codeword w if the blocklength n is 
sufficiently large. In other words, the presented cipher conceals “almost 
all” information and even the exhaustive search through the whole set of 
keys does not allow to break the cipher. 

Problems and Exercises 

7.1 Encrypt the message m by the Vernam cipher under the key k: 
(a) m = 1001101011, k = 011O1OO1O1, 
(b) 7tL = 0011101001, k = 1100011100, 

(d) m = 0011100010, k = 0110111001, 
(e) f i  = 1001101011, k = 1000111010. 

(c) m = 1000011100, L = 1001011010, 

7.2 Let a memoryless source generate letters over the alphabet A = 
{a ,  b, c }  with probabilities P(a) ,  P(b), P(c). The encrypter substi- 
tutes the letters using one of the six possible permutations, as in 
Example 7.3. Determine the a posteriori probabilities of keys given 
the ciphertext 8: 

(a) P(a)  = 0.1, P(b) = 0.7, P ( c )  = 0.2, E = abaacac, 
(b) P(u)  = 0.9, P(b) = 0.09, P(c) = 0.01, e = C ~ U C C C ~ ,  

(c) P(u)  = 0.14, P(b) = 0.06, P(c) = 0.8, 8 = bbabbcab, 
(d) P(u)  = 0.7, P(b) = 0.05, P(c) = 0.25, E = C C C U C ~ ~ C ,  

(e) P(a)  = 0.1, P(b) = 0.7, P(c) = 0.2, 8 = abbbbab. 
7.3 For the cipher and sources of Problem 7.2, compute the entropy and 

unicity distance. 
7.4 Given the ciphertext find the a posteriori probabilities of keys and 

corresponding messages if it is known that the cipher of Example 7.3 
was used and the messages are generated by the Markov source de- 
scribed in Example 7.5: 

(a) 2 = bcacbcacc, 
(b) E = caaabaaba, 

(d) E = ~ C U U U ~ C U U ,  

(c) B = aacabcaac, 

(e) 8 = aaacaaaca. 



Chapter 8 

Modern Secret Key Ciphers 

8.1 Introduction 

In this chapter, we shall consider computationally secure secret-key ciphers 
which can theoretically be broken but this will require a huge amount of 
computations, e.g. lozo years for a supercomputer. The main advantage of 
these ciphers is their fast operation. Actually, they encrypt and decrypt 
data essentially faster than public-key and theoretically secure ciphers. In 
the subsequent sections we shall describe the most popular ciphers and the 
modes of operation, but before that, to explain the principles of construc- 
tion of such ciphers we continue the example with the Caesar cipher from 
Chap. 1. 

In Chap. 1 we have considered the ciphertext-only attack on the Caesar 
cipher. It was shown that in case of redundant messages, this cipher can 
be easily broken by the exhaustive key search. Let’s look for the means of 
increasing the security of the Caesar cipher. May be, the first thing that 
comes to mind is to increase the number of possible keys. In this case, Eve 
will spend more time while searching for a correct key. 

The natural way to increase the number of possible keys for the Caesar 
cipher is to use different keys for different symbols of the message. For 
instance, we may encrypt every odd letter with the key kl and every even 
letter with the key kz. Then the secret key k = (kl, kz) will consist of two 
integers and the number of possible keys will be 26’ = 676. Let’s encrypt 
the same message as in Chapter 1 with the key k = (3,5): 

SEQUENCE -% VJTZHSFJ . (8.1) 

This scheme can easily be extended to an arbitrary secret key length 

137 
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k = ( k l ,  k z ,  . . , k t ) z6 .  With t about 10 or more the exhaustive key search 
becomes infeasible. 

Nevertheless, this cipher is easily disclosed by the so-called frequency 
analysis. This analysis is based on statistics of the language in which the 
message is written. The key search begins with the keys corresponding to 
the most frequent letters of combinations. For instance, it is known that 
in a typical text in English, the letter E occurs more frequently than the 
other letters. Look at VJTZHSFJ in (8.1) and determine what letters are 
more frequent at odd and even positions. At even positions, this is the 
letter J.  Make an assumption that it substitutes for the letter E and hence 
kz = J - E = 5. At odd positions, all letters are different (just because the 
message taken for the example is too small). Try to find Icl, as before, by the 
exhaustive search. After several trials we find Icl = 3. So, in this particular 
example, to recover the message from the ciphertext we had to check only 
4 keys out of 676 (specifically, we have checked (0,5), (1,5), (2,5), (3,5)). 

Let’s try to slightly improve the cipher in order to  complicate the fre- 
quency analysis. We need somehow to intermingle the letters, to make 
them affect each other to hide the individual frequencies of occurrence. As 
before, we shall use the key k = ( k l ,  k z )  and encrypt the message in two- 
letter blocks mi, mi+l. One of the simplest variants of the cipher may look 
like this: 

(all operations are modulo 26). Here mi is an odd letter of the message, 
mi+l is the even letter, k l ,  k2 are the key digits, and ci, ci+l the resulting 
symbols of ciphertext. For instance, the pair of symbols SE is encrypted 
under the key k = (3 ,5)  by the following way: 

i.e. SE converts to ZF. 
Note that this cipher is decipherable. The decryption algorithm usually 
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called the inverse cipher is written as follows: 

&+I = ci+l - k2 
?iii =ci-IC1, 

mi+1 = %i+1-  ?hi, (8.3) 

mi = mi - mi+l (mod 26). 

Applying the cipher (8.2) to our message under the key (3,5) we obtain 

SEQUENCE - WAKEREGK 3 ZFNJUJJP . 

Here, for clearness, after the first arrow, the intermediate result is shown 
obtained after the first two operations in (8.2) (this is an “intermingled” but 
not yet encrypted text). We can see that this cipher hides the frequencies of 
letters which complicates the frequency analysis. Of course, the frequencies 
of the pairs (digrams) are preserved but we can conceal they too if encrypt 
in blocks of 3 letters etc. 

So, we have considered two ways of improving the cipher: increasing the 
length of the key and combining symbols into blocks with mixing transfor- 
mations. Both methods are widely used in real modern ciphers. Now we 
shall consider one more trick which is also used in practice. For the sake of 
simplicity, we proceed with the same example. 

The cipher (8.2) is more complicated to Eve compared to the cipher (8.1) 
and gives us the opportunity to consider another scenario of attack. Up to 
this point we considered the ciphertext-only attacks. But what will happen 
if Eve has somehow procured the plaintext corresponding to a ciphertext 
transmitted earlier? Here we have a situation of the known-plaintext at- 
tack (see Chap. 1, p. 5). For instance, Eve has the pair (SEQUENCE, 
VJTZHSFJ) for the cipher (8.1). Then she immediately computes the se- 
cret key kl = V - S = 3, k2 = J - E = 5 and is able to decrypt all further 
messages from Alice to Bob. When the cipher (8.2) is used, the pair (SE- 
QUENCE, ZFNJUJJP) does not allow for such obvious solution, although 
all is simple too. Eve performs the first two operations from (8.2), which do 
not require the secret key, to the word SEQUENCE, obtains the interme- 
diate word WAKEREGK and using the pair (WAKEREGK, ZFNJUJJP), 
as in the previous case, finds the key k = 3,s .  

How one can hamper the Eve’s actions? The idea is simple. In encryp- 
tion, we shall use the cipher (8.2) twice. So we obtain: 

SEQUENCE 3 ZFNJUJJP -% HOZKGRBS . (8.4) 
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Now having the pair (SEQUENCE, HOZKGRBS) Eve cannot derive the 
key, at least, her algorithm is not obvious (she cannot obtain the interme- 
diate word ZFNJUJJP since it was constructed with the use of secret key 
unknown to her). 

In the scheme (8.4), the single realisation of the algorithm (8.2) is called 
the round of cipher. 

We have illustrated the relation between the security of cipher and such 
parameters as the length of key, the blocklength, the number of rounds. 
We have also showed the necessity of “intermingling” transformations. The 
real ciphers employ the same techniques though enhanced to withstand the 
advanced methods of cryptanalysis, such as differential and linear crypt- 
analysis (the reader may consult [Schneier (2000)l as a guide to modern 
cryptanalytic methods). 

8.2 Block Ciphers 

The block cipher can be defined as a transformation of a word (or a block) X 
of length n bits dependent on the key K.  We shall denote the transformed 
word by Y .  For all ciphers considered in this section, the length of word Y 
is equal to the length of word X .  

In other words, the block cipher is an invertible function E (i.e. a func- 
tion for which an inverse function exists). The specific look EK of this 
function is determined by the key K ,  

y = E K ( X ) ,  
x = E K ~ ( Y )  for all x . 

Here EE1 denotes the deciphering transformation and is often called the 
inverse cipher. 

For cryptographic applications, a block cipher must meet a number of 
requirements depending on the situation in which it is used. In most cases 
it is enough to claim that the cipher be secure with respect to the chosen- 
plaintext attack. It automatically assumes its security with respect to the 
known-plaintext and ciphertext-only attacks. One should notice that in the 
chosen-plaintext attack, the cipher can always be broken by the exhaustive 
key search. Therefore the requirement for the cipher to be secure may be 
re-formulated as follows. 

The cipher is secure (under the chosen-plaintext attack) if there exist 
no algorithms for breaking it essentially more efficient than the exhaustive 
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key search. 
We shall content ourselves with this loose definition of security. In fact, 

the compliance to this definition is not proved for any cipher which is in 
use today. To be more realistic we should mention the following. 

The cipher is believed to be secure (under the chosen-plaintext attack) 
if there are no algorithms known for breaking it essentially faster than the 
exhaustive key search . 

In the rest of the section we consider some popular modern block ci- 
phers. Our task is not just to give the description of the algorithms as 
it may be found in the literature but also to explain the basic principles 
of construction of the block ciphers. Besides, our discussion will be help- 
ful for better understanding of the matters set forth in official documents 
(standards). Then we shall study the techniques of using block ciphers for 
solving various cryptographic problems. 

Until recently, no book on cryptography could do without description of 
the cipher DES (Data Encryption Standard). This cipher was adopted as a 
standard of USA in 1977. Its main parameters are: block size 64 bits, key 
length 56 bits, 16 rounds. This cipher was intensively used for more than 
20 years and even today can be met in many working systems. Despite 
numerous attacks on DES it has not be broken. However, the high level 
of computer performance today enables one to break DES by exhaustive 
key search. For instance, in 1993 a technical description was published of 
the system which costed 1 million dollars and allowed to disclose the DES 
key for 7 hours. As a result, DES is not recommended to use in newly 
created cryptosystems. So we do not describe DES. In 2001, after a special 
competition, a new block cipher standard was adopted in USA, called AES 
(Advanced Encryption Standard), which is based on the Rijndael block 
cipher developed by Belgian specialists Vincent Rijmen and Joan Daemen. 

The majority of modern block ciphers are constructed by the schemes 
significantly different from DES. Nevertheless, there is (at least) one active 
cipher built on the same principles as DES. This is the Russian standard 
block cipher, GOST 28147-89. Due to its extremely simple design and by 
historical reasons it will be convenient to begin with. 

8.2.1 

The cipher GOST 28147-89, as follows from its designation, was adopted 
as a standard in 1989 in the USSR and is now used as a standard in Russia 
(the word GOST is an acronym to Governmental STandard). The main 

The GOST 28147-89 Block Cipher 
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parameters of GOST 28147-89 are: key length 256 bits, block size 64 bits, 
number of rounds 32. GOST 28147-89 is more convenient for program 
implementation than DES, there are notices about the gain in 1.5 times. 
Unlike DES, GOST 28147-89 was seemingly not a subject of as thorough 
analysis by the world “open” cryptographic community. Nevertheless, as 
the specialists conclude, the conservative design and the size of main param- 
eters (the key length, the blocklength, and the number of rounds) allow to 
believe that the cipher cannot be weak (see [Schneier (1996)l). No effective 
attacks against GOST 28147-89 have been published. 

GOST 28147-89, as well as DES, is based on the so-called Feistel struc- 
ture [Feistel (1973)]. The block is split into two equal parts, the right R 
and the left L. The right half is combined with the key element and by a 
certain algorithm encrypts the left half. Before the next round the parts 
are replaced with each other. Such a structure allows one to  use the same 
algorithm for decryption as for encryption. It  is of special importance in 
case of hardware implementation because the direct and the inverse ciphers 
are produced by one and the same device (only the order of feeding key 
elements differs). 

Introduce necessary 
notation and definitions. The sequence of 32 bits is called a word. The 
plaintext block X (64 bits), as well as the ciphertext block Y, consists of 
two words, the left L and the right R, L being the high-order word and 
R low-order. The secret key K (256 bits) is considered to consist of 8 
words K = KoK1. . . K7. It  provides the basis for construction of the so- 
called round key W = WOW1 . . . W3, that contains 32 words (the method 
of constructing the round key will be given further on). 

There are 8 tables needed for the cipher operation So, S1, . . . , S, (also 
called S-boxes). Each table contains 16 4-bit elements, numbered from 0 to 
15. Denote by Si[j] the j t h  element of the ith table. The standard recom- 
mends to fill each table with different numbers from the set {0,1,.  . . ,15} 
permuted randomly. The content of the tables forms an extra secret pa- 
rameter that may be common for a large group of users. Note that in DES 
the similar S-boxes are fixed and publicly known. 

Proceed to the description of GOST 28147-89. 

The following operations are used in the cipher: 

+ addition modulo 232; 
* cyclic shift left the specified number of bits; 
@ bitwise “exclusive or” of two words, i.e. bitwise addition modulo 2. 
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Algorithm 8.1 BASIC CYCLE OF GOST 28147-89. 

INPUT: 
OUTPUT: Transformed block L,  R. 
1. 

Block L, R, round key W .  

FOR i = 0, 1, . . . ,31 DO 
2. k +- R+ Wi, k = (k7-”k0)16; 

3. 
4. kj +- Sj[kj]; 

5. 
6. L - R; 
7. RETURN L, R. 

FOR j = 0,1,. . . ,7 DO 

L 6 L 63 ( k  + 11); 

(At Step 4 of the algorithm distinct 4-bit elements of variable k are used.) 
The described LLbasic cycle” is used for encryption and decryption. To 

encrypt a block X, construct the round key 

put X and W to the input and obtain the encrypted block Y as the output. 
To decrypt a block, construct the round key 

i.e. (8.5) in the reverse order, input W ,  Y and obtain X as output. 
A program implementation usually requires to rework the loop begin- 

ning at Step 3 of Algorithm 8.1 since operating with half-bytes is inefficient. 
It is clear that the same transformation can be performed with the use of 
4 tables, 256 bytes each, or two tables, 65536 half-words each. For in- 
stance, when working with bytes, we have k = (ks. . . k0)256 and Steps 3-4 
of Algorithm 8.1 are rewritten as follows: 

3. 
4. kj t T 3 [ k j ] .  

FOR j = 0,1,2,3 DO 

The tables Tj, j = 0,1,2,3, are computed beforehand from S-boxes: 

FOR i = 0,1, .  . . ,255 DO 
Tj[i]  + Szj[i mod 161 + 16S~j+l[i  div 161. 
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The standard says nothing about the rules of generating the keying 
information except the claim that each S-box should contain a permutation 
of different numbers. Yet, it can be seen that, for example, zero key or 
trivially defined S-boxes (mapping k to itself) do not provide the security 
of the cipher. 

8.2.2 

The RC5 and RC6 are modern block ciphers designed by Ron Rivest in 1995 
and 1998, respectively. The cipher RC5 (see [Menezes et al. (1996)l) has 
been a touchstone for many new cryptanalytic methods. We shall describe 
one of the attacks involving RC5 in Sec. 9.5. It must be said that RC5 was 
not completely broken by either of the attacks but some of its “weak spots” 
were demonstrated followed by increasing demands for parameter values. 
As a response to these attacks, the cipher RC6 [Rivest et al. (1998)] was 
suggested which may be viewed as an enhanced version of RC5. RC6 took 
part in the competition for the new US block cipher standard carried out 
in years 1999-2001, had passed to the finals but lost the first place to 
another cipher (Rijndael). Nevertheless, intensive investigations of RC6 in 
the course of competition do not reveal in it any weakness and this cipher 
is highly esteemed by the specialists. For the sake of completeness and for 
further references, we shall describe both ciphers but discuss the design 
rationale only for RC6. 

In RC5, the user specifies the word size w (16, 32, or 64 bits), the 
number of rounds r, and the key length 1 in bytes. A particular variant of 
the cipher is denoted by the template RC5-w/r/Z, e.g. RC5-32/20/16. The 
block always contains two words. The same round key W of 2 r  + 2 words 
is used in encryption and decryption. 

The RC5 and RC6 Ciphers 

The cipher uses the following operations (all on w-bit words): 

+, - addition and subtraction modulo 2”; 
@ bitwise “exclusive or” of two words (the sum modulo 2); 

*, ~f cyclic left and right shifts by a specified number of bits (note that 
given the word size of w bits the number of shift positions is re- 
duced modulo w, such a reduction being usually done automati- 
cally at machine level - the processor uses only low-order logw 
bits of the number defining the shift amount). 

The encryption algorithm is as follows. 
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Algorithm 8.2 RC5: ENCRYPTION. 

INPUT: 
OUTPUT: Encrypted block ( a ,  b). 
1. a t a + W o , b t b + W l ;  
2. 
3. 
4. 
5. RETURN (a ,b ) .  

Two-word block ( a ,  b ) ,  round key W .  

FOR i = 1,2, .  . . , T DO 
a + ( ( a  63 b)  * b)  + WZi, 
b + ( ( b  €9 a )  * a )  + w2i+1; 

To decrypt, undone the process in reverse order. 

Algorithm 8.3 RC5: DECRYPTION. 

INPUT: 
OUTPUT: Decrypted block (a,  b). 
1. 
2. 
3. u t ( (u  - Wzi) 6) 63 6; 
4. 
5. RETURN (a,b).  

Two-word block (a ,  b) ,  round key W 

FOR i = T , T  - 1,. . . ,1 DO 
b + ( ( b  - WZi+l) C-t a )  63 a,  

b c  b -  WI, a + a -  w,; 

The process of round key formation (round key schedule) is more com- 
plicated in RC5 and RC6 than in GOST 28147-89, which is typical for most 
of modern ciphers. In fact, the secret key K is expanded to a longer pseudo- 
random sequence W in order to harden the cryptanalysis of a cipher. 

Denote by c the number of words in the key, c = 81/w. With the round 
key schedule algorithm the secret key K is expanded to the round key W :  

The following “magic” numbers are used in the algorithm: P,, the first w 
bits of the binary expansion for e - 2 where e = 2.718281828.. . is the base 
of natural logarithm, and Q,, the first w bits of the binary expansion for 
- 1 where C#J = (6 - 1)/2 is the golden section. In Table 8.1 the values 

of P, and Qw are given in hexadecimal system for various word lengths. 
With all this in mind, the algorithm of round key formation for RC5 is 

written down as follows. 
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Algorithm 8.4 RC5: ROUND KEY SCHEDULE. 

INPUT: Secret key K. 
OUTPUT: Round key W .  
1. wo +- Pw; 
2. F O R i = 1 , 2  ,..., 2 r + 1  DOWi+Wi-l+Q,;  
3. 
4. 
5. DO k times 
6. 

a +- 0, b t 0, i +- 0, j +- 0; 
k +- 3max(c, 2r + 2); 

Wi +- (Wi + u + b)  Q 3, a +- Wi, 
7. Kj + ( K j + a + b ) ~ ( ~ + b ) ,  b+Kj ,  
8. 
9. RETURN W .  

i t i +  1 mod 2r + 2, j + j + 1 mod c; 

Now we describe the cipher RC6. It is quite close to RC5. In RC6, the 
user also specifies the word size w (16, 32, or 64 bits), the number of rounds 
r, and the key length 1 in bytes (from 0 to 255). But, in contrast to RC5, the 
block consists of 4 words and the round key W of 2r+4 words. A particular 
variant of the cipher is denoted similarly by the template RCG-w/r/l. For 
example, RC6-32/20/16 is the variant with the blocksize and key length 
128 bits, 20 rounds (this variant had been proposed as a candidate for the 
US standard). 

The cipher uses the same operations as RC5 but one new operation is 
added: 

* multiplication modulo 2" 

Algorithm 8.5 RC6: ENCRYPTION. 

INPUT: 
OUTPUT: Encrypted block (a,  b, c, d).  

2. FOR i = 1 , 2 , .  . . , r  DO 
3. 

5. 

7. 

9. RETURN (a,b,c,d). 

Four-word block ( a ,  b, c, d) ,  round key W .  

1. b+-b+Wl, d + d + W 1 ;  

t +- ( b  * (2b + 1)) c-' logw, 
4. u t ( d * ( 2 d + 1 ) )  c-'logw, 

a +- ( ( a  CB t )  Q u) + WZi, 
6. C+- ( ( a 4  *t)+W2i+l ,  

(a ,  b, c, 4 + ( 4  c, d,  a ) ;  
8. a a + W2rf27 c c + W2rf3; 
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To decrypt, as in RC5, undo the process in reverse order. 

Algorithm 8.6 RC6: DECRYPTION. 

INPUT: 
OUTPUT: Decrypted block (a ,  b,  c, d ) .  
1. 

Four-word block (a,  b, c, d ) ,  round key W .  

c +- c - W 2 r f 3 ,  a +- a - Wzr+2; 

(a ,  b, c, d)  +- (4  a ,  b, 4 , 
2. 
3. 
4. 
5. 
6. 
7. 
8. 
9. RETURN (a,b,c,d).  

FOR i = T ,  T - 1,. . . ,1 DO 

t f- ( b  * (2b  + 1)) p logw, 
u t ( d  * (2d + 1)) * logw, 
a + ( (a  - WZ)  ~f u)  CB t ,  
c t ( ( c  - W2i+l) 4 t )  CB u; 

d t d - Wl, b +- b - Wo; 

To describe the round key formation we use the same notation as for 
RC5. 

Algorithm 8.7 RC6: ROUND KEY SCHEDULE. 

INPUT: Secret key K. 
OUTPUT: Round key W .  

2. 
3. 
4. 
5. DO k times 
6. 
7. Kj t ( K j + a + b ) + ( a + b ) ,  b t K j ,  
8. j +- j + 1 mod c; 
9. RETURN W.  

1. Wo t P w ;  
FOR i = 1,2,. . . ,2r + 3 DO Wi +- WGI+ Q,; 
a +- 0,  b t 0, i +- 0, j +- 0; 
k c 3max(c, 27- + 4); 

Wi t (Wi + a + b)  t-' 3, a + Wi, 

i f- i + 1 mod 2r + 4, 

Discuss briefly the main ideas of RC6 construction. First of all, note 
that similarly to DES and GOST 28147-89, in each round of RC6, one half 
of block is used for encrypting the other. Indeed, the values of variables t 
and u (Lines 3-4 of Algorithm 8.5) are determined only by the words b and 
d ,  respectively. Then these variables are used to modify the words a and c 
prior to summation with the elements of the key (Lines 5-6). Therefore, a 
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Table 8.1 “Magic” numbers for RC5 and RC6. 

W 16 32 64 

pw b7el b7e15163 b7e15162 8aed2a6b 
Qw 9e37 9e3779b9 9e3779b9 7f4a7c15 

dependence upon b and d is introduced in a and c.  In the next round, the 
pairs a,  c and b, d exchange the roles, b and d transposed (Line 7). Owing 
to such structure the number of rounds has to be even. 

The function f(z) = (2z2 + z) mod 2” chosen for computation of t and 
u is known to manifest a strong dependence of high-order bits of its value 
upon all the bits of the argument. There are the high-order bits o f f  that 
must determine the shift amount in Lines 5-6 of the algorithm. So these 
bits are put in the low-order bits of t and u by means of rotation v log w. 
The use of “exclusive or7, for modification of a and c is quite traditional 
but the use of data-dependent rotations is a characteristic feature of RC6 
(and RC5). 

Lines 1 and 8 are intended to hide the words unmodified in the first and 
last rounds. 

The recommended number of rounds T = 20 is connected with the results 
of investigating the cipher’s security with respect to differential and linear 
crypt analysis. 

In the course of studying the security of RC6 no weak keys were found, 
i.e. any key, even all zero, ensures the declared security of the cipher. It is 
believed that for RC6-32/20/16 there exist no attacks more efficient than 
the brute force attack. 

8.2.3 The Rijndael (AES) Cipher 

This cipher is designed by Belgian specialists Vincent Rijmen and Joan 
Daemen and has won in the competition AES as was mentioned before. 
In 2001, Rijndael was adopted as the new US standard (AES). Perhaps, 
it will play as important role in practical cryptography as was played by 
DES for decades. Rijndael is noticeably more complicated than RC6 and 
GOST 28147-89 although its computer implementation occurs to be very 
fast. We shall describe only the main ideas behind the construction of the 
cipher. Details and implementation examples may be found in [Daemen 
and Rijmen (2002); FIPS 197 (2001)l. 

The Rijndael/AES cipher is characterised by the block size 128 bits, the 
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key length 128, 192, or 256 bits, and the number of rounds 10, 12, or 14 
depending on the key length. 

Let’s agree on notation. The word (32 bits) is the sequence of 4 bytes. 
The bytes in a word are numbered from 0 (least significant byte) to 3 (most 
significant byte). The data block consists of 4 words that are also numbered 
from 0 to 3. For ease of designation, we shall assume that the ordinal 
numbers of bytes in a word and words in a block are always reduced modulo 
4, without explicit indication. A data block is considered as a matrix 4 x 4 
bytes, the words corresponding not to the rows (as usually) but to the 
columns. For instance, X2,3 denotes the 2nd byte of the 3rd word of block 
X. Nevertheless, the item with only one subscript denotes the word, e.g. X3 

is the 3rd word of the block. We shall follow this agreement in order not 
to change the connected terminology of Rijndael. 

For making transformations in a block, the round key W is used, derived 
from the secret key K .  The length of the secret key 1 implicates the number 
of rounds r: 

1 = 128 + r = 10,  
1 = 1 9 2 + r = 1 2 ,  
1 =256 + r = 14 .  

The round key consists of blocks (per 128 bits), the number of blocks being 
equal to the number of rounds plus 1, 

w = wo, w,, . . . , w, . 
Three criteria formed the basis for the design of Rijndael: security with 

respect to all known attacks, speed and compactness of code, simplicity 
and clearness of design. As distinct from the previous ciphers considered, 
Rijndael does not use any analogue of the Feistel structure. Each round 
consists of three different invertible transformations called layers: 

(1) the linear mixing layer guarantees high diffusion between bytes over 
multiple rounds for masking statistical relations; 

(2) the non-linear layer implemented with S-boxes having optimum non- 
linearity properties precludes the application of the linear, differential, 
and other methods of cryptanalysis; 

(3) the key addition layer performs the encryption. 

Encryption begins and ends with the operation of adding the key. This 
allows to conceal the input of the first round in the known-plaintext attack 
and to make cryptographically meaningful the result of the last round. 
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Algorithm 8.8 RIJNDAEL: ENCRYPTION. 

INPUT: 
OUTPUT: Block Y. 

Block X ,  round key W .  

1. Y c X C B W o ;  
2. FOR2 = 1 , 2 ,  . . . ,  ~ - 1 D 0  
3. Y c SubBytes(Y), 
4. Y t ShiftRows(Y), 
5. Y c MixColumns(Y), 
6. Y c Y e W i ;  
7. Y c SubBytes(Y), 
8. Y +- ShiftRows(Y), 
9. Y t Y e W , ;  

10. RETURN Y. 

The SubBytes procedure (byte substitution) implements the non-linear 
layer. The other procedures, ShiftRows and MixColumns, present the lin- 
ear mixing layer. The key addition layer is realised by means of bitwise 
“exclusive or’’ $. 

Notice that there is no MixColumns transformation in the last round. 
It seems at first sight worsening the structure of cipher. But it is not so. 
Denote the Steps 3-6 of the algorithm by B, R, C, and K, respectively, and 
write the sequence of operations in the form of linear chain: 

KBRCKBRCK * * BRCKBRK . (8.6) 

To decrypt a block one has to perform all operations in the reverse order 
using the inverse functions. As will be shown below, the transformations B 
and R can be swapped without affecting the result. The transformations C 
and K can also be swapped provided some changes are made in the round 
key. Under such alteration the sequence (8.6) is rewritten as 

KRBKCRBKC . . . RBKCRBK . (8.7) 

The sequence (8.7), read from right to left, matches exactly to (8.6). This 
means that we can decrypt the block using the same sequence of operations 
as in encryption. It is important that the sequence of operations BRCK 
(as will be shown below) can be efficiently implemented by table lookups, 
the tables being constantly defined, i.e. independent of either the key or 
the data. 
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Now we proceed immediately to the description of transformations BRC. 
In order to understand the Rijndael transformations one have to learn poly- 
nomial arithmetic (see, e.g. [Knuth (1981)l). However, if the reader is inter- 
ested mainly in computer implementation of the cipher, he/she may jump 
immediately to  p. 156 where efficient tabular algorithms are presented. 

Each data byte in Rijndael is considered as a polynomial with binary 
coefficients 0 and 1 and all operations with coefficients are performed mod- 
ulo 2. For example, 

10010011 = x7 + z4 + z + 1, 

10010011 + 01010001 = (z7  + z4 + z + 1) + (2 + x4 + 1) 

= 2 7  + + 5 = 11000010, 

10010011 * 00000010 = (z7 + z4 + 2 + 1) . z 

= + z5 + z2 + 2 = 100100110. 

In many of Rijndael’s operations, byte-polynomials are multiplied modulo 
the polynomial m(z)  = z8 + x4 + z3 + 2 + 1. For example, 

10010011 ~00000010 mod m(s)  

= (x7 + x4 + z + 1) . z mod (z8 + z4 + x3  + z + 1) 

= (z8 + x5 + x 2  + z) mod (z8 + z4 + x3  + 2 + 1) 
= ( ~ ~ + 2 ~ + 2 ~ + z )  - ( ~ ~ + 2 ~ + 2 ~ + x + I )  = z5+z4+23+~2+1 = 00111101 

(subtraction and addition modulo 2 are the same operation). 
The selected polynomial m(z) has the following important property: 

it cannot be represented as the product of other polynomials with binary 
coefficients (this is an analogue of a prime number in binary polynomial 
arithmetic). As a result, any polynomial a(.) # 0 has the inverse, i.e. the 
polynomial u-l(z)  such that a(.) . mod m(z)  = 1 (the inverse is 
computed by the extended Euclidean algorithm in which all numbers are 
replaced by polynomials). In terms of the theory of groups, one says that 
byte-polynomials constitute a field F2s . 

Each word of data, i.e. a sequence of 4 bytes, in Rijndael is represented 
as a polynomial with coefficients in IF28 , i.e. each byte-coefficient is consid- 
ered as binary polynomial reduced modulo m(z). For example, the word 
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7500a302, written in hexadecimal system, consists of 4 bytes (from most to 
least significant): 75, 00, a3, and 02, and can be represented as polynomial 

7500a302 = ( 7 5 ) ~ ~  + (a3)y + 2 

(here we use the indeterminate y just to avoid confusion between word- 
polynomials and defined above byte-polynomials). The arithmetic of these 
word-polynomials is more complicated but we need not go into details. Now 
we are ready to describe the Ftijndael transformations. 

The transformation SubBytes(Y) is applied independently to each byte 
b in block Y: 

b(z) t b-l(z) mod m(z) 

b(z) t ((z7+ z6+ z5+ z4+ l)b(z) + (z7+ z6+ z2+ z)) mod (z8+ 1). 

The results of this transformation computed for each byte from 0 to 255 
beforehand, are stored in the table S (this is an S-box). Then the trans- 
formation SubBytes(Y) is reduced to performing for each byte b in Y the 
operation 

(0 t 0) , 

b +- S[b] . 
The content of table S is explicitly given in [Daemen and Rijmen (2002)]. 

The transformation ShiftRows(Y) acts upon each row ri in block Y, 
i.e. upon the sequence of ith bytes of block words (i = 0,1,2,3). The op- 
eration involved is the cyclic shift left a specified number of bytes, denoted 
by e. The rule of the transformation is 

ri t (ri c, i), i = 0,1,2,3. 

For example, show the contents of the block before and after ShiftRows 
transformation: 

Y ShiftRows( Y) 
03 02 01 00 
13 12 11 10 
23 22 21 20 
33 32 31 30 

03 02 01 00 
12 11 10 13 
21 20 23 22 
30 33 32 31 

The transformation MixColumns(Y) acts upon each column ci in block 
Y ,  i.e. upon each machine word, i = 0,1,2,3, by the rule 

Ci(Y) a(y)  . Ci(Y) mod (Y4 + 1) 
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where a(y)  = 3y3 + y2 + y + 2. This operation can be written in a matrix 
form 

Here all "elementary" operations are performed on binary polynomials 
modulo m(z). 

It is obvious that operation SubBytes can be swapped with ShiftRows 
without affecting the result since these transformations act upon individual 
bytes. Using the distributivity of polynomial multiplication we can write 

MixColumns(Y @ Wi) = MixColumns(Y) @ MixColumns(Wi) 

So, Mixcolumns transformation and the key addition can also be swapped 
under the condition that the corresponding blocks of the round key (ex- 
cept the first and last) were subjected to the inverse transformation 
MixColumns-'( Wi). All these proves the identity of operation sequences 
(8.6) and (8.7) with the modified key. As a result, we obtain the following 
algorithm for the inverse cipher. 

Algorithm 8.9 RIJNDAEL: DECRYPTION. 

INPUT: 
OUTPUT: Block X. 

Block Y ,  round key W .  

1. X e Y $ W , ;  
2. 
3. X t SubBytes-' (X), 
4. X t ShiftRows-l(X), 
5. X + MixColumns-'(X), 
6. X+X@WWi; 
7. X t SubBytes-l(X), 
8. X t ShiftRows-l(X), 

FOR2 = ~ - 1 , T - 2  , . . . ,  1 DO 

9. X + X @ W , ;  
10. RETURNX. 

The inverse transformations used in the algorithm are defined by the 
natural way. 
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The transformation SubBytes-l(X) is applied to each byte b in X :  

b ( x )  +- (b(z) - (x' + z6 + x2 + x))(~' + x5 + x2) mod (x8 + 1) , 
b(x) +- b-l(x) mod m(z) (0 c 0), 

where x7 + x5 + x2 = (x' + x6 + x5 + x4 + 1)-l mod (x8 + 1). The results 
are stored on the table S-l. The content of table S-' is explicitly given in 
[Daemen and Rijmen (2002)]. 

The transformation ShiftRows-l(X) acts upon each row ri in block X 
according to the rule 

(here L--) denotes the cyclic shift right i bytes). 

block X by the rule 
The transformation MixColumns-' (X) acts upon each column ci in 

where u-l(y) = l l y 3  + 13y2 + 9y + 14. The same in the matrix form looks 
like this: 

(8.9) 

Now proceed to the efficient tabular implementation which we consider 
only for the case of a 32-bit computer. Denote the state of the block by U .  
The sequence of Steps 3-6 of encryption algorithm converts the data block 
from the state U to  a new state Y .  Taking into account the transformations 
performed at Steps 3-6, we can write the computation of each j t h  word 
(i.e. each column) in Y :  

(the rightmost column in the expression is the j t h  word of Wi). Uncovering 
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the matrix multiplication we obtain 

Define the four tables 

Each table is built for b running from 0 to 255 and consists of 256 4- 
byte words. The multiplication operation in the computations is binary 
polynomial multiplication modulo rn(z). Tables Ti do not depend on either 
the key or the data and can be computed in advance. Using these tables 
we can build the j t h  word of the block as follows: 

Now we are ready to write the algorithm in the tabular form (Algo- 
rithm 8.10). For 
instance, for the S-box at  Step 8, one can use low-order bytes of table Tz. 

To construct a tabular version for the inverse cipher we must review the 
observations given above with respect to the inverse transformations. This 

Note that many S-boxes are contained in tables Ti.  
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Algorithm 8.10 

INPUT: 
OUTPUT: Block Y .  

RIJNDAEL: ENCRYPTION (FAST VERSION). 

Block X, round key W .  

1. U t X a 3 W o ;  
2. FORi = 1 , 2 ,  ..., ~ - 1 D 0  
3. F O R j  = 0,1,2,3 DO 
4. 

5. u +- Y ;  

8. K,j +- S [ U i , j - i ] ;  

+ To[Uo,j] CB Ti[ui,j-i] CB Tz[U2,j-2] 
@ T3[U3,j-3] @ wzj; 

6. 
7. 

FOR i = 0,1,2,3 DO 
FOR j = 0,1,2,3 DO 

9. Y + Y @ W y ;  
10. RETURN Y .  

results in obtaining the inverse tables T i ' :  

Given these inverse tables we can write down the decrypting algorithm 
(Algorithm 8.1 1). 

Note once again that all the tables in a ready-to-use form may be found 
in [Daemen and Rijmen (2002)l. 

The last thing to consider is the formation of the round key. In the 
direct and inverse ciphers, it is convenient to divide the round key W into 
4-word blocks. However, the formation of the key must be done in a word 
mode, so let's denote by the letter w with a subscript a distinct word in 
W starting numbering from zero. As it follows from the encryption and 
decryption algorithms, the round key W must consist of T + 1 blocks where 
T is the number of rounds. So the number of words in W equals 4(r + 1). 
In its turn, the number of words in the secret key K ,  which we shall denote 
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Algorithm 8.11 

INPUT: 
OUTPUT: Decrypted block X. 

RIJNDAEL: DECRYPTION (FAST VERSION). 

Block Y ,  round key W .  

1. Ut-Y@Wo;  

3. 
4. 

5.  U t X ;  

8. Xi,j + S-'[ui,j+i]; 
9. X + X @ W , ;  

10. RETURNX. 

2. FORi  = ~ - - 1 , ~ - 2 ,  . . . ,  1 D O  
FOR j = 0,1,2,3 DO 

X j  +- T,'[Uo,j] €3 TT1[U1,j+1] @ Ti1[Uz,j+z] 
@TT1 [u3,j+3] €3 Wi,j; 

6. 
7. F O R j  =0,1 ,2 ,3  DO 

FOR i = O,1,2,3 DO 

by c, may be 4, 6, or 8. First we describe the algorithm for constructing 
W and then discuss some issues. 

Algorithm 8.12 

INPUT: 
OUTPUT: Round key W of 4(r + 1) words. 
1. 
2. 
3. t t wi-1; 

4. 
5 .  
6.  
7. t t SubWord(t); 
8. 
9. RETURN ~ 0 * * * ~ 4 ( ~ + 1 ) - 1 .  

RIJNDAEL: ROUND KEY SCHEDULE. 

Secret key K of c words. 

W +- K (c  words); 
FOR i = C, c + 1,. . . , 4 ( ~  + 1) - 1 DO 

IF i mod c = 0 THEN 

ELSE IF c = 8 AND i mod c = 4 THEN 

wi +- W i - C  @ t; 

t c SubWord(RotWord(t)) @ Rcon[i div c]; 

In this algorithm, SubWord(t) is a function applying the S-box of the 
cipher to each byte of the word t 

[to,tirt2,t3] -+ [s[ti],s[tz],s[t3],s[to]]. 

The transformation RotWord(t) is performed by the cyclic shift of word t 
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left one byte 

[ t o , t i , t 2 , t 3 ]  + [ t i , t 2 , t 3 , t 0 1 .  

The array of round constants Rcon contains the words 

Rcon[i] = [yi, O , O ,  01 

where 

y. - - &-l modm(z) .  

The chosen method for round key schedule must facilitate solving the 
following problems: 

(1) to impede the attack to the cipher if the secret key is partially known 
or related keys (connected by the common rules of construction) are 
used; 

(2) to  eliminate any symmetries within the cipher round and between the 
rounds (the array of round constants Rcon is used for that purpose). 

As we have noted when considering the inverse cipher, to  produce 
the round key for decryption one have to apply the transformation 
MixColumns-' to the blocks of W from the first t o  the next-to-last. 

8.3 Main Modes of Operation of Block Ciphers 

The block ciphers are used for solving many problems in cryptography. In 
this section, we shall consider the main modes of their usage. 

In the previous section, the examples of real block ciphers were given. 
Now we can think of an (idealised) block cipher as a transformation of input 
block X into output block Y depending on secret key K ,  

the following requirements being fulfilled: 

(1) given a known Y ,  but unknown K ,  it is practically impossible to recover 

(2) given arbitrary known X and Y ,  but unknown K ,  it is practically 
x; 
impossible to learn K .  

First we consider the classical problem of encrypting messages by the 
use of block ciphers. 
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8.3.1 ECB Mode 

The acronym ECB comes from Electronic Code Book. In this mode, the 
message X is split into the blocks X = X I ,  X2,  . . . , Xt. Each block is 
encrypted by the block cipher 

r, = E K ( X i ) ,  1 5 i 5 t . 
We obtain the ciphertext Y = Y,,Y2,. . . ,Yt. Decryption is carried out by 
the scheme 

It is easy to see that one can perform decryption by selecting the ci- 
phertext blocks in arbitrary order. This mode is convenient in many cases 
because it is easy to change or delete some fragments of data independently 
of the others and to decrypt starting at any point. This is particularly im- 
portant for database applications. 

However, there may be problems in some situations because the similar 
records will have the similar ciphertexts. We can say that the ECB mode 
preserves the data pattern. It may provide some information to the ad- 
versary. For instance, if the number of difeerent records in a database is 
small then the adversary can make a dictionary of ciphertexts and break 
the database using the frequency analysis. Note that she will not need to 
break the cipher. 

8.3.2 CBC Mode 

The acronym CBC comes from Cipher-Block Chaining. In this mode, the 
ciphertext is produced by the following rule: 

r, = EK(Xi  @ r , - 1 )  , 1 5 i 5 t , 
i.e. each successive plaintext block is covered by the previous ciphertext 
block prior to encryption. The word Yo (often called the initialisation 
vector) must be specified in advance and known to both encrypter and 
decrypter. The resulting ciphertext can be decrypted by the following way: 

xi = y,-l@ E F y q ,  1 5 i _< t . 

With the CBC mode, we obtain the ciphertext in which each successive 
block depends on all of the previous. This mode destroys any data patterns. 
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Even if all plaintext blocks are identical, the ciphertext will consist of dif- 
ferent blocks. The CBC mode is preferable when encrypting the messages 
whose length exceeds the blocksize. The drawback, however, is the absence 
of direct access capability: the message can be decrypted only sequentially, 
starting at the first block. 

Two other block cipher modes will be considered in the context of the 
stream ciphers. 

8.4 Stream Ciphers 

In Sec. 7.3, we have considered the Vernam cipher and established its perfect 
secrecy, i.e. such property that the adversary intercepting the ciphertext 
obtains no information about the message. In the Vernam cipher, the 
ciphertext y1 , y2, . . . , Y k  is produced from the message x1,x2, . . . , Zk under 
the key 21, z2,. . . , Zk by the following encrypting operation: 

yi = xi CB ~i , i = 1,2 ,  . . . , k . (8.10) 

This cipher is perfect only if the key zl,z2,.  . . , Zk consists of equiproba- 
ble and independent bits and is used only once. This leads to the need of 
generating random sequences of very large size and transmitting them over 
secure channels which is highly difficult. Therefore, the idea arose to use 
instead of truly random sequences the sequences generated by the so-called 
pseudo-random number generators. In this case, one may use the initial 
state of the generator as the secret key. Of course, the resulting cryptosys- 
tem will not be perfect anymore. The maximum of what we may expect is 
that breaking such cryptosystem will require an enormous amount of time 
(e.g. it will require the exhaustive search through all possible initial states 
of the generator). As the compensation for the lost of perfection we obtain 
the possibility to use short secret keys (say, several hundred bytes) which 
are significantly easier to maintain and distribute (e.g. they may be created 
by means of public-key techniques). 

The cipher based upon (8.10) where the key sequence z1, z2, .  . . , zk is 
generated by some deterministic algorithm (e.g. pseudo-random number 
generator) is called the stream cipher. As a rule, the source message and 
the key sequence are independent streams of bits. Since the encrypting 
and decrypting transformations are the same for all stream ciphers, the 
latter differ only in the way of construction of pseudo-random number gen- 
erators. Indeed, to recover the message x1,x2,. . . , Xk from the ciphertext 
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y1, yz, . . . , yk produced by (8.10) one needs to generate the same sequence 
z~,zz,. . . , Zk as in encryption, and use the formula 

Z i = y z @ Z i ,  i = 1 , 2  ,..., k .  (8.11) 

Example 8.1 One of the simplest pseudo-random number generators 
called the linear congruential generator operates according to the recur- 
rence 

uitl = (aui + b) mod c (8.12) 

where a, b, c are some constants and ui, ui+l the elements of the produced 
pseudo-random sequence. The initial state is u g .  Take, for instance, a = 5, 
b = 12, c = 23, and let uo = 4. Compute several elements of the sequence: 

u1 = ( 4 . 5  + 12) mod 23 = 9 ,  
212 = ( 9 . 5  + 12) mod 23 = 1 1 ,  
u g  = (11 a 5  + 12) mod 23 = 21 ,  
u4 = (21 . 5  + 12) mod 23 = 2 ,  
u5 = ( 2 . 5  + 12) mod 23 = 22 ,  

u7 = ( 7 . 5  + 12) mod 23 = 1. 

The produced sequence look much like random (it can be converted to 
a bitstream by using binary representations of numbers, or by extracting 
particular bits, etc.). 

'116 = (22 5 + 12) mod 23 = 7 ,  

For the use in cryptographic applications, the generator must meet the 
following main requirements: 

(1) the period of the generated sequence must be large; 
(2) the determination of zi+l given the preceding elements of the sequence 

(3) the sequence generated must be indistinguishable from a truly random 
must be a hard, infeasible problem; 

sequence by statistical tests. 

The above considered linear congruential generator is completely un- 
suitable for cryptographic purposes since the algorithms are known that 
allow to recover all the generator's parameters by examining only a few 
elements of the sequence generated [Plumstead (1982)]. 

As the examples of cryptographically secure pseudo-random number 
generators, we shall consider the OFB and CTR block cipher modes and 
the algorithm RC4. 
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But first, let’s pay attention to one peculiarity which is important for all 
stream ciphers. For encrypting any other message, one must use different 
key K and/or initialisation vector Yo. Otherwise, several messages will be 
encrypted using the same sequence z and such a cipher can be disclosed. 
Let’s explain the essence of the problem. Let two messages UI, 742,. . . ,Uk 
and ul, u2,. . . , uk be encrypted using the same sequence z. Then the ci- 
phertexts will be of the form: 

UI @ z1, uz @ ZZ, . . . , u k  @ %k and 

u1 @ z1, u2 @ 2’2,. . . , Yk @ zk 

Add one ciphertext to  the other and, taking into account the equalities 
zi @ zi = 0, obtain the sequence 

U1 @ 01, U2 @ 212, . . . , Uk @ uk . 

We have obtained the analogue of the so-called running-key cipher in which 
one text is encrypted using the other text taken from a certain place of a 
certain book. It is known that this cipher is insecure although it was used 
in the past [Menezes e t  al. (1996)I. The statistical analysis based on the 
redundancy of the texts allows in most cases to recover both messages. 

8.4.1 

The acronym OFB comes from Output FeedBack. In this mode, the block 
cipher, parametrised by the secret key K and initialisation vector Yo, pro- 
duces a pseudo-random sequence of r-bit numbers z1 , z2 , . . . , Zk which can 
be used in (8.10) and (8.11) for encryption and decryption, respectively. 
We shall assume, as before, that the blocksize of the cipher is n bits. 

The OFB Block Cipher Mode 

The pseudo-random sequence is produced by the scheme 

Y ,  = EK(Y2-1) , 
zi = r high-order bits of Y ,  , 1 I i 5 lc 

(here r, 1 I r _< n, is a parameter of the method). 
If a secure block cipher is used, we obtain a secure generator that meets 

all the above given requirements. More exactly, the average value of the 
sequence’s period (under randomly chosen K and Yo) is about ~ 2 ~ - ~  bits 
(see [Menezes e t  al. (1996)l). Besides, the pseudo-random sequence is 
unpredictable in the sense that the adversary cannot predict (or compute) 
zi+l if she has zl, . . . , zi. The possibility of such prediction would mean for 
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the block cipher to be insecure with respect to the known-plaintext attack. 
The prediction of zi+l is an even more difficult problem than breaking the 
block cipher if r < n [Menezes et al. (1996)]. 

In the OFB mode, the decryption can be carried out only from the be- 
ginning since it is not possible to obtain an arbitrary element of the sequence 
z without having computed the preceding elements. In this sense, the mode 
is similar to CBC. The advantage of the OFB mode is that the sequence z 
can be formed in advance in order to encrypt or decrypt data maximally 
fast when they arrive. It is of importance for the systems processing data 
in real time. 

8.4.2 

The name of this mode comes from the word CounTeR. This mode resem- 
bles the OFB. The difference is that not the previous output of the cipher 
but simply a counter is enciphered. More exactly, the scheme is 

The CTR Block Cipher Mode 

zi = T high-order bits of EK(Yo + i) , i = 1,2,3, .  . . 

where r and Yo are parameters. 
If the “ideal” block cipher is used, this mode ensures the same security 

level as the OFB mode. The advantage of the CTR mode is the possibil- 
ity of direct computation of any element of the sequence z .  It allows for 
encrypting and decrypting any fragments of the message independently of 
each other. 

8.4.3 The RCJ Algorithm 

The algorithm RC4 suggested by Rivest in 1994 (see [Schneier (1996)]) is 
a representative of a class of customised methods designed specially for 
stream ciphers. The pseudo-random generators constructed using such al- 
gorithms are usually much faster than the generators based on block ci- 
phers. 

The RC4 algorithm operates with n-bit words (usually, n = 8). All com- 
putations are performed modulo 2” (the remainder z mod 2” is computed 
extremely fast by masking all but n low-order bits in 2 using logical “and” 
operation) RC4 uses the L-word key K = KoKl . .  . K L - ~  and generates 
the sequence of words ii = ~ 1 ~ 2 ~ 3 . .  . determined by that K .  The state of 
the generator is defined by the table S of 2” words and by two variables i 
and j .  At each time instance table S contains all n-bit numbers (from 0 
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to  2" - 1) somehow mixed. Since every element of the table may take on 
values in the interval [0, 2" - 11, it may be treated in two ways, either 
as a number or as an index to the other element in the table. The secret 
key determines only the initial permutation of numbers in the table. This 
initial permutation is formed by the following algorithm: 

jt-0, S t ( 0 , l )  ..., 2"-1); 
FOR i = 0,1, .  . . ,2" - 1 DO 

j + ( j  + si + Ki mod L) mod 2n, 
sj H si; 

i c o ,  j t o .  

After this is done, the generator is ready to work. The generation of 
a pseudo-random word ui,  i = 1,2,3, .  . . is performed by the following 
algorithm: 

i +- (i + 1) mod 2"; 
j t- ( j  + Si) mod 2n; 
sj 4-i si; 
t + (Si + Sj)  mod 2"; 
uz +- s,. 

Example 8.2 

putations modulo 8): 

Let n = 3, K = ( 2 5 ) ~  ( L  = 2). 
Form the initial permutation of numbers in table S (perform all com- 

j = 0, s = (0,1, 2,3,4,5,6,7), 
i = O ,  j = O + O + 2 = 2 ,  S=(2,1,0,3,4,5,6,7) ,  
i = l ,  j = 2 + 1 + 5 = 0 ,  S=( l , 2 ,0 ,3 ,4 ,5 ,6 ,7 ) ,  
i = 2 ,  j = O + O + 2 = 2 ,  S=( l , 2 ,0 ,3 ,4 ,5 ,6 ,7 ) ,  
i = 3 ,  j = 2 + 3 + 5 = 2 ,  S = ( l , 2 , 3 , 0 , 4 , 5 , 6 , 7 ) ,  
Z=4, j = 2 + 4 + 2 = 0 ,  S=(4 ,2 ,3 ,0 ,1 ,5 ,6 ,7 ) ,  
i = 5 ,  j = O + 5 + 5 = 2 ,  S=(4 ,2 ,5 ,0 ,1 ,3 ,6 ,7) ,  
Z = 6, S = (4,2,6,0,1,3,5,7), 
i = 7 ,  j = 2 + 7 + 5 = 6 ,  S=(4 ,2 ,6 ,0 ,1 ,3 ,7 ,5) .  

j = 2 + 6 + 2 = 2, 
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Now compute several elements of the pseudo-random sequence E :  

i = I , j = O + 2 = 2 ,  S=(4 ,6 ,2 ,0 ,1 ,3 ,7 ,5) ,  t = 2 + 6 = 0 ,  ~ 1 ~ 4 ,  
i = 2 , j = 2 + 2 = 4 ,  S=(4 ,6 ,1 ,0 ,2 ,3 ,7 ,5) ,  t = 1 + 2 = 3 ,  ~ 2 ~ 0 ,  
i = 3 , j = 4 + 0 = 4 ,  S=(4 ,6 ,1 ,2 ,0 ,3 ,7 ,5) ,  t = 2 + 0 = 2 ,  u g = l ,  
i = 4 , j = 4 + 0 = 4 ,  S=(4 ,6 ,1 ,2 ,0 ,3 ,7 ,5) ,  t = O + O = O ,  ~ 4 ~ 4 ,  
Z 5, j = 4 + 3  = 7, S = (4,6,1,2,0,5,7,3), t = 5 + 3  = 0, ~5 =z 4, 
i = 6 , j = 7 + 7 = 6 ,  s= (4 ,6 ,1 ,2 ,0 ,5 ,7 ,3 ) ,  t = 7 + 7 = 6 ,  21657. 

To apply Eq. (8.10) for encrypting write the numbers ui in binary sys- 
tem. In our example, each number ui is represented by 3 bits, so we obtain 

z = 1 0 0 0 0 0 0 0 1 1 0 0 1 0 0 1 1 1  . . .  

8.5 Cryptographic Hash Functions 

We have already met the notion of hash function in Chap. 4 where hash 
functions were parts of digital signature schemes. In those schemes, hash 
functions were used as the “digests” or “representatives” of the messages 
to be signed. The signature was actually produced on the hash function 
value and it was assumed that this value essentially depends on all symbols 
of the message and one cannot alter the message without affecting the 
hash function value. In this section, we shall more strictly formulate the 
requirements and consider one method of construction of cryptographic 
hash functions. 

Definition 8.1 Any function y = h ( q z 2 . .  .x,) which maps the string 
(message) ~ 1 x 2 . .  . z, of arbitrary length n into the word (or number) y of 
a fixed length is called the hash function. 

The example of hash function is the checksum for the message. In this 
case 

h(xlz2, .  .x,) = (21 + 2 2  + . . . + x,) mod 2w 

where w is the size of machine word. The length of the number that contains 
the value of this function is w bits regardless of the length of the message. 
The checksums are often used for detecting unintentional (random) errors 
in the message (it is assumed that upon the error the checksum will change 
with high probability). Nevertheless it is very easy to make an intentional 
error preserving the checksum value. If such hash function had been used in 
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a digital signature scheme, it would have been possible to alter the signed 
document, Therefore, the presented checksum hash function is unsuitable 
for cryptographic use. 

Let’s formulate the main requirements that any cryptographically secure 
hash function must meet. Let z be some string (message). Then 

(1) for any given IC, the computation h(s) must be relatively fast; 
(2) given y, it must be computationally infeasible to find a message z such 

(3) given IC, it must be computationally infeasible to find any other IC’ # z 

(4) it must be computationally infeasible to find any pair of distinct mes- 

that y = ~ ( I c ) ;  

such that h(z’) = ~ ( I c ) ;  

sages z and IC’ for which h ( ~ ’ )  = h ( ~ ) .  

Notice that the first requirement must always be fulfilled since, other- 
wise, the hash function looses any practical meaning. The other require- 
ments are important for various applications. For instance, if the passwords 
are stored in the form of hash function values then the hash function must 
meet the second requirement. For the digital signature schemes, the third 
requirement is important. The fourth requirement is needed in some cryp- 
tographic protocols. Notice that the fourth requirement is stronger than 
the third (i.e. the fulfilment of the fourth implies the fulfilment of the third). 

Designing hash functions that would meet all four requirements is not 
a simple task. Nowadays a number of hash functions are suggested and 
used (e.g. MD5, SHA-1, RIPEMD-160, see (FIPS 180-1 (1995); Menezes 
et al. (1996)l) that are believed to be secure (but this is not proved). The 
descriptions of these and the similar functions are rather bulky. So we shall 
only consider the universal scheme of constructing hash functions based on 
block ciphers. 

Let there be given a block cipher E which maps the input block X into 
the output block Y under the key K ,  

Y = E K ( X ) .  

We present two algorithms for which the length of hash function value 
equals the blocksize of cipher but note that constructions are known that 
allow for the length of hash function value to be a multiple to the blocksize. 
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In the first algorithm, the message is represented as a sequence of blocks 
X I ,  X2, . . . , X,. The last block is padded by zeroes, and sometimes the 
length of the message is written thereto. The value of hash function h 
results from the following iterative process: 

h +-- 0; 
F O R i = l , 2 ,  ..., n DO 

h +- Eh(X i )  @Xi. 

The initial value of h may be some “magic” number rather than zero, 
but it is not important. In this algorithm, the value of h obtained in the 
previous iteration is used as the key to the cipher in the next iteration. 
Therefore, it is assumed implicitly that the length of key is equal to the 
blocksize. However, as we have seen in case of RC6, the length of key can be 
significantly greater than the blocksize (in RC6 the length of key can be as 
large as 255 bytes). In such cases the second algorithm is more appropriate. 

In the second algorithm, the message is represented as a sequence 
X I ,  X2 , .  . . , X,,, in which the length of each element equals the length of 
cipher key. The last element is padded in the same way as in the first 
algorithm. The value of hash function h is computed as follows: 

h t 0; 
FORi =1,2, . . . ,  m DO 

h +- E&(h) @ h. 

Here the message elements play the role of keys for the cipher. 
The presented algorithms satisfy all the requirements to cryptographic 

hash functions provided the underlying block ciphers are secure (see [Gold- 
wasser and Bellare (2001); Menezes e t  al. (1996)I). 
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Chapter 9 

Random Numbers in Cryptography 

9.1 Introduction 

We have seen in the previous chapters that random and pseudo-random 
numbers play an important role in cryptography. Actually, all cryptosys- 
tems that we have described rely on random choice of the keys and various 
parameters. Recall also that perfect secrecy of the Vernam cipher is based 
on the claim that the key sequence consists of equiprobable and indepen- 
dent bits. Finally, we have shown how pseudo-random sequences are used 
in stream ciphers to encrypt messages. It is natural then that the problem 
of generating random and pseudo-random numbers is of great interest for 
the designers of cryptosystems. Moreover, it occurs that many fundamental 
problems of cryptography are closely connected with generating and test- 
ing random numbers. For instance, the theoretical possibility to construct 
secure pseudo-random generators depends on the existence of one-way func- 
tions, and one of the attacks to block ciphers is based on statistical tests 
designed for detecting deviations from randomness. 

In this chapter, we shall consider some problems, ideas, and methods in 
cryptography connected with generation and testing of random numbers. 
We begin with the main question: what is the random number or, more 
generally, the sequence of random numbers? One of the possible definitions 
is the following. This is a (binary) sequence obtained by fair coin tossing 
if the sides of the coin are marked by 0 and 1. More formally the random 
sequence may be defined as a sequence consisting of independent zeroes and 
ones whose probabilities are equal. Sometimes such sequences are called 
completely random but we shall usually omit the adverb for brevity. Other 
random numbers, say, random integers from some interval, can easily be 
produced from binary random sequences and we shall not discuss this issue. 

169 
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The next question is how to generate random numbers in a computing 
environment? It is clear that such “manual” methods as coin tossing and 
drawing cards can hardly be applied. What is really useful is digitising 
the physical processes that are known to contain randomness. These may 
be noises in electrical circuits or electronic components (such as diodes), 
physical particle counters, or computer mouse motions. One of the main 
problems here is the conversion of physical measurements into completely 
random sequences of bits. This problem will be addressed in the next 
section. 

Very often we may (and sometimes shall) use pseudo-random numbers 
instead of random. We have already considered the problem of generating 
cryptographically secure pseudo-random sequences in Sec. 8.4. We shall 
recur to this problem in Sec. 9.3 to discuss some extra issues. 

The demands to the quality of random and pseudo-random numbers 
in cryptography are extremely high. First of all, any statistical deviations 
from the standard must be left out, i.e. zeroes and ones must be equiprob- 
able and independent. For detecting the deviations, special statistical tests 
are used. The US National Institute of Standards and Technology (NIST) 
recommends 16 tests for use in cryptography [Rukhin e t  al. (2001)l. In 
Sec. 9.4 we shall consider some new methods suggested recently that out- 
perform the NIST tests. 

As we have noted in the beginning of the chapter, various branches of 
cryptography are usually connected but this is not always obvious. An ex- 
ample of such connection will be given in the last section where we describe 
the attack to block ciphers that is closely connected with random numbers 
and statistical tests. 

9.2 Refining Physical Random Number Generators 

Assume that we have a physical generator that produces the sequence of 
random zeroes and ones but the bits of the sequence are not equiprobable 
and/or exhibit some correlations. Our task is to convert this sequence into 
completely random. This conversion is often referred to as the refinement 
of the generator. There are two classes of refinement algorithms. The algo- 
rithms of the first class are built on the assumption that the source bits are 
independent but, perhaps, not equiprobable. The second class algorithms 
assume that bits may also be correlated (more exactly, obey some correla- 
tion model). We shall consider only the first class algorithms. The methods 



Random Numbers an Cryptography 171 

of the second class go beyond the scope of the book for two reasons: first, 
for many physical generators (e.g. based on noise diodes), the measure- 
ments made at distant time instances may be considered as independent; 
second, the methods eliminating dependences, as a rule, can do that only 
approximately (i.e. the resulting bits are only “almost” independent), their 
description is complicated and today they are rarely used in practice. But it 
is worth noting that there exist interesting and elegant methods in this field 
described in the literature on cryptography and computational complexity 
(see, e.g. [Nisan and Zuckerman (1996)] and survey [Nisan and Ta-Shma 
(1999) 1). 

So, in the rest of the section, we consider the methods refining the 
sequences of independent but not equiprobable zeroes and ones. 

The first algorithm for solving this problem was due to John von Neu- 
mann (see [Elias (1987)I). For description of the algorithm, introduce the 
necessary notation. Let a memoryless source be given generating letters 
over the alphabet (0, l)  with probabilities 1 - p and p, respectively. The 
probability p may be unknown. I t  is required to convert the sequence gen- 
erated by the source into completely random sequence. 

Von Neumann suggested the following method. The source sequence is 
split into 2-bit blocks that are encoded by the rule 

00 -+A,  O l - i O ,  1 0 + 1 ,  1 1 + A  (9.1) 

where A denotes an empty word. 

Example 9.1 Let the source sequence be m = 1101110110. We split it 
into %bit blocks (delimited by commas): m = 11,01,11,01,10. NOW we 
apply the mapping (9.1) and obtain a completely random sequence Z = 

A, 0, A, 0 , l  = 001. So, we have L‘e~ t ra~ ted”  3 completely random bits from 
10-bit source sequence. 

For justification of the method, notice that the probabilities of the blocks 
01 and 10 are equal since they are p(l  - p )  and (1 - p)p, respectively. 
Therefore, the resulting sequence consists of equiprobable zeroes and ones, 
as required. 

The given example demonstrates the disadvantage of the method defined 
by (9.1): the resulting sequence is much shorter than the source one. More 
exactly, it is easy to see that given t source symbols we obtain tp(1 - p) 
output bits on average. For example, if p is close to 1/2 then we obtain, on 
average, about t / 4  output bits. 
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Peter Elias suggested the conversion method which spends less source 
bits [Elias (1987)l. This is achieved by encoding the blocks of length TI, 

n > 2 (if n = 2, the methods of Elias and von Neumann coincide). To 
measure the effectiveness of the algorithm, Elias introduced the quantity 
rln defined as the ratio of the mean length of resulting codeword to the 
blocklength n. He showed that the natural upper bound for qn is the 
source entropy h(p) .  Recall from Sec. 7.4, Eq. (7.7) that in binary case, 
h(p)  = -(plogp+ (1 -p)log(l - p ) ) .  (It is easy to understand why h(p) is 
the maximum possible value for the ratio between the lengths of output and 
input sequences. Informally, on the one hand, the entropy is a measure of 
uncertainty or randomness of the input sequence. On the other hand, the 
entropy of the output completely random sequence is equal to its length, 
since the entropy of one completely random bit is 1.) 

In fact, the idea of Elias’s approach can be illustrated by one algorithm 
we have already discussed. Revert to the description of the ideal cipher con- 
struction in Sec. 7.6. There is a message generated by a binary memoryless 
source with unknown statistics (i.e. our input to a refinement algorithm, in 
terms of the present section) was transformed to the sequence 

where f i i ,  i = 1 ,2 , .  . . , denote the input blocks of n bits and u(.), w(.), w(.) 
some transformations, w(f iLi )  being completely random. Now the output of 
Elias’s algorithm can be obtained by simply discarding the words u(fi,) and 
w(fii), i.e. it will consist of concatenated words w(f i i ) .  We may summarise 
that using this approach we gain the following refinement conversion of the 
source sequence: 

Example 9.2 Let the same message as in Example 9.1 be generated, 
f i  = 1101110110. Split it into 5-bit blocks: f i  = 11011,10110 where f i 1  = 
11011, 6 2  = 10110. Apply to these blocks the coding method described 
in Sec. 7.6 (with obvious substitution of a1 for 0 and a2 for 1). We obtain 
w(fi1) = ( 1 0 ) ~  and w(fi2) = (110)2, see p. 133. Hence, the source message 
f i  converts to completely random sequence w(fi1)w(f i2):  

1101110110 - 10110. 

So, we have extracted 5 completely random bits. 
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By Proposition 7.5 the average length of each word w(6i) is greater 
than nh(p) - 2log(n + 1). Hence we obtain the lower bound for vn, 

nh(p) - 2 log(n + 1) 2 log(n + 1) 
= h(P) - n Vn > 

It is clearly seen that if n increases, qn approaches h(p) .  
So, the Elias algorithm allows for the effectiveness qn to approach the 

upper bound (Shannon entropy) if the blocksize n increases. But, at the 
same time, it requires the memory size to grow as 2" which makes the 
algorithm intractable for large n. In [Ryabko and Matchikina (2000)], a 
significantly more efficient method was suggested, with the memory size 
growing as n log2 n. We refer the interested reader to the cited paper for 
more details. 

9.3 Pseudo-Random Number Generators 

In Sec. 8.4, we have already considered pseudo-random number generators 
used for constructing stream ciphers and discussed the requirements to 
cryptographically secure generators. In this section, we shall briefly touch 
on some additional issues. 

First, comment on the last two requirements given on p. 161. They claim 
that (a) the determination of the next element of the sequence given the 
preceding elements should be an infeasible problem and (b) the sequence 
produced by the generator should be indistinguishable from a completely 
random sequence by any statistical test. It is clear that computational 
complexity here is crucial. For example, if we are not computationally 
bounded, then any pseudo-random generator can be predicted. Suppose 
we have a generated sequence z1,z2,. . . , zi and wish to predict (to guess) 
the zi+l. We know that the whole sequence depends on some initial (secret) 
state of generator which can be represented as an integer s. We can try 
one value of s after another until such s is found that makes the generator 
produce exactly z1, z2,. . . , zi. Now knowing s we can easily compute zi+1. 
If the length of s is Is1 bits, this approach requires about 21'1 computations 
and is infeasible if Is( is about 100 bits or greater. 

The problem with practical pseudo-random generators, such as RC4, is 
that computational bounds for their security are not determined mathemat- 
ically strictly. In case of block-cipher-based generators the computational 
bound of security is proved to be exponential if the underlying block cipher 
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is “ideal”. But, in turn, for practical block ciphers, the correspondence 
to the “ideality” conditions is not proved. So, many investigators are en- 
gaged in searching for new algorithms of statistical testing and prediction in 
the hope to find some breaches in the generators’ constructions, and some 
recent results in the field will be presented in the following sections. 

However, there exists an elegant theory that allows one to connect the 
above problem with other branches of cryptography and with complex- 
ity theory. A detailed exposition of this theory can be found, e.g. in 
[Goldwasser and Bellare (2001)] but we shall only point out some basic 
results. First, it is shown that the pseudo-random number generators exist 
that produce sequences indistinguishable from completely random by any 
polynomial-time test. This means, in particular, that such sequences can se- 
curely substitute for completely random sequences in polynomial-time algo- 
rithms. Second, it is shown that both requirements to generated sequences, 
marked (a) and (b) above, are equivalent if we deal with polynomial-time 
algorithms. Third, the connection is established between pseudo-random 
number generators and one-way functions which, in particular, allows to 
construct “provably secure” generators based on one-way functions. Quo- 
tation here means that the proofs are valid under certain conditions typical 
for complexity theory, e.g. are based on unproved assumptions about one- 
wayness of certain functions. We shall describe one of such provably secure 
generators based on RSA. 

The parameters of the RSA-based generator are two large primes P 
and Q (P # Q), their product N = PQ, and a number e 2 3 coprime to 
(P - 1)(Q - 1). The initial state xo is a randomly chosen number from the 
interval (1, N - 1). The generator produces a sequence of bits z1,z2, . . . , Zk 

according to the following scheme: 

xi t x:-~ mod N , 
zi t least significant bit of zi , i = 1 , 2 , .  . . , k .  

Note that the number e can be 3 which simplifies exponentiation. 
The described generator is proved to be cryptographically secure under 

the assumption that RSA cannot be broken. This generator is significantly 
slower than the generators described in Sec. 8.4 and is therefore unsuitable 
for stream ciphers. However, it may be used successfully in other tasks 
where high security is paramount. For example, it may be used to  generate 
parameters for cryptographic protocols based on a relatively small random 
number 50. Other generators that make use of one-way functions may be 
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found in the literature, see, e.g. [Goldwasser and Bellare (2001); Menezes 
et al. (1996)]. 

9.4 Statistical Tests for Random and Pseudo-Random 
Number Generators 

Random and pseudo-random numbers are widely used not only in cryptog- 
raphy but also in other fields such as computational mathematics, modelling 
and simulation. This highlights the problem of constructing efficient statis- 
tical tests aimed to detecting possible deviations from randomness. Thus 
the US National Institute of Standards and Technology (NIST) has car- 
ried out an investigation of known statistical tests for random and pseudo- 
random numbers. The results and recommendations for practical usage 
were published in [Rukhin et al. (2001)l. Particularly, 16 methods were 
recommended for use in cryptography. It is important to note that these 
tests were selected as a result of a comprehensive theoretical and experi- 
mental analysis and may be considered as the state-of-the-art in random- 
ness testing. Recently, in a series of works [Ryabko and Pestunov (2004); 
Ryabko et al. (2004); Ryabko and Monarev (2004)l a number of new tests 
were suggested whose performance occurred to be significantly greater than 
that of the NIST tests. In this section, we describe one of these new meth- 
ods. 

In a statistical test for randomness, we consider the main hypothesis 
HO that a bit sequence is generated by the memoryless source with equal 
probabilities of zeroes and ones. Associated with this null hypothesis is the 
alternative hypothesis H I  that the sequence is generated by a stationary 
ergodic source which differs from the source under Ho, H I  = 1HO. 

Let’s describe the test suggested in [Ryabko and Pestunov (2004)]. 
In this test, the input sequence x 1 , x 2 , .  . . , x ,  is divided into subwords 
x 1 , x 2 , .  . . , x , ,  x s + l ,  x ,+2, .  . . , x z S ,  . . . , s 2 1, and the hypothesis H,* that 
the subwords obey the uniform distribution (i.e. each subword is generated 
with the probability Y5) is tested against H,* = -H,*. It is clear that H,* 
is true if Ho is true. The key idea of the test is as follows. All subwords 
from the set { O , l } s  are ordered and this order changes after processing 
each subword x j s + l , x j s + 2 , .  . . , ~ j , + ~ ,  j = 0,1,.  . . , in such a way that, 
loosely speaking, the more frequent subwords have small ordinals. Then 
the frequencies of different ordinals are estimated (instead of frequencies 
of the subwords as, say, for chi-square test [Kendall and Stuart (1961); 
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Knuth (1981)l). The test is based on construction of adaptive code sug- 
gested in [Ryabko (1980)] and called book stuck. 

We shall consider the input sequence as generated by a source over the 
alphabet A = {ul ,  . , , ,us}  (in practice, S = 2" but it is not necessary). 
Suppose we are given a sample u1, u2, . . . , u, generated by the source. 

In the book stack test, all letters from A are ordered from 1 to S and 
this order is changed after observing each letter ut according to the formula 

if ut = a,  

vt+l(u) = vt(u) + I ,  if vt(u) < vt(ut), (9.2) r v t (u ) ,  if vt(u) > vt(ut) 

where vt is the order after observing u1,u2,. . . ,ut, t = 1,. . . ,n, v 1  being 
defined arbitrarily. (For example, we can define v1 = (al, . . . , as).) 

Let us explain informally (9.2). Suppose that the letters from A are 
arranged in a stack, like a stack of books, and d ( u )  is a position of a in the 
stack. Let the first letter u1 of the word ul, up,. . . , u, be a. If it occupies 
the 21-th position in the stack (vl(u) = il), then extract a out of the stack 
and push it to the top. (It means that the order is changed according 
to (9.2).) Repeat the procedure with the second letter u2 and the stack 
obtained, etc. 

It can help to understand the main idea of the suggested method if 
we take into account that, if H1 is true, the frequent letters from A (as 
frequently used books) will have relatively small ordinals (will spend more 
time near the top of the stack). On the other hand, if HO is true, the 
probability to find each letter ui at each position j is equal to 1/S. 

The set of all indexes 
(1,. . . ,S}  is divided into T ,  T 2 2, subsets A1 = {1,2 , .  . . ,k1}, A2 = 
{k l+ l ,  . . . , kp}, . . . , A, = {kr-l+l, . . . , k,.}. Then, using u1, up, . . . , un, we 
calculate how many vt(zt) ,  t = 1, . . . , n, belong to a subset A k ,  k = 1,. . . , T .  

We denote this number by nk. More formally, 

Let's continue the description of the test. 

Obviously, if H,* is true, the probability of the event vt((.t) E Ak is equal 
to [ A j [ / S .  Then, using a usual chi-square test, we test the hypothesis 

Bo = P { d ( X t )  E Ak} = ( A j [ / S  

being based on the empirical frequencies 721,. . . , n,, against H I  = ~ H o .  
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Let us recall that the value 

(9.3) 

is computed, when the chi-square test is applied, see, e.g. [Kendall and 
Stuart (1961); Knuth (198l)l. It is known that z2 asymptotically follows 
the chi-square distribution with (k - 1) degrees of freedom (XE-~) if f i 0  is 
true. If the level of significance (or a Type I error) of the chi-square test 
is a, 0 < a < 1, the hypothesis HO is accepted when x2 from (9.3) is less 
than the (1 - a)-value of the & distribution. 

We do not describe the exact rule for constructing the subsets Al, . . . , 
A,., but recommend to implement some experiments for finding the param- 
eters which make the sample size minimal (or, at least, acceptable). The 
point is that there are many cryptographic applications where it is possible 
to implement some experiments for optimising the parameter values and, 
then, to test the hypothesis based on independent data. For example, in 
case of testing a pseudo-random number generator it is possible to seek 
suitable parameters using a part of generated sequence and then to test the 
generator using a new part of the sequence. 

Let us consider an example. 

Example 9.3 Let 

A = {al,. . , a6}, 211.. . = a3a6a3a3a6a1a6a1, 
T = 2, A1 = {1,2,3} ,  A2 = {4,5,6}, 
v1 = (a12 a27 a37 a4, '35, a6) * 

Then 

nl=O,nz=O; 
nl= 1; 

122 = 1 ;  
n1 = 2 ;  
n1=3; 
n1 = 4 ;  
n1=5; 
nl =6; 
nl=7. 

We can see that the letters a3 and a6 axe quite frequent and the book stack 
test indicates this non-uniformity quite well. Indeed, the average values of 
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n1 and 712 are equal to 4, whereas the real values are 7 and 1, respectively. 

Let us make two notes here. First, we pay attention to the complexity 
of this algorithm. The “naive” method of transformation according to 
(9.2) would take the number of operations proportional to S ,  but there 
exist algorithms which can perform all operations in (9.2) in O(1og S )  time. 
Such algorithms can be based on AVL trees, see, e.g. [Aho et  al. (1976)I. 

The second comment concerns with the name of the method. The book 
stack structure is quite popular in information theory and computer science. 
In information theory, this structure was firstly suggested as a basis of a 
universal code in [Ryabko (1980)l and then rediscovered in [Bently et  al. 
(1986)]. In the literature this code is frequently called “move-to-front” 
(MTF) scheme as it was suggested in [Bently et  al. (1986)I. 

As we have already noted, in [Ryabko and Pestunov (2004); Ryabko and 
Monarev (2004)], the book stack test was compared to the NIST tests. The 
power of book stack test was shown to be significantly greater than that of 
all 16 tests recommended by NIST; see the cited papers for details. 

9.5 Statistical Attack to Block Ciphers 

Cryptanalysis of block ciphers attracts much research, and new results in 
the field are always beneficial for improving constructions of the ciphers. 
Sometimes the complexity of a new attack (measured in the number of 
memory units and operations required for mounting such an attack) might 
be quite large. Nevertheless, even if a relatively small decrease in the attack 
complexity is achieved, in comparison with previously known methods, this 
can motivate further development of the cipher design. Thus linear crypt- 
analysis of DES (see [Menezes e t  al. (1996)l) requires 243 known plaintext- 
ciphertext pairs and is generally considered infeasible in practice. But it 
has made an important impact on the design principles of modern block 
ciphers, that are now resistant to this kind of attack. In this section, we 
described a new attack to block ciphers, referred to as a “gradient statis- 
tical attack”. This attack connects such different problems as randomness 
testing and block cipher cryptanalysis. 

Consider a block cipher with the blocklength n, key length s, and en- 
cryption function E(z ,  K ) ,  where z € (0, l)” denotes a plaintext block, 
and K E (0, l)” a secret key (we need to change the notation slightly as 
compared to Sec. 8.2). The typical values of n and s for modern block 
ciphers are n = 64 or n = 128, s = 128 bits (see Sec. 8.2). The majority 
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round r: 
a + ( ( a  @ b) t-‘ b) + b r + 1  
b + ( ( b  @ a )  + a )  + h r + 2  

output: ( a ,  b) 

of block ciphers are iterated, i.e. involve many rounds of transformations 
usually bracketed by some prologue and epilogue. Either of these, in turn, 
can sometimes be divided into a number of more simple steps. In respect 
of this iterated structure, the secret key K is expanded into a sequence 
of subkeys or round keys k l ,  kz, . . . , kt, where t is the number of “simple 
steps” in a block cipher. Denote by 20 the initial state of block z, and by xi 
the state after the i-th step. So the complete encryption is zt = E(zo, K )  
and this can be written as 

Z t  = Et(Xt-1, k t )  

xt = (a ,b )  

where Ei denotes the encrypting transformation at the i-th step. 

Example 9.4 Consider the cipher RC5 (see p. 145) with the blocklength 
64 and number of rounds r. The encrypting process, with reference to (9.4), 
is as follows: 

input: (a ,b )  

prologue: 
a + a + k l  
b + b + k 2  

round 1: 
a +- ( ( a  @ b) w b) + k3 

b +- ( ( b  CB a )  + a )  + k4 
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must be secure against them. We consider a chosen-plaintext attack for 
the cipher which can be represented by (9.4) with relatively small subkeys. 
Denote the lengths of the secret key and each subkey by lKl and Ikl, re- 
spectively. The exhaustive key-search requires 0(2IKI)  operations (decrypt 
with K = 0,1, .  . . until a known 2 is obtained). Meanwhile, the described 
attack requires O(mt21’1) operations, where m is the number of ciphertext 
blocks sufficient for statistical analysis. The attack succeeds in finding the 
correct subkeys (instead of K itself), provided the statistical test is able to 
detect deviations from randomness in a sequence of m blocks. It is essential 
to use new efficient statistical tests like those presented in Sec. 9.4. As an 
example, we shall consider experimental implementation of the attack with 
respect to RC5 block cipher. 

As we consider the block ciphers that can be described by (9.4), notice 
that the sequence corresponding to (9.4) for decryption is 

Z t - 1  = Dt(% k t )  7 - * * , 20 = Dl(Z1, h) 7 (9.5) 

where Di denotes the decrypting transformation inverse to Ei. 
One of the requirements to a block cipher is that, given a sequence of 

different blocks as input, the cipher must output a sequence of bits that 
looks like completely random (see CTR block cipher mode on p. 163). We 
shall loosely call bit sequences “more random” or “less random” depending 
on how much they differ from a completely random sequence. One way 
to measure randomness is to use some statistic on the sequence with the 
property that less random sequences have greater statistics (to within some 
probability of error in decision). This may be a well-known z2 statistic 
subjected to x2 distribution. Denote such a statistic by y(z), where 2 is a 
bit sequence. 

Denote by a1, a2, . . . , am a sequence of input blocks. Let all the blocks 
be non-random and painvise different. A possible example would be a1 = 1, 
a2 = 2, . . . , a, = m, where the numbers are written as n-bit words. For 
a good block cipher, the encrypted sequence 

E(a1, K )  , E(a2, K )  * - 9 E(am, K )  

must look like random, for any K.  Now recall (9.4). Apply only one step 
of encryption to the input sequence, denoting the result by P I ,  P 2 ,  . . . , Pm: 

P 1  = El(Q1, h ) ,  * .  * 7 Pm = &(am,  h) . 
We claim that the sequence P is more random than the sequence a, 
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i.e. r(P) < $0). After the second step of encryption, the sequence 

EZ(P1, k 2 ) ,  E2(P2, k2) 7 * * * 7 E2(Pm, k2)  

is more random than P, and so on. Each step of encryption increases the 
degree of randomness. 

Notice the obvious consequence: in decryption according to (9.5), the 
randomness of the data decreases from step to step. For example, the 
sequence 

which is a, is less random than P. But what is important: this is true only 
if the decryption is done with the valid key. If the key is not valid, denote 
it by ki, then the sequence 

Q; = Dl(P1, a, . * ' , a:, = DI(Pm, k: )  

will be more random than P, ~ ( a ' )  < -y(P). This is because decrypting with 
a different key corresponds to further encrypting with that key, which is 
the well-known multiple encryption principle [Menezes e t  al. (1996)l. So, 
generally, decryption with an invalid round key increases randomness, while 
decryption with the valid round key decreases randomness. This difference 
can be detected by a statistical test. 

The suggested gradient statistical attack is mounted as follows. First 
encrypt the sequence a l ,  a2, . . . , am, defined above. Denote the output 
sequence by w,  

w1 = E(a1,K) ,  . . . , w, = E(am, K )  . 
(Recall that the cipher involves t rounds or steps, and the length of subkey 
at each step is Ikl.) 

Now begin the main procedure of key search. For all u E {O,l}lkl 
compute a sequence 

and estimate its randomness, i.e. compute y(r t (u) ) .  Find such u* for which 
y(rt(u*)) is maximal. Assume that unknown subkey kt = u*. Note that 
the number of operations at this stage is proportional to rn21'l. 

After that, based upon the sequence rt(kt), repeat the similar compu- 
tations to  find subkey Ict-l. Using r t -1 (k t -1 )  find kt-2, and so on down to 



182 Basics of Contemporary Cryptography foT I T  Practitioners 

kl. The total number of operations to  recover all subkeys is proportional 
to mt21kl. 

We have described the idea of the attack in a pure form. Now let’s 
discuss some implementation variants. 

(1) The measure of randomness y is a parameter. One may apply differ- 
ent measures not only for different ciphers, but also for different rounds of 
the same cipher. As stated above, any statistical test applicable to checking 
the main hypothesis Ho that the binary sequence is truly random versus 
the opposite hypothesis HI that the sequence is not, may be used for that 
purpose. 

( 2 )  The sequence length m was chosen to be constant for simplicity of 
description. In fact, this length may vary in each round. More lengthy 
sequences are needed when cipher’s output becomes more random, i.e. in 
the last rounds. The value of m depends on the power of statistical test 
and the cipher and can usually be determined experimentally. 

(3) Some division of encryption process into simple steps may result in 
a situation where, at a particular step, only part of the block is affected. 
This may reduce the effective length of the sequence to be tested. Thus the 
division of RC5 into steps as shown in Example 9.4, assumes that at the 
odd steps (1, 3, . . . , t - 1) only the left half of the block, a, changes, and 
at the even steps ( 2 ,  4, . . . , t )  the right half, b. Therefore only one half of 
the sequence, virtually m/2 blocks, is to be subjected to statistical tests. 

(3) When searching for a relevant subkey, it is reasonable to keep not a 
single but several candidate subkeys, say, s different values of u E (0, l}lkl 
for which y(rj(u)) is maximal. Besides, when searching for simple se- 
quences and subkeys, the sequential methods, analogous to sequential cri- 
teria in statistics, are appropriate. 

(4) The initial non-random sequence a1, a2, . . . , a, may be constructed 
in different ways. For example, it seems to make sense to choose the se- 
quence in which consecutive words (ai, ai+l) not only contain many equal 
bits but differ in at most one bit (so-called Grey code). Other choices may 
reflect the peculiarities of a particular cipher. 

(5) The last modification may be connected with the fact that many 
modern ciphers with great number of rounds convert even absolutely non- 
random input sequence into something “quite random” (at least not dis- 
tinguishable from a truly random sequence by known tests in acceptable 
time). Let, for instance, the cipher has T rounds and for some simple initial 
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sequence a:, a;, . . . , a: the sequences 

. . .  

are not random under all subkeys k l ,  . . . , k d ,  d < r. Then the suggested 
attack may be modified in the following manner. For each set of subkeys 
k d + l ,  . . . , k, of rounds d + 1, . . . ', r apply the main procedure described 
above and find unknown subkeys k l ,  . . . , k d .  In other words, find subkeys 
kd+l ,  . . . , k, by exhaustive search, and k l ,  . . . , kd by the gradient statistical 
test. To maintain this combined attack O(m2('-d)lkld21kl) operations are 
required, which, depending on certain parameters, can be smaller than 
O(2lKI) for exhaustive key search. 

Let's describe briefly a concrete application of the described attack to 
one of the most popular ciphers, RC5. The experiments were planned 
as follows. First, the degree of randomness of encrypted sequences as a 
function of the number of steps of encryption was analysed. The goal 
was to find the maximal number of steps at which the tests can tell the 
encrypted sequence from truly random. Second, the claim the attack is 
based upon was examined, namely, whether decrypting with a wrong subkey 
increases randomness in comparison with decrypting using a valid subkey, 
more exactly, whether these are distinguishable by the tests. Finally, based 
on the results obtained, the suggested attack started. The experiments 
were carried out on a multiprocessor system containing 10 1-GHz Alpha 
processors with 1G bytes of memory per device. 

The experiments confirm the assumptions as to principal possibility of 
the suggested gradient statistical attack. First, the encrypted sequence gets 
more random as the number of rounds increases. And second, a sequence 
decrypted with invalid subkey is more random than one decrypted with 
valid subkey, and the test can detect this. Some additional tricks dependent 
on the structure of RC5 are used whose description goes beyond the scope 
of the book. To the date, RC5 with 8 rounds can be broken with 233 chosen 
plaintext-ciphertext pairs. 



This page intentionally left blank



Answers to Problems and Exercises 

1.1, a. k = 17. b. k = 23. 

1.2. a. PINEAPPLE (k = 5). b. MANGO ( I c  = 20). 2.1. a. 

3 . 8 = 4 , 3 - 8 . 5 = 4 , 5 = 0  (mod 10). b. 5 = 5 , 1 6 = 5 ,  27=5,  -4=7 ,  
-13 = -2 = 9 , 3 + 8  = 0,3-8 = 6 , 3 . 8  = 2,343.5 = 2.5 = 10 (mod 11). 

2.2. 28 mod 10 = 6, 3' mod 10 = 7, 719 mod 100 = 43, 757 mod 100 = 7. 

5 = 5, 16 = 6, 27 = 7, -4 = 6, -13 = -3 = 7, 3 f 8  = 1, 3- 8  = 5, 

2.3. 108 = 2 * 2 * 3 . 3  * 3, 77 = 7.11, 65 = 5 * 13, 30 = 3 . 3 . 5 ,  159 = 3 * 53. 

2.4. Pairs (25,12) and (40,27) are coprime, the others are not (numbers 
(25,15) are divisible by 5, (13,39) divisible by 13). 

2.5. (~(14) = 6, (~(20) = 8. 

2.6. 453)  = 52, (~(21) = ( ~ ( 7 )  * ( ~ ( 3 )  = 6 9 2 = 12, (~(159) = 2 * 52 = 104. 

2.7. 313 mod 13 = 3 - 312 mod 13 = 3, 522 mod 11 = 5 2 .  51° . 51° mod 11 = 
25 mod 11 = 3, 317 mod 5 = 3. 

2.8. 39 mod 20 = 3 . 38 mod 20 = 3, 214 mod 21 = 22 . 212 mod 21 = 4, 
21°7 mod 159 = 23 . 21°4 mod 159 = 8. 

2.9. 
gcd(33,16) = 1. 

2.10. a. a : = - l , y = 2 .  b. a : = l , y = - 2 .  c. s = 2 , y = - 1 .  

gcd(21,12) = 3, gcd(30,12) = 6, gcd(24,40) = gcd(40,24) = 8, 

d. 2 l , ~  = -2. 

2.11. 3-1 mod 7 = 5, 5-l mod 8 = 5, 3-1 = 18, lo-' = 16 (mod 53). 

2.12. The primes less than 100 are: 2, 3, 5, 7, 11, 13, 17, 19, 23, 29, 31, 
37, 41, 43, 47, 53, 59, 61, 67, 73, 79, 83, 89, 97. Among them, the numbers 
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5, 7, 11, 23, 47, 59, and 83 correspond to the form p = 2q + 1. 

2.13. If p = 11 then generator g may be either 2, 6, 7, or 8. 

2.14. a. YA = 20, YB = 17, ZAB = 21. b. YA = 13, YB = 14, 
ZAB = 10. C. YA = 21, YB = 9, ZAB = 16. d. YA = 8, YB = 5, 
ZAB = 9. 

2.15. a . d A = 1 1 , d B = 1 3 , r c l = 1 7 , z 2 = 5 , 2 3 = 6 , x 4 = 4 .  b . d A = 3 ,  
d B  = 19, 21 = 8, 2 2  = 12, 2 3  = 3, ~4 = 6. C.  d~ = 5, dB = 11, XI = 14, 
2 2  = 10, 2 3  = 3, 2 4  = 10. d. d A  = 5, dB = 15, 2 1  = 7, 2 2  = 21, 2 3  = 14, 

e. YA = 6, YB = 17, ZAB = 16. 

x4=17.  e. d ~ = l l , d ~ = 5 , ~ 1 = 1 5 , ~ 2 = 2 , ~ 3 = 8 , ~ 4 = 9 .  

2.16. a. d g = 1 3 , ~ = 1 4 , e = 1 2 , m ' = 5 .  b. d g = 1 6 , r = 9 , e = 1 5 ,  
m' = 10. c. d B  = 15, r = 16, e = 14, m' = 10. d. dB = 21, r = 14, 
e = 1 2 , m ' = 5 .  e. d g = 8 , r = 5 , e = 5 , m 1 = 1 0 .  

2.17. 
( ~ ( N A )  = 48, C A  = 29, e = 50, m' = 20. 
C A  = 43, e = 52, m' = 17. 
m' = 30. 

2 . 1 8 . m = l l l .  3.1. a . x = 1 7 .  b . x = 1 0 .  c . x = 2 8 .  d . z = 1 4 .  

e. x = 30. 

3.2. a . x = 2 0 .  b . x = 4 5 .  c . x = 3 4 .  d . x = 5 3 .  e . x = 2 5 .  

3.3. a. x = 10000. b. 2 = 20000. c. x = 1000. d. IC = 12345. 
e. x=25000. 

4.1. a . s = 2 8 .  b . s = 3 0 .  c . s = 2 6 .  d . s = 7 1 .  e . s = 1 8 .  

a. N A  = 55, ( ~ ( N A )  = 40, C A  = 27, e = 23, m' = 12. b. N A  = 65, 
NA = 77, ~ ( N A )  = 60, 

d. NA = 91, ( ~ ( N A )  = 72, C A  = 29, e = 88, 
C. 

e. NA = 33, ~ ( N A )  = 20, C A  = 7, e = 9, m' = 15. 

4.2. a. (7,28) is authentic, (22,15) is not, (16,36) is authentic. 
b. (6,42) no, (10,30) yes, (6,41) yes. c. (13,41) yes, (11,28) no, (5,26) 
yes. d. (15,71) yes, (11,46) no, (16,74) yes. e. (10,14) no, (24,18) yes, 
(17,8) yes. 

4.3. a. y = 2 2 , r = 1 0 , ~ = 1 5 , I c - ~ = 1 5 , ~ = 5 .  b. y = 9 , r = 1 9 ,  
U =  13, k-' = 3, s = 17. C. y = 10, T =  21, u = 11, k-' = 17, S =  11. 
d. y = 6 , r = 1 7 , ~ = 7 , I c - ~ = l 9 , s = l .  e. y = l l , r = 7 , ~ = 1 8 ,  
k-l = 7, s = 16. 

4.4. a. (15; 20,3) yes (y' = 1, T' = 19, gh = 19), (15; 10,5) yes (y' = 1, 
rs = 19, g h  = 19), (15;19,3) no (y' = 22, rs = 5, gh = 19 # 18). 
b. (5; 19,17) yes (y' = 13, rs = 21, gh = 20), (7; 17,8) no (y' = 3, rs = 18, 
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gh = 17 # 8), (6;17,8) yes (y' = 3, rs = 18, gh = 8). c. (3;17,12) yes 
(y' = 17, rs = 6, gh = lo) ,  (2; 17,12) no (y' = 17, rs = 6, gh = 2 # lo),  
(8;21,11) yes (y' = 7, rs = 22, g h  = 16). d. (5;17,1) yes (y' = 12, 
rs = 17, gh = 20), (5;11,3) yes (y' = 1, rs = 20, g h  = 20), (5;17,10) 
no (y' = 12, rs = 4, g h  = 20 # 2). e .  (15;7,1) no (y' = 7, rs = 7, 
gh = 19 # 3), (10; 15,3) yes (y' = 10, rs = 17, gh = 9), (15; 7,16) yes 
(y' = 7, rs = 6, gh = 19). 

4.5. a. y = 1 4 , r = 3 , s = 8 .  b. y = 2 4 , r = 3 , s = l .  c .  y = 4 0 ,  
r = 9 , s = 8 .  d. y = 2 2 , r = 9 , s = 5 .  e.  y = 6 4 , r = 7 , s = 3 .  

4.6. a. (10;4,5) no (s-l = 9, u1 = 2, u2 = 3, a"] = 40, yu2 = 64, 
21 = 3 # 4), (10;7,4) yes (s-l = 3, u1 = 8, u2 = 10, a"' = 24, yU2 = 24, 
w = 7), (10;3,8) yes (s-l = 7, u1 = 4, up = 10, a"' = 15, y"2 = 24, w = 3). 
b. (1;3,1) yes (s-' = 1, u1 = 1, u2 = 3, a"' = 25, yU2 = 22, = 3), 
(1;9,1) yes (s-l = 1, u1 = 1, u2 = 9, a"' = 25, yU2 = 62, w = 9), (1;4,5) 
no (s-' = 9, u1 = 9, up = 3, a"' = 64, y"2 = 22, w = 1 # 4). C. (7;7,4) 
yes (s-' = 3, u1 = 10, 212 = 10, a"' = 59, yU2 = 62, w = 7), (7; 9,2) no 
(s-' = 6, u1 = 9, u2 = 10, a"' = 64, y"2 = 62, w = 4 # 9), (5; 9,8) yes 
(s-' = 7, u1 = 2, up = 8, a"' = 22, y"2 = 9, w = 9). d. (6;9,5) yes 
(s-' = 9, ui  = 10, u2 = 4, a"' = 59, yu2 = 24, z, = 9), (8;8,3) no (s-' = 4, 
~1 = 10, up = 10, a"' = 59, yu2 = 64, w = 2 # 8), (7; 4,7) yes (s-' = 8, 
u1 = 1, up = 10, a"' = 25, yU2 = 64, w = 4). e.  (10;7,8) yes (s-l = 7, 
u1 = 4, uz = 5 ,  a"' = 15, yU2 = 25, z, = 7), (7; 7,3) yes (s-l = 4, u1 = 6, 
u2 = 6, a"' = 62, yU2 = 59, w = 7), (8;7,5) no (s-' = 9, u1 = 6, up = 8, 
a"' = 62, yu2 = 62, w = 3 # 7). 

5.1. a. d~ = 17, d~ = 9, Alice's hand is y, Bob's is p; transmitted over 

the channel are the numbers (11, 20, 21), ( l l ) ,  (14, lo), (17). b. d~ = 19, 
d B  = 3, Alice's hand is y, Bob's is a; transmitted over the channel are the 
numbers (17, 19, 5), (19), (15, 19), (19). c.  d A  = 7, d s  = 15, Alice's 
hand is a, Bob's is p; transmitted over the channel are the numbers (11, 7, 
lo) ,  (7), (11, 20), (21). d. d A  = 5, d~ = 19, Alice's hand is a, Bob's is p; 
transmitted over the channel are the numbers (21, 15, ll), ( l l ) ,  (10, ll), 
(5). e. dA = 3, d B  = 9, Alice's hand is a, Bob's is y; transmitted over 
the channel are the numbers (19, 14, 17), (19), (21, 15), (15). 

5.2. 
i = 13, r-l = 20, bank note is (99,22). 
bank note is (55,55). 
e. h = 49, d = 70, r-' = 4, bank note is (77,42). 

a. h = 103, d = 52, r-l = 24, bank note is (11,58). b. h = 13, 
c .  fi = 58, d = 74, r-l = 12, 

d. h = 37, d = 46, r-l = 8, bank note is (44, l l ) .  
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6.1. Only the following points from the list are on the curve: (1,1), (2,1), 
and (5,8). 

(2,2) + (3,2) = (2,5), (3,5) + (5,1) = (3,2). 7.1. a. 
E = 1111001110. b. 5 = 1111110101. C. E = 0001000110. 
d. E = 0101011011. e. B = 0001010001. 

7.2. 

6.2. [21(2,2) = (3,5), [2l(4,6) = ( W ,  (1,3) + ( ~ 4 )  = 0, 

a. Pi x 0.002, P2 x 0.006, P3 M 0.623, P4 x 0.051, Ps M 0.311, 
P6 M 0.007. b. Pi M 0.000, P2 M 0.009, P3 M 0.000, P4 M 0.000, 
P5 M 0.892, P6 x 0.099. P1 M 0.000, P2 % 0.697, P3 M 0.000, 
P4 X 0.004, P5 M 0.299, P6 W 0.000. d.  Pi M 0.003, P2 M 0.000, 
P3 M 0.036, P4 X 0.000, P5 M 0.801, P6 X 0.160. e. x 0.196, 
P2 M 0.000, P3 x 0.001, P4 x 0.000, P5 x 0.018, Ps M 0.785. 

c. 

7.3. a. H x 1.16, n x 6.04. b. H M 0.52, n x 2.42. c. H M 0.9, 
n x 3.76. 

7.4. 

d. H M 1.08, n M 5.08. e. H x 1.16, n x 6.04. 

a. PI x 0.7 (% = bcucbcucc), P2 = 0,  P3 M 0.3 (A  = acbcacbcc), 
p4 = 0, P5 = 0 ,  P6 = 0. Pi = 0,  Pz = 0,  P3 = 0,  P4 M 0.21 
(a = bCCCUCCBC), P5 M 0.20 ( A  = dbbCbbCb), P6 M 0.59 ( A  = ambmbc).  
c. 

b. 

Pi = 0,  P2 = 0,  P3 = 0,  P4 = 1 (A  = ccbcubccb), P5 = 0,  Ps = 0. 
d. Pi = 0,  P2 = 0 ,  P3 x 0.000 (% = acbbbbcbb), P4 x 1.000 
(% = abccccbcc), P5 = 0,  P6 = 0. e. PI = 0 ,  Pz = 0, P3 x 0.009 
(% = bbbcbbbcb), P4 % 0.970 (% = cccbcccbc), P5 = 0,  P6 M 0.021 
(% = cccacccuc) . 
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